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Abstract  
Due to the increased adoption of the Internet over the last decade, business-to-
consumer (B2C) e-commerce has become a popular medium for consumers to purchase 
products or services. However, despite a growth in e-commerce, trust is a critical 
problem discouraging consumers to commit a purchase online. It is also an important 
barrier affecting the growth of B2C e-commerce. Although attempts to address this issue 
have been undertaken in previous research, to date there is no satisfactory solution. 
Trust is a complex and multifaceted issue that must be addressed from multiple angles. 
Merely focusing on either Internet and network security applications or web interface 
alone does not guarantee that consumers will trust e-vendors. Previous research on trust 
tried to understand consumers’ attitudes, intentions, and behaviour that are related to 
trust in online shopping. However, it failed to provide a proper solution that can foster 
online trust because the focus to date is mainly on technical issues and secure 
transactions rather than what makes consumers trust e-commerce websites. As B2C e-
commerce develops, risks such as identity theft, fraud, phishing, and hacking activities 
have emerged affecting trust in online shopping. Therefore, the objective of this research 
is to investigate what factors enhance consumer trust in B2C e-commerce via the 
Internet. 
Based on the literature, five important factors that affect trust and which are barriers to 
online shopping are cybercrime, security, control, web interface, and trusted third party 
(TTP). To establish trust in B2C e-commerce, relevant four theories—Semiotics, Trust in 
Signs, Simmelian Model of Trust, and Trustworthiness—were used to guide this research. 
Led by the literature and four theories, twelve hypotheses were developed to establish 
the impact of cybercrime, security, control, web interface, and TTP on trust via the 
proposed research model. 
This research undertaken to validate the proposed trust model was directed by 
pragmatism. It is an appropriate paradigm for this research because it allowed the 
researcher to comprehensively understand a complex problem such as trust. This was 
achieved via quantitative and qualitative research undertaken a two-phase mixed 
method, that guided the researcher to conduct quantitative and qualitative studies 
sequentially. The quantitative study validated the hypotheses and the conceptual model. 
The qualitative study then confirmed the findings of the quantitative study and explored 
additional trust issues in online shopping. 
- 3 - 
 
The quantitative study was conducted using an online questionnaire, and the data was 
analysed with structural equation modeling (SEM). Findings from the quantitative study 
show that consumers recognise six trust issues in online shopping, which is opposed to 
the proposed research model. These issues are fraud, privacy, security, control, web 
design, and warranty. 
The qualitative study was then conducted using focus groups to understand the findings 
and trends from the quantitative study. Conversations from the focus groups was 
recorded, transcribed, and analysed to establish trust issues. The findings from the 
qualitative study confirmed the findings from the quantitative study. They also explained 
some new findings from the SEM analysis. 
A comparison of the findings from both studies establishes a practical guide for e-vendors 
to foster consumer trust in online shopping. This includes what makes consumers trust e-
vendors’ websites, which contains trust issues that customers value and how it can be 
incorporated in B2C e-commerce. This research also contributes to the body of 
knowledge on trust by introducing a multi-theoretical approach to foster consumer trust 
in B2C e-commerce. 
  
Chapter  1  
INTRODUCTION 
This chapter briefly sets the scene of this research by discussing the topic area. In 
particular, background, importance, and current issues related to trust in B2C e-
commerce are highlighted. In addition, it notes reasons and motivation for undertaking 
this research and the research questions. The organisation of this thesis is also included. 
1.1 Background 
Despite a growth in the number of websites (Netcraft, 2007b), increased e-tail sales 
(U.S. Census Bureau, 2007), and intrinsic benefits of B2C e-commerce (Lederer, 
Mirchandani & Sims, 2000; McGann, 2004), trust is an important barrier in B2C e-
commerce. 
Trust has been identified as an essential factor in B2C e-commerce (McKnight & 
Chervany, 2001). It encourages consumers to buy goods or services even if e-vendors 
are unknown (Akhter, Hobbs & Maamar, 2004), supports a greater use of e-commerce 
technology (Daughtrey, 2001), simplifies the e-transaction process (Riegelsberger, Sasse 
& McCarthy, 2003), improves e-commerce acceptance and adoption (Lee, Ahn & Han, 
2006; Suh & Han, 2003), develops consumer commitment (Yamagishi & Yamagishi, 
1994), increases customer satisfaction (Sanzo et al., 2003), establishes brand loyalty 
(Gefen, 2002a), maintains long-term relationships with customers (Keen, 1997), helps 
achieve a competitive advantage (Wernerfelt, 1991), stimulates future purchases 
(Garbarino & Johnson, 1999), raises price tolerance (Delgado-Ballester & Munuera-
Alemán, 2001), decreases customer concerns of information privacy (Chellappa & Sin, 
2005), and makes customers forgive occasional mistakes done by e-vendors (Green, 
2006). As a result, these lead to increased online sales (Lohse & Spiller, 1998) and 
growth of e-commerce (Feindt, Jeffcoate & Chappell, 2002). 
“In the not too distant future a substantial share of these items may be marketed through a relatively 
few large central distribution facilities in each major market area. Consumers will never set foot inside 
these centers, except possibly for guest tours. Instead, retail transactions will be made by electronic 
telecommunications and push-button devices installed in private homes and hooked on-line to data 
processing networks” (Doody & Davidson, 1967, p. 5). 
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Despite the benefits of trust discussed above, it is remarkably challenging to foster trust 
in B2C e-commerce because the Internet is a high risk environment (Ba & Pavlou, 2002; 
Castelfranchi & Pedone, 1999; Ratnasingam, 2005). This is because there are several 
risks that consumers can encounter over the Internet while they are shopping online. 
These include stolen credit card numbers, e-vendor impersonators, scammers, defective 
products and loss of money (Anti-Phishing Working Group, 2007b; Federal Trade 
Commission, 2007). A combination of these issues further impedes consumer trust in 
online shopping. 
Eventually, a lack of trust leads consumers to distrust B2C e-commerce. In particular, 
the majority of Internet users who do not purchase anything over the Internet distrust e-
vendors (NECTEC, 2006). Because trust is essential in encouraging consumers to engage 
in online shopping activities (McKnight & Chervany, 2001), the problem of distrust 
subsequently causes consumers to either limit or completely stop their online purchases 
(Taylor Nelson Sofres & TRUSTe, 2005). Thus, growth of B2C e-commerce is affected 
until consumer distrust is satisfactorily addressed (Tan & Thoen, 2002). Therefore, it is 
crucial for e-vendors to understand consumers’ issues of trust, to know how to improve 
consumer trust and to encourage them to make purchases over the Internet. 
1.2 Motivation of the Research 
A number of previous researchers have repetitively attempted to address the problem of 
trust with a focus on technology (Bahreman, 1995; Chadwick, Young & Cicovic, 1997; 
Clifford, Lavine & Bishop, 1998; Fernandes, 2001; Levi & Caglayan, 2000; Perlman, 
1999; Rivest & Lampson, 1996). Specifically, they looked at security technology that 
enables consumers to perceive trustworthiness (i.e. a chance of them being victimised is 
deduced) over the Internet. An example is public key infrastructure (PKI), which is the 
main e-commerce security framework, that enables e-vendors to build secure websites 
and to safely connect themselves to consumers with secure e-transactions (Nash et al., 
2001). However, it is recognised that a technical perspective alone does not foster online 
trust (Castelfranchi & Pedone, 1999; Klang, 2001; Konrad, Fuchs & Barthel, 1999; 
Ratnasingham & Kumar, 2000). In particular, if consumers do not trust security, they are 
unlikely to make purchases over the Internet (Karvonen, 1999). 
A lack of consideration of non-technical aspects of trust led other researchers to focus on 
web interface. Several researchers (Basso et al., 2001; Egger, 2001; Fogg et al., 2001; 
Riegelsberger & Sasse, 2001; Roy, Dewit & Aubert, 2001; Steinbrück et al., 2002; Zhang 
et al., 1999) identified that clear and simple navigation, useful functionality, and rich 
multimedia on e-commerce websites can improve consumer trust. However, with a 
growth in cybercrime such as phishing and other scamming activities (Anti-Phishing 
Working Group, 2007b) is diminishing trust in online shopping (van der Heijden, 
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Verhagen & Creemers, 2001). Other researchers (Corbitt, Thanasankit & Yi, 2003; Gefen, 
Karahanna & Straub, 2003; Pavlou, 2003) addressed how much relevant factors impact 
consumer trust in online shopping. However, they did not clearly provide definitive 
guidelines for e-vendors on how to gain consumer trust in B2C e-commerce, especially 
according to the viewpoints and concern of consumers. Winning consumer trust to 
purchase online requires a deep understanding consumer issues on trust in B2C e-
commerce. 
1.3 Objectives of the Research 
The objectives of this research are: 
• To understand trust issues from the consumer point of view in the online 
environment; and 
• To provide a comprehensive guide to e-vendors on how to improve consumer 
trust and enhance B2C e-commerce. 
1.4 Research Questions 
To address the above research objective, a set of research questions were formulated to 
seek answers in this research project. These are: 
1. What factors affect consumer trust and their intention to shop online? 
2. How do these factors influence consumer trust? 
3. How can e-vendors use these factors to gain consumer trust in B2C e-commerce? 
1.5 Organisation of this Thesis 
This thesis is organised into seven chapters: 
1. Introduction 
This chapter briefly discusses the scope of this research. It provides the 
reasons for undertaking this research as well as the importance of the topic 
and the research questions. The definition of e-commerce is also provided to 
ensure that the reader has a clear understanding of this research. 
2. Review of Related Literature 
This chapter provides a review of academic and business publications, 
previous research and theories related to trust in B2C e-commerce. It begins 
with a general view of online shopping to illustrate the current trends. It then 
argues that a lack of trust in online shopping discourages consumers from 
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making purchases over the Internet according to five trust issues in the 
literature: cybercrime, security, control, web interface, and trusted third party 
(TTP). Several previous research on trust models were evaluated to establish 
why trust in B2C e-commerce is still an issue. Four theories are integrated to 
illustrate and assist in understanding the trust phenomenon and are used to 
guide the researcher in developing twelve hypotheses and a new trust model. 
3. Research Methodology 
This chapter discusses the research paradigm, methodology, methods, and 
techniques of data analysis. The chapter then explains the justification for the 
research methodology and methods based on literature. The selection of an 
appropriate target population, sampling techniques, development of questions, 
and conduct of data collection for each research method are also included. In 
addition, analysis techniques for the quantitative and qualitative studies are 
explained. 
4. Survey Analysis 
This chapter reports and discusses the results of the online survey analysis. Its 
aim is to explore a pattern of trust issues concerning consumers in online 
shopping and to validate the hypotheses and the research model. It begins 
with reports of the response rate, demographic statistics, missing data, and 
the reliability of the questionnaire. An understanding of survey data by 
checking its normality with graphical and statistical techniques is also 
presented. The chapter then demonstrates how the data was analysed with 
exploratory factor analysis (EFA) and structural equation modeling (SEM). 
5. Focus Group Analysis 
This chapter reports and discusses the results of the focus group analysis. Its 
aim is to confirm the results from Chapter 4. The conversations that took place 
in the focus groups were analysed and presented in a series of themes 
according to trust issues identified from the survey analysis. New trust issues 
identified from the quantitative analysis are also included in the chapter. 
6. Discussion and Conclusion 
This chapter revisits the research questions to confirm what has been 
accomplished in this research. The results from the survey and focus group 
analyses are critically compared and highlighted to summarise the research 
findings. Implications are then discussed to demonstrate how both e-vendors 
and researchers can utilise the findings from this research. The chapter ends 
with research’s limitations, suggestion for future work, and the conclusion. 
 
  
Chapter  2  
REVIEW OF RELATED LITERATURE 
This chapter discusses a review of literature on consumer trust issues in B2C e-
commerce. It begins with the importance of online shopping and the impact of consumer 
trust when it is not properly addressed in B2C e-commerce. A critical review of previous 
trust models is also included to identify gaps justifying the reasons for this research. 
Furthermore, theories that can explain the trust phenomenon are also included and 
explained with hypotheses and a conceptual model for addressing consumer trust issues 
in online shopping. 
2.1 State of Online Shopping 
In this research, online shopping is consumers buying products or services from e-
vendors over the Internet. It is also known as B2C e-commerce. Online shopping is 
increasingly becoming popular among vendors and consumers because it provides 
several benefits, which are discussed in the following sections. 
On the one hand, from the e-vendor’s perspective, online shopping is a business model 
development of virtual stores and to sell their products and services over the Internet. 
An electronic store provides e-vendors several benefits: 
• access to global-scale consumers (Miniwatts, 2006; Waldo, 2000), 
• increased incomes (comScore, 2006), 
• a competitive advantage (Lederer, Mirchandani & Sims, 2000), 
• enhanced business processes (Piris, Fitzgerald & Serrano, 2004), 
• improved customer relations (Lovett, 2003), and 
• increased customer satisfaction (Freed, 2005, 2007). 
“Trust is a social good to be protected just as much as the air we breathe or the water we drink. 
When it is damaged, the community as a whole suffers; 
and when it is destroyed, societies falter and collapse” (Bok, 1978, p. 26). 
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Waldo (2000) advocates that the Internet is the only communication technology in 
human history that has been quickly accepted by a large number of the world population. 
The report published by Morgan Stanley (1997) shows that the Internet reached 50 
million users within five years while other technologies took considerably longer to reach 
the same number of users as the Internet did; cable television took ten years, television 
took thirteen years, and radio took thirty-eight years. A recent report of Miniwatts 
Marketing Group (2007b) disclosed that the number of global Internet users has 
increased from 16 million in 1995 to 1.154 billion in June 2007. The statistics of the 
number of Internet users since 1995 are illustrated in Figure 1. The graph indicates that 
the Internet is undeniably the most important modern communication technology. 
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Figure 1: Growth of Internet users 
Source: Miniwatts Marketing Group (2007a) 
Although there is no guarantee that every Internet user purchases products or services 
online, having a greater number of potential customers considerably increases the 
possibility of gaining higher incomes. For instance, Tesco.com, a UK-based grocery store, 
increased total sales by approximately £2.5 million per day by establishing an online 
channel (comScore, 2006). Table 1 summarises the incomes of some e-commerce 
companies that are well known among consumers. This data is obtained from Form 10-K 
of United States Securities and Exchange Commission (http://www.sec.gov) submitted 
by these companies in 2005. 
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Table 1: Incomes of some well-known e-commerce companies 
Model Company Products/Services 2005 Incomes (in million) 
B2C 
Amazon (2006) Variety $8,490 
Dell (2006) Computer $55,908 
OfficeDepot (2006) Office products $14,279 
C2B Priceline (2006) Reversed auction $963 
C2C eBay (2006) Auction $2,165 
On the other hand, from the consumer’s perspective, online shopping is a convenient 
way of purchasing products and services (Turban et al., 2006). It provides more benefits 
than traditional shopping does in many ways. According to McGann (2004), these 
benefits include a faster transaction (78 per cent), cheaper prices (51 per cent), more 
selection of similar products or services (43 per cent), easier shipping process (40 per 
cent), more customisable products (28 per cent), and more product information (20 per 
cent). 
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Figure 2: Growth of websites 
Source: Netcraft (2007b) 
The benefits for both vendors and consumers discussed above have been fostering the 
popularity of online shopping for many years; consequently, numbers of new websites 
and Internet consumers constantly increase each month (Mediamark Research, 2006). 
Netcraft (2007a) identified that there were over 122 million websites on the Internet in 
June 2007. Figure 2 shows the growth of websites on the Internet over the last thirteen 
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years. With this growth, e-tail sales continually increase, as depicted in Figure 3. Despite 
its rapid growth and popularity, an important barrier in online shopping is trust (CMO 
Council, 2006; Furnell, 2004; Gefen, 2002b; Hoffman, Novak & Peralta, 1999a; Klang, 
2001; Murphy & Blessinger, 2003; NECTEC, 2006; Nielsen et al., 2001; Wang & Emurian, 
2005). 
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Figure 3: Quarterly e-tail sales 
Source: U.S. Census Bureau (2007) 
2.2 Definitions of Trust 
Trust is an ambiguous word (Abdul-Rahman & Hailes, 1997). It contains several 
meanings (Hardin, 2002) and is a highly complex, multi-dimensional phenomenon 
(McKnight & Chervany, 2001). Therefore, researchers found that it is difficult to capture 
and study trust (Head & Hassanein, 2002). According to the Online Etymology Dictionary 
(http://www.etymonline.com), trust is derived from the word traust (i.e. help or 
confidence) in either the Old Norse or Proto-Germanic. However, Jaques (2005) argues 
that trust originated from the word trystan in Old German. 
Hardin (2002) notes that several languages do not have a direct and clear way of 
expressing trust as a verb; these languages include French, Norwegian, Egyptian, 
Chinese, and Hebrew. Therefore, a language limitation is also a barrier for understanding 
the definitions of trust, and it is very challenging for researchers to accurately and clearly 
define what it really means, especially for those who undertake research related to the 
topic. 
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McKnight and Chervany (2001) and Yamagishi and Yamagishi (1994) recognise that trust 
is an elusive term. Similarly, Lewis and Weigert (1985) and Shapiro (1987) express that 
meanings of trust are confusing. Consequently, this problem led to there being no 
definition of trust in previous works (Rotter, 1971). Golembiewski and McConkie (1975) 
and McKnight and Chervany (1996) argue that trust needs more theoretical explanation; 
in particular, it is remarkably difficult to interpret results and to connect one research to 
another in this area. As stated by Rotter (1971, p. 444), ‘it is not known whether the 
results could be generalized to other groups or, indeed, what variables in group selection 
are relevant in generalizing result.’ 
In the light of this problem, McKnight and Chervany (1996) attempted to generalise the 
meaning of trust by applying grounded theory (Glaser & Strauss, 1967) into 
documentary analysis. They scrutinised the meanings of trust in eighty trust-related 
materials. These materials included articles and books across different disciplines—
psychology, social psychology, sociology, economics, political science, management, and 
communications. Blomqvist (1997) also recognises that trust must be understood from 
many research areas. McKnight and Chervany (2001) then published the findings, which 
was confirmed with ninety-three trained students. They have identified that there are 17 
definitions of trust on average. These definitions are merged into five main categories, 
which are competence, predictability, benevolence, integrity and other, as shown in Table 
2. These findings also confirmed the opinion of Hardin (2002) that trust is not a primitive 
but reducible term. 
Table 2: Categories of the trust definitions 
Competence 
(20.4%) 
Predictability 
(6.1%) 
Benevolence 
(38.8%) 
Integrity 
(26.5%) 
Other 
(8.2%) 
Competent 
Expert 
Dynamic 
Predictable 
Good, moral 
Good will 
Benevolent, caring 
Responsive 
Honest 
Credible 
Reliable 
Dependable 
Open 
Careful, safe 
Shared understanding 
Personally attractive 
Source: McKnight and Chervany (2001, p. 3) 
As discussed above, it is clear that trust contains many meanings. Without a specific 
definition, it is difficult to convey what researchers mean in their work. On the contrary, 
it is also important to recognise that trust should not be narrowly defined since it will lose 
its original meanings. Therefore, to address all these aspects, in this research, trust in 
online shopping is defined as consumers’ thought about e-vendors being trustworthy, 
which contains one or more aspects of trust including competence, predictability, 
benevolence, and integrity. 
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2.3 Functions of Trust in Online Shopping 
Trust has been identified to be an important factor affecting online consumers to commit 
online purchases for several years (Grabner-Kräuter & Kaluscha, 2003; NECTEC, 2006). 
Its primary functions in online shopping include encouraging consumers confidently 
purchase goods and services even if e-vendors are not known or recognised (Akhter, 
Hobbs & Maamar, 2004; Jutla, Kelloway & Saifi, 2004) and making consumers believe 
that security is reliable while they are shopping online (Daughtrey, 2001). 
Another function of trust in B2C e-commerce is simplification of transactional process 
(Riegelsberger, Sasse & McCarthy, 2003). Since nobody can comprehend everything 
(Hardin, 2002), people reduce complexity in their decision by assuming that everything 
will be fine and ignoring any possibility of encountering unwanted outcomes (Heimer, 
2001). In fact, e-commerce is increasingly becoming more complex (Goldsmith & 
McGregor, 2000). The following paragraph illustrates how this works. An example of a 
consumer that he remarkably trusts a well-known vendor—Disney Online 
(http://disney.go.com)—is published in Nielsen et al. (2001, p. 83) as: 
‘A Danish user was purchasing a DVD (digital video disc), and while he was 
reading the order summary, he suddenly remembered that European DVD 
players are unable to play American DVDs. “I’ll order it anyway. Disney has 
an office in Denmark. Also, Disney knows that I am ordering the product from 
Denmark [so they will send me a suitable DVD].”’ 
The above example shows that the Danish online shopper really trusts Disney Online; in 
particular, it is a caring1 company that will send him the DVD for the correct region. It 
also demonstrates that trust simplifies the transaction process by allowing this consumer 
to quickly commit a transaction without any fear that Disney would send him a wrong-
region DVD. Furthermore, this is also recognised to reduce transactional costs in e-
commerce (Klang, 2001; Ratnasingam, 2005; Shankar, Urban & Sultan, 2002). 
Apart from the short-term functions of trust in B2C e-commerce described above, trust 
also provides several long-term benefits to e-vendors. These include enhancement of e-
commerce acceptance (Suh & Han, 2003) and e-commerce adoption (Lee, Ahn & Han, 
2006), maintenance of long-term relationships between e-vendors and customers (Keen, 
1997), establishment of consumer commitment (Hardin, 1996; Morgan & Hunt, 1994; 
Yamagishi & Yamagishi, 1994), improvement of customer satisfaction (Sanzo et al., 
2003), increase in customer loyalty (Gefen, 2002a; Thatcher & George, 2004), gaining a 
competitive advantage (Wernerfelt, 1991), price tolerance (Delgado-Ballester & 
Munuera-Alemán, 2001), a decrease of privacy concerns (Chellappa & Sin, 2005), and 
forgiving occasional mistakes made by e-vendors (Green, 2006). In addition, Garbarino 
and Johnson (1999) identified that trust positively impacts satisfaction and commitment, 
                                          
1 Caring is one of the trust definitions under the group of benevolence. See Table 2 on page 12. 
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which are important components driving consumers to commit to purchases. These 
outcomes driven by trust lead to proliferation of sales (Lohse & Spiller, 1998) and growth 
of e-commerce (Feindt, Jeffcoate & Chappell, 2002). Therefore, it is clear that trust is 
extremely crucial to all levels of e-vendors, who either recently started their online 
businesses or have been utilising online shopping for years, and if trust exists, it will be a 
success factor for e-vendors in B2C e-commerce (Stockdale & Standing, 2003). 
Conversely, a lack of trust generates a negative impact in online shopping. In the past, 
McNair and May (1978) stated that trust would be an important issue in online shopping. 
Further, Luhmann (1979) explains that when there is no trust, only simple forms of 
cooperation that can be transacted on the spot are possible. In other words, a lack of 
trust is a barrier that pushes consumers away from online shopping activities. Without 
trust, e-commerce will not be a success (Tan & Thoen, 2002). NECTEC (2006) identified 
that more than 63 per cent of online consumers do not purchase anything from the 
Internet because they distrust e-vendors, and this figure have been on the rise since 
2003. 
Yamagishi (2001) revealed that the main factor that causes an increase of distrust is a 
lack of trust itself because trust breeds more trust and, in the same way, distrust breeds 
more distrust. By carrying out experimental research, he also found that people who 
have high trust are likely to evaluate positive and negative information more accurately 
than those who have low trust. The results of Yamagishi (2001) can be clarified by 
Golembiewski and McConkie (1975) that information is processed unbiasedly with a 
trusting stance but biasedly with a distrusting stance. Furthermore, ‘trust is easier to 
transform into distrust than is distrust into trust’ (Luhmann, 1979, p. 89). With the 
report about the growth of consumer distrusting e-vendors (NECTEC, 2006), this means 
that trust has not yet been improved in online shopping. From the above literature 
discussion, hypothesis 1 is formulated. 
• Hypothesis 1: Trust will positively affect consumer intention to shop online. 
2.4 Current Issues Affecting Online Trust 
There are several new developments regarding trust that impact on B2C e-commerce 
and online shopping activities. These issues are cybercrime, security, control, web 
interface, and trusted third party (TTP) intervention. Each of these issues is discussed 
separately in the following sections. The discussion is directed to how these issues affect 
consumer trust in online shopping. 
2.4.1 Cybercrime 
Cybercrime is both an activity that utilises computing and communication technologies as 
tools to carry out a crime (Smith, 2004) and an important factor discouraging consumers 
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from shopping online (Furnell, 2004; McKnight, Choudhury & Kacmar, 2002a; Taylor 
Nelson Sofres & TRUSTe, 2005). In e-commerce, it is recognised as a form of risk that 
consists of two components: uncertainty and vulnerability (Douglas, 1990; Gefen, 
Srinivasan Rao & Tractinsky, 2003; Jackson, Allum & Gaskell, 2005). Dayal, Landesberg, 
and Zeisser (1999, p. 64) explain the negative influence of cybercrime on consumers’ 
attitudes as ‘risks, however small, outweigh the benefits when a consumer fears 
exploitation of his or her finances and identity [in online shopping].’ Therefore, it is 
important for e-vendors to understand current cybercrime problems so that they can 
provide better services to their customers. 
Five major problems of cybercrime in B2C e-commerce are fraud (Federal Trade 
Commission, 2007), identity theft (CMO Council, 2006), phishing (Anti-Phishing Working 
Group, 2007b), zombie computer (Gibson, 2005), and spam (Taylor Nelson Sofres & 
TRUSTe, 2005). These issues are reviewed separately to provide a clear understanding of 
the current situation in online shopping that relates to trust. 
2.4.1.1 Fraud 
Fraud has been a common problem in e-commerce for several years. According to the 
Federal Trade Commission (2007), the monetary losses from Internet-related fraud were 
over $590 million in 2006, which is 75 per cent increase from 2005, and is on the rise 
since 2003. 
Fraud in e-commerce occurs in three ways: data manipulation, confidence trick, and 
unauthorised access. These methods are discussed in the following paragraphs. 
Data manipulation or man-in-the-middle attack is an exploitation of security that is 
inappropriately deployed in e-commerce (Ferguson & Schneier, 2003). When unreliable 
security is adopted for a secure e-transaction, an attacker (i.e. a person who exploits 
security) can easily capture and alter contents in e-transactions communicated between 
relevant parties (Laudon & Traver, 2007). 
Confidence trick is an exploitation of consumer trust in e-vendors. According to the 
report of Internet Crime Complaint Center (2006), 66.1 per cent of complaints received 
from consumers fell into this category including auction fraud, non-delivery, Nigerian 
letter, and other confidence fraud. 
Unauthorised access is an act of illegally accessing consumer accounts via hacking or 
identity theft methods (Van Slyke & Bélanger, 2003). An attacker may then impersonate 
consumers either to transact with e-vendors or to transfer money to other accounts. It is 
reported that this problem is ranked second in monetary losses (Gordon et al., 2006). 
Besides the huge amount of monetary losses, fraud also negatively affects consumer 
trust and intention to utilise e-commerce. Entrust (2005) reports that 18 per cent of 
consumers either decrease their use of online banking or have completely stopped 
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banking online in the past twelve months. In addition, Princeton Survey Research 
Associates (2002) found that only 29 per cent of consumers trust e-commerce websites. 
Therefore, it is evident that fraud both reduces trust in online shopping and potentially 
discourages consumers from transacting online (Dayal, Landesberg & Zeisser, 1999). 
2.4.1.2 Identity Theft 
Identity theft is another main problem plaguing e-commerce for several years. It is an 
act of stealing and misusing others’ identities for accessing victims’ financial accounts or 
creating new accounts under victims’ names (Matejkovic & Lahey, 2001). 
According to Foley et al. (2004), Saunders and Zucker (1999), and Slosarik (2002) the 
problems with identity theft are: 
• It may take as long as three months for victims to find out that their identities 
have been stolen; 
• On average, it takes approximately 330 hours for victims to repair the damage; 
• Sixty-six per cent of stolen identities are used to open new credit accounts; 
• Consumers lose money approximately $100 million annually; 
• In the long term, the psychological impact of identity theft on victims is anger (41 
per cent), financial fear (36.9 per cent), and sense of powerless (31.3 per cent). 
• Victims may also encounter other social problems including harassment, receiving 
wrong credit invoices, decreased productivity at work, difficulties in obtaining 
credit and loans, hardship in purchasing cars and houses, and risk of losing their 
jobs. 
The above discussion indicates that identity theft problems mainly impact consumers’ 
attitudes and their social lives, which generates difficulties in online shopping and their 
financial status. In addition, lengthy processes of repairing identity-theft damage may 
discourage them from future online purchases altogether. Several previous surveys found 
noticeably consistent results regarding this problem although they were carried out in 
different periods of time: 
• BBC (2007) reported that 53 per cent of consumers who experienced identity 
theft will stop buying from e-vendors; 
• CMO Council (2006) identified that, of all consumers, 40 per cent stopped online 
shopping, and almost 60 per cent strongly or definitely consider to buy elsewhere; 
and 
• Taylor Nelson Sofres and TRUSTe (2005) found that 49 per cent of consumers 
limit or stop their online purchases. 
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Identity theft can be accomplished in three ways including hacking, cross-site scripting 
(XSS), and phishing, which are discussed below. 
Hacking is an exploitation of vulnerabilities in security (Laudon & Traver, 2007). It is 
reported that this technique is ranked the fourth top security concern for enterprises 
(Burke & Ryan, 2005). More than 45.6 million credit card numbers of customers were 
stolen from a database of TJX (http://www.tjx.com), a worldwide retailer which sells 
apparel and home fashions, via this method (Lemos, 2007). 
Pharming is a specific type of hacking technique that allows an attacker to redirect 
consumers to fraudulent e-commerce websites by compromising with Internet records 
resided in consumers’ computers and networking devices (e.g. routers), or domain name 
system (DNS) servers (Delio, 2005). It is reported that the use of pharming is constantly 
on the rise (Anti-Phishing Working Group, 2007b). 
Malware is software developed to access, compromise, or damage computers without 
owners’ consents. It is also used for hacking and pharming attacks (Violino, 2005). An 
attacker usually uses malware along with phishing attacks, which is discussed in the next 
section, for accessing and capturing financial information residing in consumers’ 
computers. Sophos (2007d) detected that there were 41,536 new threats in 2006, which 
increases almost four times since 2005. 
XSS is an injection of a script into e-commerce websites in order to capture and send 
account details to an attacker while consumers are logging in. PayPal 
(https://www.paypal.com), a well-known company that protects financial information for 
online shoppers, was repetitively informed over the last two years about this problem. 
However, they just recently acknowledged this problem, and the number of stolen 
identities is still unknown (Mutton, 2006). 
To further steal identities from consumers, an attacker adopts a phishing attack, which is 
remarkably more sophisticated than the previous two techniques and is explained 
separately in the next section. 
2.4.1.3 Phishing 
Phishing, also known as webpage spoofing (James, 2005), is a combination of social 
engineering (i.e. deceiving people) and technical stratagem techniques (e.g. hacking, 
XSS, malware, and pharming) that allows an attacker to obtain consumer credential 
information such as names, usernames, passwords, and credit card numbers (Anti-
Phishing Working Group, 2007b). It enables greater flexibility for attackers to exploit 
security vulnerabilities in e-commerce. Since the weakest link in security is not security 
itself but people such as consumers (Schneier, 2004), phishing is considerably more 
powerful than a hacking technique alone, which aim to directly attack vulnerabilities in 
security technology or software. For example, pharmacy websites were hacked and 
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injected with XSS, which allowed an attacker to sell their drugs via legitimate e-
commerce websites (Sophos, 2007e). Kevin Mitnick, who is a cybercrime and security 
consultant and the former most-wanted computer criminal in the world (Markoff, 1995), 
states that more than half of his successful security attacks were carried out with social 
engineering (Turban et al., 2006). He explains that the foremost fundamental step in this 
approach is both to gain trust from people and to exploit it (Mitnick, 2002). It was 
disclosed in 2004 that phishing attacks caused damages of $1.2 billion on US banks and 
credit card companies (Schifreen, 2006). 
Sending messages such as e-mails and instant messages (e.g. Windows Live Messenger, 
Yahoo! Messenger, and Skype) to deceive consumers is one of the main methods to 
conduct phishing. It is reported that over 23 thousand unique phishing e-mails were 
detected each month in 2007 (Anti-Phishing Working Group, 2007b). In addition, abuse 
of instant messages is also noted to be on the rise (Postini, 2006). 
Phishing messages often deceive and lead consumers to fraudulent e-commerce websites 
that look professional in order to gain their trust can capture their financial details (Wu, 
Miller & Garfinkel, 2006). Moreover, attackers sometimes set up phoney websites that 
look the same as legitimate brands (Dhamija & Tygar, 2005). It is reported that there 
are over 37 thousand unique phishing websites, and 149 legitimate brands were hijacked 
in May 2007 (Anti-Phishing Working Group, 2007b). The number of phishing websites is 
also constantly increasing as shown in Figure 4. 
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Figure 4: Number of unique phishing websites 
Source: Anti-Phishing Working Group (2007a) 
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Apart from making trustworthy websites or stealing legitimate brands, other approaches 
are also used for phishing attacks to increase its effectiveness. For instance, it is reported 
that, within a week, a combination of e-mails and malware can compromise 500 
thousand accounts while e-mails alone can tamper with only 100 accounts (James, 
2005). This is because malware is capable of massively distributing phishing e-mails to 
consumers via spam. 
2.4.1.4 Spam 
Spam is an act of massively sending unsolicited messages to online consumers in order 
to advertise products or services (i.e. e-marketing), to carry out phishing attacks, or to 
infect their computers with malware. A spam message can be sent in several forms 
including e-mails, instant messages, short message service (SMS), messages via Internet 
Relay Chat (IRC), and trackback2 (Burns, 2006; MessageLabs, 2006; Sophos, 2007a, 
2007b, 2007c). 
With 91 per cent of Internet users using e-mail as a method of communication (Canadian 
Internet Project, 2005), spam is an issue that cannot be ignored. MessageLabs (2007) 
detected that 72.4 per cent of all e-mails are spam, one in 123.6 e-mails is a phishing 
message, and one in 127 e-mails carries malware. Furthermore, according to Iconix 
(Burns, 2007), 59 million phishing e-mails are sent to consumers daily, and one in every 
six people opens it on average. 
Damage caused by spam activities cannot be ignored. It is reported that 39 per cent of 
online consumers limit or stop making purchases over the Internet because of spam 
(Taylor Nelson Sofres & TRUSTe, 2005), 16 per cent of Internet users have to change 
their e-mail addresses (Evett, 2006), 22.9 million hours per week are wasted in deleting 
unwanted messages, and approximately $21.58 billion are lost per year (LeClaire, 2006). 
In addition, the reason of why spam has been persistent and difficult to be dealt with for 
many years is that it is a self-replicating problem (Oro & Matik, 2006). In fact, spam not 
only can be used to carry phishing attacks for identity theft but also can be adopted to 
carry malware infecting consumer computers (Markoff, 2007). An infected computer is 
known as a zombie computer (Gibson, 2005). When the number of zombie computers 
are accumulated, they are remotely linked to one another to form a botnet by the 
command of an attacker (Berinato, 2006). It is estimated that there are over 65 million 
zombie computers on the Internet, and 250 thousand computers are infected daily 
(Markoff, 2007). An attacker then can use a botnet to carry out spam and phishing e-
mails, to infect more consumer computers, or to rent some zombie computers out for 
unethical e-vendors to perform e-marketing (MessageLabs, 2006). Furthermore, it was 
identified that 90 per cent of spam e-mails were sent via botnets (Berinato, 2006). 
                                          
2 It is a blog function that allows visitors to leave their messages or comments about an article. It is also used 
to direct others visiting their websites in return. 
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Consequently, the combination of phishing, spam, and malware problems further 
discourage consumers from purchasing online. In fact, it has been found that 38 per cent 
of consumers either reduce or cease their online shopping activities because of malware 
problems (Taylor Nelson Sofres & TRUSTe, 2005). From the above literature, the 
following hypotheses are derived 
• Hypothesis 2: Cybercrime will negatively affect consumer trust. 
o Hypothesis 2a: Cybercrime will negatively affect consumer trust in e-
transactions. 
o Hypothesis 2b: Cybercrime will negatively affect consumer trust in 
shopping websites. 
• Hypothesis 3: Cybercrime will negatively affect consumer intention to shop online. 
2.4.2 Security 
Bhimani (1996) emphasises that the Internet does not provide a secure environment for 
online shopping, but security is important and must be utilised to protect financial data 
because e-commerce companies are the main target of attackers (Turban et al., 2006). 
Clarke (1998), Jones et al. (2000), and McDermott (2000) further clarifies that the 
requirement of security in online shopping includes: 
• Authentication to assure that buyers and sellers are those who they claim to be; 
• Confidentiality to assure that transmitted data (e.g. personal and financial data, 
shopping order, receipt, or other kinds of messages) are protected, and no one 
can read it except intended recipients; 
• Integrity to assure that transmitted data has never been compromised or altered; 
and 
• Non-repudiation to assure that consumers and e-vendors cannot deny their 
engagement in e-transactions. 
Aldridge, White, and Forcht (1997) state that security is a fundamental component of 
online shopping. In particular, it is recognised to foster consumer trust in B2C e-
commerce (Farrell, Scheepers & Joyce, 2003; Kini & Choobineh, 1998). Moreover, 
security management both has been an important issue for IT managers since 2001 and 
has become the number one concern since 2005 (Dewey & DeBlois, 2006; Maltz & 
DeBlois, 2005). These facts indicate that e-commerce companies are increasingly aware 
of the problems of cybercrime and a lack of trust; therefore, they utilise security to tackle 
these problems (Gordon et al., 2006). 
Several studies (Chan & Lee, 2003; Farrell, Scheepers & Joyce, 2003; Gefen, Karahanna 
& Straub, 2003; Lee & Turban, 2001; McKnight & Chervany, 2005; Ratnasingam & 
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Pavlou, 2003; Tan & Thoen, 2002) have investigated security addressing trust issues in 
online shopping. These researchers identified that security fosters consumer trust in e-
commerce, e-transaction, e-procurement, the whole online environment and consumer 
purchase intention. This is because security both makes consumers perceive assurance 
and helps them complete e-transactions without any risk (McKnight & Chervany, 2001). 
Although Ratnasingam and Phan (2003) are of the opinion that security is a success 
factor in e-commerce, Katsikas, Lopez, and Pernul (2005) argue that security issues still 
need to be explored in order to further promote the success of e-vendors. From the 
above literature discussion, the following hypotheses are formulated. 
• Hypothesis 4: Security will positively affect consumer trust. 
o Hypothesis 4a: Security will positively affect consumer trust in e-
transactions. 
o Hypothesis 4b: Security will positively affect consumer trust in e-vendors. 
o Hypothesis 4c: Security will positively affect consumer trust in shopping 
websites. 
• Hypothesis 5: Security will positively affect consumer intention to shop online.  
2.4.3 Control 
Control implies consumers’ abilities to manipulate, influence, or monitor the online 
environment and information (Hoffman, Novak & Peralta, 1999b; Robles et al., 2001). It 
is recognised to improve consumer trust in online shopping (Dayal, Landesberg & 
Zeisser, 1999). Several studies have investigated the relationship between control and 
trust. Heimer (2001) identified that when trust is not sufficient, trustors should be able 
either to influence trustees or to control the situation in order to lessen their 
vulnerabilities. A study by Castelfranchi and Falcone (2000) also found that placing some 
control is a process of building trust. A work published in Tan and Thoen (2001) further 
clarifies that consumers tend to commit their purchases even if trust is inadequate as 
long as control exists in B2C e-commerce. Likewise, Das and Teng (1998) agree that 
control both is essential in e-business and can be used to foster consumer trust. Due to 
the fact that the increase of cybercrime activities causes consumers to concern more 
about the safety of their shopping information (Gauzente, 2004), allowing them to have 
control over the online environment will support their trust in B2C e-commerce (Yoon, 
2002). 
On the contrary, a lack of control in the online environment and personal information 
leads to disputes between customers and e-vendors (Olivero & Lunt, 2004). The nature 
of online shopping is such that it does not automatically provide power to consumers 
(Yoon, 2002); therefore, e-vendors must understand what kinds of control should be 
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given to their customers in order to win their confidence. Koehn (2003) and Silverpop 
(2006b) are of the opinion that consumers should be able to control what kinds of 
content and how often they want to receive e-mails about products or services from e-
vendors. Incessantly sending e-mails without allowing consumers to unsubscribe from 
mailing lists only damages consumer trust (Lee & Turban, 2001; Silverpop, 2006a). 
Other equally important control issues that e-vendors should address include using 
customer information without their consent, inability to change personal information, 
inability to close shopping accounts, and disclosure of customer information to other 
parties (Chellappa & Sin, 2005; TRUSTe, 2006). From this literature discussion, the 
following hypotheses are proposed. 
• Hypothesis 6: Cybercrime will positively affect the need for control. 
o Hypothesis 6a: Cybercrime will positively affect the need for online 
environment control. 
o Hypothesis 6b: Cybercrime will positively affect the need for information 
control. 
• Hypothesis 7: Control will positively affect consumer trust in e-vendors. 
2.4.4 Web Interface 
Web interface refers to navigation, functionality, design, content, and multimedia of e-
commerce websites (Laudon & Traver, 2007). It also has a significant role in online 
shopping because it is the first connection between consumers and e-vendors. Fogg et al. 
(2001) advocate that web interface has an impact on consumer trust. McKnight and 
Chervany (2001) further support this idea that site quality fosters trust in e-vendors and 
intention to shop online. This is because if e-commerce websites do not induce 
consumers to believe that e-vendors are trustworthy, e-transactions will not happen after 
all (Ang & Lee, 2000). 
According to Wang and Emurian (2005), four components in web interface that induce 
consumer trust are graphics (Karvonen & Parkkinen, 2001), structure (Nielsen, 1998; 
Zhang et al., 1999), content (Belanger, Hiller & Smith, 2002; Egger, 2001; Shneiderman, 
2000), and social cues (Basso et al., 2001; Riegelsberger, Sasse & McCarthy, 2003; 
Steinbrück et al., 2002). The experiment carried out by Ceaparu et al. (2001) extended 
this aspect that e-vendor’s information (e.g. phone number, policy statement, and 
address) and a trusted seal can be used as strategic components to foster consumer 
trust.  
A security and privacy statement on the website categorised as a part of content design 
by Wang and Emurian (2005) is also important to customers (CMO Council, 2006). This 
is because consumers are highly concerned about how e-vendors collect and process 
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their information (Gauzente, 2004), and over two-third of them prefer e-vendors to 
disclose information regarding this matter (Krebsbach, 2006; RR Donnelley, 2003). Not 
having a security and privacy statement available on e-commerce websites only creates 
negative impact on consumer trust. In fact, it is reported that 95 per cent of consumers 
refuse to disclose their information if there is no statement of security and privacy on e-
commerce websites (Hoffman, Novak & Peralta, 1999a). Castelfranchi and Pedone (1999) 
and Rivest and Lampson (1996) further pinpoint that security-related information that is 
easy to read lead consumers to perceive that it is more secure. In addition, TRUSTe 
(2004) suggests that a security and privacy statement should include five aspects of 
privacy practices including notice (i.e. what information is collected and how it is used), 
choice (i.e. consumers are give choices on how their information is used), access (i.e. 
consumers are given access to their disclosed information), security (i.e. confidentiality 
of consumers’ information), and redress (i.e. consumers are given control to resolve 
problems regarding sites’ use and disclosure of their information). In other words, this 
means that web interface not only can improve trust in e-vendors but also help 
consumers to perceive a higher level of security for e-transactions and control over 
online environment. From this literature discussion, the following hypotheses are 
proposed. 
• Hypothesis 8: Web interface will positively affect consumer intention to shop 
online. 
• Hypothesis 9: Web interface will positively affect consumer trust. 
o Hypothesis 9a: Web interface will positively affect consumer trust in e-
vendors. 
o Hypothesis 9b: Web interface will positively affect consumer trust in 
shopping websites. 
• Hypothesis 10: Web interface will positively affect security. 
• Hypothesis 11: Web interface will positively affect control. 
2.4.5 Third Party Intervention 
A trusted seal is a part of content design categorised by Wang and Emurian (2005). It is 
a piece of graphics shown on the front page of e-commerce websites. Its function is to 
inform consumers that an e-vendor and a website have been verified; thus, consumers 
can safely purchase products or services from this website (Moores & Dhillon, 2003). It is 
important to e-commerce because cybercrime is on the rise, especially phishing (Anti-
Phishing Working Group, 2007b); consequently, consumers somehow need to know 
which shopping websites are genuine and safe for them to commit their e-transactions 
(James, 2005). 
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A trusted seal has an impact on consumer trust (Kim & Benbasat, 2003; Nöteberg, 
Christiaanse & Wallage, 1999) and online shopping behaviour (McKnight & Chervany, 
2001). However, a trusted seal is merely a piece of graphics, and it does not contain any 
intrinsic trustworthy value. In fact, when people trust something, they trust the person 
who created it (Sztompka, 2000). When consumers trust the seals displayed on e-
commerce websites, it signifies that they trust a trusted third party (TTP), which is a 
company that issued the seal to e-vendors. Examples of TTPs and trusted seals are 
shown in Table 3. 
Table 3: Examples of TTPs 
TTP Trusted Seal Web Address 
DigiCert 
 
http://www.digicert.com 
Thawte 
 
http://www.thawte.com 
TRUSTe 
 
http://www.truste.org 
VeriSign 
 
http://www.verisign.com 
A TTP is responsible for validating website security, privacy practice, and e-vendor’s 
identity and business. The way of doing these may be different from one TTP to another 
(Moores & Dhillon, 2003). For example, Comodo (2005) requires an organisational 
applicant to provide articles of association, business licence, certificate of compliance, 
certificate of incorporation, certificate of authority to transact business, tax certification, 
corporate charter, official letter from an authorised representative of a government 
organisation, and official letter from the office of a dean or principal (for educational 
institutions). In contrast, Verisign (2006) first uses either a third party identity proofing 
service or organisational documentation issued by the applicable government agency to 
confirm the existence of an organisational applicant. It then confirms the organisational 
applicant via telephone or postal mail, followed by any other necessary confirmation of 
authorisation regarding the applicant. 
After the TTP validates all these factors, it issues a trusted seal and a digital certificate to 
the e-vendor as evidence guaranteeing that everything is correct (Moores & Dhillon, 
2003). The e-vendor then puts the trusted seal on its website to show potential 
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customers that it is genuine. Hu, Lin, and Zhang (2004) identified that a trusted seal 
both has a positive impact on consumer trust and encourages them to purchase products 
from unknown websites. TNS and TRUSTe (2004) also reported that 46 per cent of 
consumers buy products from websites that display trusted seals. Furthermore, Peszynski 
and Thanasankit (2002) found that a well-known TTP has a greater impact on trust. From 
this literature discussion, hypothesis 12 is derived. 
• Hypothesis 12: A TTP will positively affect web interface. 
2.5 Research Hypotheses 
Based on the literature review above (i.e. cybercrime, security, control, web interface, 
and trusted third party), twelve hypotheses were developed for addressing trust issues in 
online shopping summarised below: 
• H1: Trust will positively affect consumer intention to shop online. 
• H2: Cybercrime will negatively affect consumer trust. 
o H2a: Cybercrime will negatively affect consumer trust in e-transactions. 
o H2b: Cybercrime will negatively affect consumer trust in shopping websites. 
• H3: Cybercrime will negatively affect consumer intention to shop online. 
• H4: Security will positively affect consumer trust. 
o H4a: Security will positively affect consumer trust in e-transactions. 
o H4b: Security will positively affect consumer trust in e-vendors. 
o H4c: Security will positively affect consumer trust in shopping websites. 
• H5: Security will positively affect consumer intention to shop online. 
• H6: Cybercrime will positively affect the need for control. 
o H6a: Cybercrime will positively affect the need for online environment 
control. 
o H6b: Cybercrime will positively affect the need for information control. 
• H7: Control will positively affect consumer trust in e-vendors. 
• H8: Web interface will positively affect consumer intention to shop online. 
• H9: Web interface will positively affect consumer trust. 
o H9a: Web interface will positively affect consumer trust in e-vendors. 
o H9b: Web interface will positively affect consumer trust in shopping 
websites. 
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• H10: Web interface will positively affect security. 
• H11: Web interface will positively affect control. 
• H12: A TTP will positively affect web interface. 
2.6 Previous Research on Trust Models 
Research on trust models in online shopping started in 1998 (Kini & Choobineh, 1998). 
However, research with rigorous statistical analyses only started to come out in 2000 
(Gefen, 2000; Grazioli & Jarvenpaa, 2000; Jarvenpaa, Tractinsky & Vitale, 2000). Table 4 
summarises the previous research concerning trust in B2C e-commerce. It includes 
studies, variables, outcomes, and limitations. Based on this table, it is clear that the 
research on trust models is taking place rigorously. Newer research has addressed more 
issues than the older ones did. Due to new developments discussed earlier, it is evident 
that more issues are addressed by newer models, and it is the reason of why research on 
this topic is still ongoing. The previous research is listed in descending chronological 
order. 
From Table 4, it is clear that each approach has different advantages and disadvantages 
over the others; but at the same time, none of them provides useful guidance that allows 
e-vendors to address trust issues in online shopping: 
• Risk—several researchers (Grabner-Kräuter & Kaluscha, 2003; Mayer, Davis & 
Schoorman, 1995; McKnight & Chervany, 2001; Mishra, 1996) agree that trust is 
only important when risk exists. The greater the risk is, the more the need for 
trust (Grazioli & Jarvenpaa, 2000). Conversely, if there is no risk at all, there is no 
reason to trust (Kini & Choobineh, 1998). Risk is further broken down into two 
components including uncertainty and vulnerability (Heimer, 2001). Uncertainty is 
a chance of unanticipated outcomes occurring. Vulnerability is a trustor’s damage 
when a negative outcome happens from trusting someone. 
• Knowledge—trust is based on knowledge (Luna-Reyes, Cresswell & Richardson, 
2004) because one must have some good reasons of why one trusts others (Lewis 
& Weigert, 1985; Möllering, 2001). Without knowledge, trust becomes blind trust 
(Marsh, 1994), gamble (Deutsch, 1958), or faith (Blomqvist, 1997). For example, 
Dominic wants to buy a computer via the Internet. He finds a cheap computer on 
an unknown website, and he wants to purchase from there. However, he has no 
information about this website at all, and nor do his friends. If he still wants to 
buy from this unknown website, he has to take a gamble that this e-vendor is 
genuine, and that the ordered computer will be delivered to his place. 
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Table 4: Summary of the previous research 
Study Variables Outcome(s) Limitation(s) 
Chen and Barnes 
(2007) 
Company size 
Disposition to trust 
Enjoyment of technology 
Familiarity with online transaction 
Interaction 
Online initial trust 
Perceived ease-of-use 
Perceived privacy 
Perceived security 
Perceived usefulness 
Reputation 
Willingness to customise 
Purchase intention Failed to address risk-related factors 
Kuan and Bock (2007) Cross-channel sanctions effectiveness 
Expected sanctioning power 
Indirect sanctions effectiveness 
Internet purchasing experience 
Negative referrals 
Offline trust 
Online direct sanctions effectiveness 
Online trust 
Positive referrals 
Word-of-mouth within social network 
Online purchase intention Only focused on how consumers know 
which e-vendors are trustworthy, but 
failed to address on what is 
trustworthy 
Teo and Liu (2007) Attitude 
Consumer trust 
Multichannel integration 
Perceived reputation 
Perceived risk 
Perceived size 
Propensity to trust 
System assurance 
Willingness to buy Disregarded other issues including 
control, web interface and TTP 
Van Dike, Midha, and 
Nemati (2007) 
Familiarity 
Privacy concerns 
Privacy empowerment 
Trust Only focused on privacy 
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Study Variables Outcome(s) Limitation(s) 
Zhou, Dai & Zhang 
(2007) 
Attitude 
Consumer demographics 
Innovativeness 
Internet experience 
Normative beliefs 
Online experience 
Online shopping intention 
Perceived outcome 
Satisfaction 
Shopping motivation 
Shopping orientation 
Online shopping Too heavily based on consumer 
characteristics 
Cheung and Lee (2006) Legal framework 
Perceived competence 
Perceived integrity 
Perceived privacy control 
Perceived security control 
Propensity to trust 
Third party recognition 
Consumer trust in Internet 
shopping 
Addressed consumer issues, but failed 
to include web interface and 
cybercrime 
Flavián, Guinalíu, and 
Gurrea (2006) 
Perceived usability 
Satisfaction 
Trust 
Website loyalty Only applied to experienced online 
shoppers 
Forsythe et al. (2006) Current online shopping behaviours 
Perceived benefits 
Perceived risks 
Perceptions of Internet shopping 
Future intention to search 
and purchase 
Failed to address security, control, 
web interface and TTP 
Lim et al. (2006) Attitude 
Customer endorsement 
Portal 
Trusting beliefs 
Willingness to buy 
Actual buying behaviour Only addressed how intermediaries 
affect consumer trust 
McCloskey (2006) Age 
Ease of use 
Trust 
Usefulness 
 
E-commerce participation Only focused on a technical aspect 
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Study Variables Outcome(s) Limitation(s) 
McKnight and 
Choudhury (2006) 
Distrusting beliefs 
Distrusting intention 
No Structural assurance 
Perceived usefulness 
Structural assurance 
Trusting beliefs 
Trusting intention 
Intention to use 
Unwillingness to follow 
Unwillingness to purchase 
Unwillingness to share 
information 
Willingness to follow 
Willingness to purchase 
Willingness to share 
information 
Only concentrated on the relationship 
between trust and distrust 
Pavlou and Fygenson 
(2006) 
Attitude towards getting information 
Attitude towards purchasing 
Controllability (getting information) 
Controllability (purchasing) 
Download delay 
Getting information behaviour 
Getting information skills 
Information protection 
Intention to getting information 
Intention to purchase 
Monetary resources 
Perceived behavioural control (getting 
information) 
Perceived behavioural control 
(purchasing) 
Perceived ease of use of getting 
information 
Perceived ease of use of purchasing 
Perceived usefulness of getting 
information 
Perceived usefulness of purchasing 
Product diagnosticity 
Product value 
Purchasing skills 
Self-efficacy (getting information) 
Self-efficacy (purchasing) 
Subjective on getting information 
Purchasing behaviour Failed to address cybercrime 
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Study Variables Outcome(s) Limitation(s) 
Subjective norm on purchasing 
Time resources 
Trust—getting information 
Trust—product purchasing 
Website navigability 
 
Everard and Galletta 
(2005) 
Perceived quality of online store 
Presentation flaws 
Trust in online store 
 
Intention to purchase from 
online store 
Only focused on a negative aspect of 
web interface 
Holsapple and 
Sasidharan (2005) 
Computer anxiety 
Computer self-efficacy 
Perceived ease of use 
Perceived usefulness 
Subjective norms 
Trust 
 
Intention to use system Heavily focused on TAM and emotional 
factors 
Kim and Kim (2005) Consumer trust 
Disposition to trust 
General self-efficacy 
Online transaction self-efficacy 
Perceived risk 
 
Purchase intention Too heavily based on consumer skills. 
Pavlou and Gefen 
(2005) 
Buyer’s past experience 
Perceived effectiveness of institutional 
structures 
Perceived risk from community of 
sellers 
Price premiums 
Psychological contract violation 
Sellers’ past performance 
Transaction intentions 
Trust in community of sellers 
 
 
Transaction behaviour Too heavily based on psychological 
issues 
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Study Variables Outcome(s) Limitation(s) 
Salam et al. (2005) Attitude towards use of vendor website 
Belief in the benevolence of web vendor 
Belief in the competence of web vendor 
Belief in the integrity of web vendor 
Belief in the predictability of web vendor 
Communication affecting Internet 
exchange relationship 
Disposition to trust 
Forms of dependence on web vendor 
Institution-based trust 
Intention to use vendor website 
Internet usage beliefs 
Perceived ease of use of web vendor 
site 
Perceived usefulness of web vendor site 
Prior experience in Internet exchange 
relationship 
Prior experience using the Internet 
Trust mechanisms 
Trusting beliefs 
Trustworthiness of web vendor 
Visit to vendor website 
Nature of relationships Excluded control, cybercrime and TTP 
Zhang and Zhang 
(2005) 
Attitude towards trust 
External environmental factors 
Facilitating conditions 
General trusting beliefs 
Interaction 
Situational decision to trust 
Situational normality 
Structural assurance 
System trust beliefs 
Trust intention 
Trustee factors 
Trustee website 
Trustor factor 
 
Trust behaviour Ignored cybercrime and control 
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Study Variables Outcome(s) Limitation(s) 
Gefen and Straub 
(2004) 
E-trust 
Familiarity with website 
Social presence 
Trusting disposition 
Purchase intentions Only focused on human factors 
Hassanein and Head 
(2004) 
Enjoyment 
Perceived ease of use 
Perceived usefulness 
Product type 
Trust Only addressed the impact of product 
types on e-commerce websites and 
trust 
Koufaris and Hampton-
Sosa (2004) 
Perception about the company 
Perception about the web site 
Initial trust in company Addressed too few issues 
McKnight, Kacmar, and 
Choudhury (2004) 
Age 
Disposition to trust 
Gender 
Institution-based trust of the web 
Noticeable industry assurance icon 
Noticeable privacy assurance icon 
Perceived site quality 
Reputation advertising 
Web experience 
Trusting beliefs 
Trusting intention 
Failed to address cybercrime and 
control 
Newholm et al. (2004) Competitive pricing 
Consumer communities 
Fulfilment of offer 
Money-back guarantee 
Multiple contact points 
Reputation & branding 
Website features 
Website transaction 
Trust Disregarded issues related to 
cybercrime, security, control and TTP  
Pavlou and Gefen 
(2004) 
Perceived effectiveness of credit card 
guarantees 
Perceived effectiveness of escrow 
services 
Perceived effectiveness of feedback 
mechanism 
Perceived risk from the community of 
sellers 
Actual transaction behaviour Only focused on third party related 
factors 
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Study Variables Outcome(s) Limitation(s) 
Positive past experience 
Sellers’ performance 
Transaction intentions 
Trust in intermediary 
Trust in the community of sellers 
Trust propensity 
Shim et al. (2004) Concern for information privacy 
Familiarity 
Perceived risk 
Trust 
Willingness to transact Mainly focused on information privacy 
Thatcher and George 
(2004) 
Affect 
Commitment 
Satisfaction 
Social involvement 
Switching costs 
Trust in Internet 
Web consumer loyalty Addressed only long-term trust 
relationship 
Verhagen, Tan and 
Meents (2004) 
Attitude towards purchasing 
Institutional risk 
Institutional trust 
Party risk 
Party trust 
Intention to purchase Lacked details of how e-vendors can 
foster consumer trust in online 
shopping 
Chen and Dhillon 
(2003) 
Benevolence 
Competence 
Consumer characteristics 
Firm characteristics 
Integrity 
Interactions 
Overall trust 
Website infrastructure 
Purchase intention Ignored issues related to cybercrime 
and control. 
Cheung and Liao 
(2003) 
Low consumer awareness 
Negative shopper characteristics 
Perceived privacy concerns 
Perceived transaction insecurity 
Poor perceived e-vendor characteristics 
 
Intentions not to shop over 
Internet 
Addressed a negative consequence 
and not useful for e-vendors 
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Study Variables Outcome(s) Limitation(s) 
Corbitt, Thanasankit, 
and Yi (2003) 
Participation in e-commerce 
Perceived market orientation 
Perceived risk 
Perceived site quality 
Perceived technical trustworthiness 
User’s web experience 
Perceived trust Only focused on consumer perception 
Corritore, Kracher, and 
Wiedenbeck (2003) 
Credibility 
Ease of use 
Risk 
Trust Addressed only a narrow perspectives 
of trust 
Gefen, Karahanna, and 
Straub (2003) 
Calculative-based beliefs 
Perceptions of situation normality 
Perceptions of structural assurances 
Familiarity 
Trust 
Perceived ease-of-use 
Perceived usefulness 
Intended use of a B2C 
website 
Based on TAM which is technologically 
oriented. Online trust is not only about 
technology but also e-vendors. 
Gefen, Srinivasan Rao, 
and Tractinsky (2003) 
Perceived risk 
Trust 
Behaviour Discarded factors affecting trust 
Gefen and Straub 
(2003) 
Perceived ease of use 
Perceived usefulness 
Social presence 
Trust 
Purchase intentions Excluded security, control, web 
interface, cybercrime and TTP 
Kaplan and Nieschwietz 
(2003) 
Assurance measures 
Seal type 
Trust 
Web seal provider attributes 
Outcomes Only focused on web interface 
McKnight, Kacmar, and 
Choudhury (2003) 
Faith in humanity—general 
Faith in humanity—professional 
No structural assurance of the web 
Perceived site quality 
Structural assurance of the web 
Suspicion of humanity—general 
Trusting Stance 
Willingness to explore site 
 
Trusting intention in website Failed to address cybercrime and 
control 
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Study Variables Outcome(s) Limitation(s) 
Murphy and Blessinger 
(2003) 
Ability and competency 
Conforming to common expectations 
Fulfillment 
Legal and regulatory compliance 
Structural assurances 
Transference 
Value and goal congruence 
Trust Did not include cybercrime, control, 
and web interface into the model 
Pavlou (2003) Intention to transact 
Perceived ease of use 
Perceived risk 
Perceived usefulness 
Trust 
Actual transaction Addressed only issues related to a 
technological aspect 
Salam, Rao, and Pegels 
(2003) 
Economic incentive 
Institutional trust 
Consumer-perceived risk of 
transactions over the Internet 
Failed to address trust in e-vendors 
 
Stewart (2003) Perceived business tie 
Perceived interaction 
Perceived similarity 
Trusting beliefs 
Intention to buy Addressed trust transitivity without 
clarification 
Suh and Han (2003) Attitude toward using 
Behavioural intention to use 
Perceived strength of control 
Trust 
Actual use Too heavily based on security, 
however, trust also involves non-
technical variables which this study 
left out 
Ba and Pavlou (2002) Feedback profile 
Product price 
Trust in seller 
 
Price premiums Only focused on feedback mechanisms 
Belanger, Hiller, and 
Smith (2002) 
Pleasure 
Privacy 
Security 
Trustworthiness 
Web features 
 
Purchase intentions 
Willingness to give private 
information 
Partially addressed web interface and 
ignored cybercrime, control and TTP 
Bhattacherjee (2002) Familiarity 
Trust 
 
Willingness to transact Not always applicable to B2C e-
commerce 
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Study Variables Outcome(s) Limitation(s) 
Gefen (2002a) Cost to switch vendor 
Customer trust 
Perceived risk with vendor 
Service quality 
Customer loyalty Too heavily based on service quality 
and less emphasis on trust 
Gefen (2002b) Ability 
Benevolence 
Bought 
Integrity 
Overall trust 
Purchase intentions 
Window-shopping intentions 
Only addressed the concepts of 
trustworthiness 
Head and Hassanein 
(2002) 
Breach of trust 
Seal of approval 
Trust cycle 
Online purchasing decisions Only addressed impact of trusted seals 
in different stages of trust on 
consumer intention to shop online 
Kimery and McCord 
(2002) 
Attention to assurance seals 
Attitude toward e-retailer 
Disposition to trust 
Perceived risk 
Trust in e-retailer 
Intention to purchase Too focused on a trusted seal and 
failed to address trust issues in 
relation to it 
McKnight, Choudhury 
and Kacmar (2002a) 
Disposition to trust 
General web experience 
Institution-based trust 
Perceived site quality 
Personal innovativeness 
Trusting beliefs 
Trusting intentions 
Trust-related behaviors Failed to address cybercrime, which is 
a factor negatively impacting online 
trust 
Shankar, Urban, and 
Sultan (2002) 
Online trust 
Other characteristics 
User characteristics 
Web site characteristics 
 
Firm performance 
Intent to act 
Satisfaction and loyalty 
Did not recognise cybercrime as an 
important antecedent factor of trust 
Suh and Han (2002) Attitude towards using 
Behavioural intention to use 
Perceived ease of use 
Perceived usefulness 
Trust 
 
Actual use Based on TAM and thus focused too 
much on a technological aspect. 
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Study Variables Outcome(s) Limitation(s) 
Sultan et al. (2002) Characteristics of consumer 
Characteristics of web site 
Perceptions of web site trust 
Consumer behavioural intent Only focused on web interface 
Yoon (2002) Navigation functionality 
Personal variables 
Transaction security 
Web site awareness 
Web site properties 
Web site satisfaction 
Web site trust 
On/offline purchase intention Only focused on security and web 
interface and failed to address 
cybercrime, control and TTP 
Cheung and Lee (2001) Cultural environment 
Experience 
Legal framework 
Perceived competence 
Perceived integrity 
Perceived privacy control 
Perceived security control 
Propensity to trust 
Third party recognition 
Trust in Internet shopping 
Perceived risk Did not include web interface as an 
issue impacting consumer trust 
Lee and Turban (2001) Trustworthiness of Internet merchant 
Trustworthiness of Internet shopping 
medium 
Contextual factors 
Other factors 
Consumer trust in Internet 
shopping 
Too heavily based on consumer 
perception of trust 
McKnight and Chervany 
(2001) 
Disposition to trust 
Institution-based trust 
Trusting beliefs 
Trusting intention 
Web vendor interventions 
 
Trust-related Internet 
behaviour 
Failed to address cybercrime and 
control 
Gefen (2000) Disposition to trust 
Familiarity 
Trust 
 
Inquire 
Purchase 
Addressed too few trust-related issues 
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Study Variables Outcome(s) Limitation(s) 
Grazioli and Jarvenpaa 
(2000) 
Assurance mechanisms 
Attitude toward shopping at the store 
Deception 
Risk 
Trust 
Trust mechanisms 
Actual purchase and 
willingness to buy 
Partially addressed web interface but 
failed to address security, control and 
TTP 
Jarvenpaa, Tractinsky, 
and Vitale (2000) 
Attitude 
Perceived reputation 
Perceived size 
Risk perception 
Trust in store 
Willingness to buy Only addressed trust in websites and 
neglected trust in e-vendors 
McKnight, Choudhury, 
and Kacmar (2000) 
Disposition to trust 
Institution-based trust 
Third-party icon 
Trusting beliefs 
Vendor reputation 
Web experience 
Trusting intention Failed to address cybercrime and 
control 
Castelfranchi and 
Pedone (1999) 
Attitude 
Perceived reputation 
Perceived size 
Risk perception 
Trust in store 
Willingness to buy Only addressed trust in websites and 
neglected trust in e-vendors 
Kini and Choobineh 
(1998) 
Information environment 
Person 
System 
Task 
Trust Too abstract to be a solution for e-
vendors 
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• Ignorance—an important component that allows one to trust something or 
somebody based on incomplete knowledge. Although knowledge is an important 
factor for trust, it is not always needed. In reality, no one is able to comprehend 
everything (Weber, 1913); as a result, one trusts something or somebody by 
acknowledging this fact and ignoring what one does not know or understand 
(Konrad, Fuchs & Barthel, 1999). This is because the function of trust is a 
rejection of additional information collection (Lewicki & Bunker, 1995). As stated 
by McAllister (1995, p. 26), ‘the amount of knowledge necessary for trust is 
somewhere between total knowledge and total ignorance … given total knowledge, 
there is no need to trust, and given total ignorance, there is no basis upon which 
to rationally trust.’ Blomqvist (1997), Konrad, Fuchs, and Barthel (1999), 
Möllering (2001), and Simmel (1964) also agree that trust is in-between 
knowledge and ignorance. Therefore, it is clear that knowledge and ignorance are 
closely linked in terms of trust. 
As has been said, none of the approaches in Table 4 included these relevant components; 
consequently, no trust model to date provides a satisfactory solution for e-vendors to 
address trust issues in online shopping. In particular, it is superficial to tackle trust 
problems while the previous researchers ignore the nature of trust, what components are 
relevant to trust, and how trust is actually processed and established. This idea is also 
supported by Shankar, Urban, and Sultan (2002, p. 336) stating that ‘a problem that 
runs throughout most of the studies on online trust is the lack of clear distinctions 
between the underlying dimensions and antecedents of online trust’. Therefore, to 
address the current online trust issues and these relevant components, the researcher 
adopted theories that can explain what components are related to trust, how trust is 
established, how people perceive things to be trustworthy, how knowledge and ignorance 
lead to trust, and how a negative factor such as risk affects trust. 
2.7 Trust Theories 
This section explains four theories that were used to guide the selection of factors related 
to trust in online shopping. These theories are Semiotics (Peirce, 1931–1958), Trust in 
Signs (Bacharach & Gambetta, 2001), Simmelian Model of Trust (Simmel, 1964), and 
Trustworthiness (Hardin, 1996). Some aspects from each of these theories are taken to 
explain trust. Semiotics depicts relationships between perception, knowledge, 
personality, idea, and comprehension. Trust in Signs explains about how people trust 
physical appearance. Simmelian Model of Trust clarifies how trust and distrust are 
established based on knowledge, ignorance, uncertainty, and expectation. Finally, 
Trustworthiness elucidates links between perception, trustworthiness, and trust. 
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Due to the fact that these theories are from different disciplines—including medical 
science, biology, and sociology—at the end of the discussion in each section, applications 
of these theories are analogously explained from the viewpoint of online consumers (i.e. 
Jiny). This analogy is used in this thesis to give a clear understanding on how these 
theories can answer the research question how trust is established. Any limitation of each 
theory is also explicitly stated to provide a reason of adopting another theory in this 
research. 
2.7.1 Semiotics 
 ‘Semiotics—also known as semeiotics and semiology—is concerned with everything that 
can be taken as a sign’ (Eco, 1976, p. 7). The term semeiotics was firstly used by Stubbe 
(1670) in medical science. It involves not only the study of what humans refer to as 
signs in everyday speech but also the study of anything which stands for something else 
(Chandler, 2002). 
The main reason why semiotics is chosen to guide this research is that this theory links 
signs and knowledge. In terms of semiotics, signs can be objects, ideas, imaginable 
things, languages, actions, fact, or events. Specifically, it is something that can be 
perceived. Parret (1984) states that there are  three types of Protè Philosophia (First 
Philosophy) including ontology (being), epistemology (knowing), and semiotics 
(signifying and communicating). Ontology describes what it is, and epistemology 
concerns how to know about it. In contrast, semiotics explains how it is perceived and 
interpreted. For instance, an object is merely an object (i.e. ontology), and it does not 
contain any meaning until a person perceives and interprets (i.e. semiotics) it based on 
available knowledge (i.e. epistemology). It can be seen that semiotics is in-between 
ontology and epistemology. In fact, semiotics is based on belief, which is a very 
important component of trust. Because trust is mainly involved in perception, 
interpretation (i.e. comprehension of something based on one’s knowledge), and belief 
(Hardin, 1992; Lewis & Weigert, 1985), semiotics is considered to be a suitable theory 
for explaining the perception process. Peirce proposed that semiotics contains a triadic 
relation. He depicted his idea as a semiotic triangle, as shown in Figure 5. In his semiotic 
triangle, there are three components including a representamen, an interpretant and an 
object (Parret, 1984). According to Chandler (2002), a representamen is a sign, an 
interpretant is making sense of the sign and an object is something to which the sign 
refers. 
Among researchers who study semiotics, there is confusion about what an interpretant 
is. Chandler (2002) states that an interpretant is not a person, but a sense made of the 
sign. Slightly different from Chandler’s idea, de Souza (2005) explains that an 
interpretant is the meaning of sign. However, Echtner (1999) and Hawkes (1977) argue 
that an interpretant is a person. In the light of this problem, Parret (1984) investigated 
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and clarified Peirce’s original works that an interpretant is quality, existence, idea, and 
thought. This means that all opinions above are correct. Thus, this research holds the 
original meaning of an interpretant described by Peirce that it can be a person, an idea, 
or quality of something or someone. 
Representamen
Object Interpretant
(Jiny)(Security)
(Lock sign)
 
Figure 5: Peirce’ semiotic triangle 
Adapted from Chandler (2002, p. 32) and Echtner (1999, p. 48) 
2.7.1.1 Application in Online Shopping 
The application of semiotics in B2C e-commerce is explained in this section along with 
relationships between a representamen, an interpretant, and an object, as shown in 
Figure 5. 
In an e-commerce website, Jiny (i.e. interpretant) notices that there is a lock sign (i.e. 
representamen) on the website. She knows that a lock sign means security (i.e. object), 
which will protect her financial details over the Internet. As explained by Peirce (1931–
1958), according to his semiotics, this security does not mean any kind of security but 
security in online shopping, which is an abstract idea in Jiny’s mind while she is making a 
purchase. In addition, if Jiny learns that a lock sign means security from her close friend, 
the interpretant is her friend instead because her friend shapes and directs the meaning 
of the lock sign as security for her. 
2.7.1.2 Limitations in Trust 
According to the analogy above, it is clear that semiotics only explains about how people 
perceive physical and imaginable things based on their knowledge and how they interpret 
and relate these things to something else. It does not explain trust completely. 
Therefore, some aspects of Trust in Signs were also used in this research to relate 
semiotics into trust. 
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2.7.2 Trust in Signs 
A slight variation of semiotics is signaling theory, which concerns how objects can be 
perceived and is a communication theory in biology (Spence, 1974; Zahavi, 1975). 
Subsequently, Bacharach and Gambetta (2001) applied this theory addressing trust 
issues and named it Trust in Signs. According to Bacharach and Gambetta (2001), Trust 
in Signs explains about how one trusts an object based on an observable and 
unobservable property. In this theory, an observable property is referred as manifesta, 
and an unobservable property is referred as krypta. They clarify that krypta is a trust-
warranting property but it is unobservable while manifesta is an observable property that 
leads to krypta, as shown in Figure 6. For example, high quality web interface is a sign of 
e-vendor’s professionalism (Riegelsberger & Sasse, 2001). 
Krypta
(unobservable property)
Manifesta
(observable property)
Trustee
(person or objec t)
Trustor
(Jiny)
(Encryption)(Lock s ign)
 
Figure 6: Trust in Signs 
Adapted from Bacharach and Gambetta (2001) 
2.7.2.1 Application in Online Shopping 
As shown in Figure 6, Jiny believes that her e-transaction will be safe. She trusts the lock 
sign (i.e. manifesta) on the e-commerce website to be encryption (i.e. krypta) even 
though she cannot really see the encryption via the web browser. 
2.7.2.2 Limitations in Trust 
There are two limitations in this theory. Firstly, it only applies to physical objects and 
appearance. It excludes imaginable things such as cybercrime and control, which are the 
current issues in B2C e-commerce. Secondly, it is only concerned with a trustor having 
an ability to detect and use a reliable manifesta to trust others. However, it does not 
explain how a trustor believes that a manifesta is definitely reliable. This limitation is also 
recognised by Bacharach and Gambetta (2001). For example, the e-vendor may choose 
to deploy unreliable security to reduce investment cost, which in turn allows an attacker 
to easily disclose credit card detail in e-transactions. Regardless, Jiny still trusts a lock 
sign as encryption that will protect her e-transaction because she cannot determine 
reliability of security. How can she trust a lock sign to be a reliable indicator for security 
in online shopping? Trust in Signs cannot answer this question. Therefore, aspects of 
Simmelian Model of Trust were also used. 
- 43 - 
 
2.7.3 Simmelian Model of Trust 
Simmelian Model of Trust is a name given by Möllering (2001) to praise the contribution 
of Simmel’s research on trust. This theory explains three-step process of trust. These 
steps are interpretation, suspension, and expectation, as shown in Figure 7. 
Interpretation signifies the process when one perceives something and interprets it into 
something else based on one’s knowledge. In reality, however, no one is able to 
comprehend everything (Weber, 1913); consequently, interpretation always contains 
uncertainty. Even though one tries to collect more information in order to interpret more 
accurately, at a certain point one must stop information collection and interpret it due to 
resource and time constraints (Lewis & Weigert, 1985), especially in transactional 
relationships (Klang, 2001). Suspension signifies the process when one must ignore the 
uncertainty in the interpretation because one acknowledges that one will never obtain 
complete knowledge and information about what one perceives (Konrad, Fuchs & Barthel, 
1999). By ignoring uncertainty, the interpretation is temporarily valid. Expectation 
signifies the process when one expects that interpretation and suspension are the correct 
decision that one should take. The outcome after these three steps is either trust or 
distrust (Möllering, 2001). In summary, the trust process begins with interpretation and 
ends with expectation while suspension is a bridge that fills the gap between these two 
concepts across the river of uncertainty. 
Interpretation Suspens ion Expectation
UncertaintyKnowledge
(Lock s ign)
(Security)
(C ryptography)
Well, I  
believe it 
is  secure 
after all.
Hm ... I  might be 
wrong but I  don't 
care about 
c ryptography or 
how secure it is .
I  believe a lock s ign 
means  security 
though I  have no 
idea about 
c ryptography at all.
O utcome
I trus t a lock 
s ign is  security 
that will protec t 
my transac tion.
 
Figure 7: Simmelian Model of Trust 
Adapted from Möllering (2001) 
2.7.3.1 Application in Online Shopping 
As shown in Figure 7, Jiny interprets a lock sign as security even though she does not 
understand cryptography at all. The lack of knowledge about cryptography causes 
uncertainty in her interpretation. What if her interpretation is wrong? In order to trust or 
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distrust, she must ignore this uncertainty by believing her interpretation to be correct or 
incorrect. For the outcome to be trust, she must both believe her interpretation being 
correct and ignore any thought about her interpretation being wrong. She then expects 
that the interpretation and suspension are the correct decision. Therefore, she trusts a 
lock sign as security in online shopping. 
2.7.3.2 Limitations in Trust 
Although this theory clearly explains how knowledge, uncertainty, and ignorance relate to 
trust, it does not explain what is involved, as opposed to semiotics and Trust in Signs. 
Furthermore, Simmelian Model of Trust does not describe how consumers trust e-
vendors because it provides two possible outcomes: trust and distrust; yet, only trust is 
the scope of this research. Therefore, aspects from the theory of Trustworthiness were 
also adopted in this research. 
2.7.4 Trustworthiness 
Trustworthiness represents trustworthy value of someone or something perceived by a 
trustor. Hardin (1996) advocates that trustworthiness is an antecedent of trust. Several 
researchers (Ang & Lee, 2000; Belanger, Hiller & Smith, 2002; Blois, 1999; Corritore, 
Kracher & Wiedenbeck, 2003; Serva, Benamati & Fuller, 2005) also agree that unless 
one demonstrates one’s trustworthiness to another party, it is impossible for one to 
establish trust (Jones, 2002) because trust cannot be asked for but received (Lewis & 
Weigert, 1985). Likewise, as stated by Mutz (2005, p. 411), ‘trust without 
trustworthiness could not be sustained’. Furthermore, Schurr and Ozanne (1985) 
identified that vendors having high trustworthiness positively affect consumer behaviour 
in business. In addition, Willis and Todorov (2006) recognise that trustworthiness of 
strangers can be judged by the first tenth of a second based on facial features and 
characters. Obviously, in the daily lives, people use trustworthiness as an indicator to 
determine how much others can be trusted. Hence, it is clear that trustworthiness is an 
antecedent of trust, as shown in Figure 8. 
Trustworthiness
(Digital certificate)
Trustee
(E -vendor)
Trustor
(Jiny)
A  digital certificate 
is  valid. Should I  
trus t this  webs ite?
 
Figure 8: Trustworthiness 
Adapted from Hardin (1996) 
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2.7.4.1 Application in Online Shopping 
Figure 8 depicts the situation in B2C e-commerce. Presumably, Jiny is shopping from two 
websites. She notices that one website has a digital certificate signed by a known TTP 
because a lock sign appears without any pop-up warning message. Another shopping 
website also has a digital certificate but it is signed by an unknown TTP, and a lock sign 
appears with a pop-up warning message. Based on her knowledge, there is a chance that 
the second website is fraudulent since it is not verified by any TTP recognised by her web 
browser; therefore, she decides to purchase from the first one. This is because the 
former website shows higher trustworthiness than the latter does; consequently, this 
leads Jiny to shop with the e-vendor who is more trustworthy. 
2.7.4.2 Limitation in Trust 
The limitation of this theory is that it is too descriptive to explain how trust is established 
in detail, how one can decide which indicator is trustworthy, and how one copes with 
uncertainty while trusting others. 
2.7.5 Rhombus of Trust 
In order to address online trust issues from the viewpoint of consumers, the four theories 
were integrated to guide this research. Table 5 summarises the components of each 
theory used to guide this research. 
Table 5: Summary of the components in the trust theories 
Theory Component(s) 
Semiotics 
(Peirce, 1931–1958) 
Representamen (i.e. what is perceived) 
Interpretant (i.e. knowledge, person, quality) 
Object (i.e. what is referred to) 
Trust in Signs 
(Bacharach & Gambetta, 2001) 
Manifesta (i.e. what is seen) 
Krypta (i.e. what is expected property) 
Simmelian Model of Trust 
(Simmel, 1964) 
Interpretation (i.e. based on knowledge) 
Suspension (i.e. to ignore uncertainty) 
Expectation (i.e. either trust or distrust) 
Trustworthiness 
(Hardin, 1996) 
Trustworthiness (i.e. the value that begets trust) 
Firstly, representamen from semiotics and manifesta from Trust in Signs are merged 
because they share similar definitions. While the scope of representamen covers 
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everything that can be perceived as a sign (e.g. objects, ideas, imaginable things, 
languages, actions, fact or events), manifesta only focuses on physical characteristics; 
hence, in Figure 9, representamen (i.e. a sign) leads to krypta (i.e. an unobservable 
property). 
Representamen
Object Interpretant
Krypta
Expectation
Suspension
Uncertainty
Perception
Interpretation
Triad of
Trustworthiness
Triad of 
Trust
(Alice)
(Lock sign)(Cryptography)
(Security)
(Trust/Distrust)
(Correct/Incorrect)
 
Figure 9: Rhombus of trust 
Secondly, three-step process of trust (i.e. interpretation, suspension, and expectation) 
from Simmelian Model of Trust is incorporated to establish relationships between 
representamen, krypta, and object. As shown in Figure 9, interpretation points from 
interpretant to krypta indicating that a person interprets representamen to be krypta. 
Because there is always uncertainty in interpretation, the arrow pointing from 
representamen to krypta is labelled as uncertainty, and this signifies that the 
representamen may not have the krypta as it is interpreted by interpretant. Also, 
suspension points from interpretant to uncertainty because the interpretant must ignore 
uncertainty in order to allow the relationship between representamen and krypta to be 
temporarily valid. Expectation points from interpretant to object signifying that the 
interpretant expects both interpretation to be true and suspension to be correct. In other 
words, by perceiving representamen, interpreting it into krypta, and suspending 
uncertainty, the interpretant expects that representamen and krypta lead to the correct 
object. 
Thirdly, the integration of the three theories—Semiotics, Trust in Signs, and Simmelian 
Model of Trust—forms triads of trustworthiness and trust. With the theory of 
trustworthiness explained by Hardin (1996), these two triads can be seen as two 
separate concepts. The triad of trustworthiness clarifies how trustworthiness is 
established, and the triad of trust explains how trust is developed. According to Hardin 
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(1996), because trust is more visible than trustworthiness, the triad of trust is drawn 
with a continuous line while trustworthiness is drawn with a dashed line in Figure 9. 
These two triads are closely connected together illustrating the trustworthiness theory of 
Hardin (1996), which states that, in order to foster trust, one must first improve 
trustworthiness; as a result, the two triads themselves unite and form a rhombus of trust 
shown in Figure 9. 
To illustrate how the rhombus of trust shown in Figure 9 can be applied in B2C e-
commerce, the analogous explanation based on the viewpoint of the online consumer 
(i.e. Jiny) is discussed in the following paragraph. 
Hypothetically, Jiny (i.e. interpretant) looks for something that can be referred to as 
security (i.e. object) before making an e-transaction. She perceives that there is the lock 
sign (i.e. representamen) on an e-commerce website as soon as the front page of the 
website is loaded. Based on her knowledge (i.e. interpretant), she interprets that the lock 
sign means encryption (i.e. krypta); however, she is also aware that the lock sign on the 
screen might not be genuine due to phishing websites (i.e. uncertainty). In order to 
make a decision to shop, she must both ignore (i.e. suspension) this uncertainty and 
believe that the lock sign is either legitimate or fraudulent. Presumably, based on her 
personality (i.e. interpretant), she believes that the lock sign is legitimate, and this 
means that she also believes her perception, interpretation, and suspension being correct 
(i.e. expectation). By summarising her thoughts, she perceives the trustworthiness of 
this e-commerce website; therefore, she trusts that the lock sign represents security in 
online shopping. 
Evidently, this means that the representamen is the scope of this research. Particularly, it 
is the first thing perceived by online consumers. By identifying which representamens are 
trustworthy from the viewpoints of consumers, e-vendors will be able to improve their 
trustworthiness. From the literature review, five factors were identified to influence trust 
in B2C e-commerce: cybercrime, security, control, web interface, and TTP. These factors 
are the representamen in the rhombus of trust, as shown in Figure 9. 
2.8 Research Model 
Figure 10 depicts a research model and the twelve hypotheses in order to address trust 
issues in online shopping for e-vendors. In this proposed trust model that was guided by 
the rhombus of trust, there are five representamens including security, control, web 
interface, cybercrime, and TTP. The signs + and – indicate a positive or negative impact 
of these factors upon one another. 
- 48 - 
 
Trust
● E-transaction
● E-vendor
● Website
Intention to
Shop Online
Security
Cybercrime
● Identity theft
● Fraud P
3
(-)
P
4
(+)
P
5
(+)
Web Interface
● Graphics
● Structure
● Content
● Social-cue P9(+)
P
8
(+)
Control
● Environment
● InformationP
6
(+)
P
7
(+)
P
10
(+)
P
11
(+)
Trusted Third Party
P
12
(+)
P
2
(-)
P
1
(+)
Representamens
 
Figure 10: Research model 
All these factors affect consumer trust and intention to shop online (Belanger, Hiller & 
Smith, 2002; Farrell, 2006; Moores, 2005; Tan & Thoen, 2001), which are posited as the 
primary factors to determine the trustworthiness of e-vendors perceived by consumers. 
Due to a lack of physical appearance, consumers must both rely on these factors and 
judge how trustworthy e-vendors are: 
• Security is a sign of consumer’s safety (Suh & Han, 2003). Even though 
consumers do not completely understand how security works or how reliable it is 
(e.g. they know that security is there but they may not understand how it works), 
they perceive security as a protection mechanism for their shopping information 
(Farrell, Farrell & Leung, 2001). Consequently, security encourages them to shop 
online (Belanger, Hiller & Smith, 2002); 
• Cybercrime is a sign of danger, risk, and vulnerability, which is a negative 
outcome that no consumer wants to experience from shopping online (Dayal, 
Landesberg & Zeisser, 1999; Gefen, Srinivasan Rao & Tractinsky, 2003). Some 
consumers may perceive risk to be too high for them to purchase online. 
Subsequently, they decide to buy products at physical retail shops, especially 
expensive items. Identity theft and fraud are the two main critical problems in 
online shopping (Federal Trade Commission, 2007; Taylor Nelson Sofres & 
TRUSTe, 2005); therefore, they represent a factor negatively impacting consumer 
trust in online shopping; 
• Control is a sign of power to manipulate, to influence, and to monitor e-vendors 
and outcomes (Hoffman, Novak & Peralta, 1999b). Consumers may trust B2C e-
commerce when they have abilities to monitor e-vendors, to choose how their 
information will be used, to control online shopping environment, and to choose 
how often they receive commercial e-mails (Robles et al., 2001; TRUSTe, 2006; 
Yoon, 2002); 
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• Web interface is a sign of competency, e-vendor’s identity, and professionalism 
(Riegelsberger & Sasse, 2001; Wang & Emurian, 2005). This idea is similar to 
traditional business. The way a business represents itself in public signifies how 
professional and competent they are. Four dimensions (i.e. graphics, structure, 
content, and social cues) of web interface in the research model are based on 
investigation of empirical evidence in the previous research on what elements of 
websites can foster online trust by Wang and Emurian (2005); 
• Trusted third party is a sign of reliability and insurance (Moores & Dhillon, 2003; 
TRUSTe, 2004). Consumers may be less worried when they notice that e-vendors, 
with whom they are interacting, have already been certified by well-known TTPs; 
and 
• Trust is the outcome and aim of this research, which encourages consumers’ 
intention to shop online. Three aspects of trust are chosen to be investigated in 
this research: e-transactions (Tan & Thoen, 2002), e-commerce websites 
(Riegelsberger, Sasse & McCarthy, 2003), and e-vendors (McKnight, Choudhury & 
Kacmar, 2000). Trust in e-transactions represents consumer’s trust in the Internet 
connection to be reliable. Trust in e-commerce websites refers to consumers’ trust 
in shopping websites to be genuine and secure. Finally, trust in e-vendors signifies 
consumers’ trust in online sellers to be trustworthy. 
Based on Figure 10, all factors proposed in this research are located and grouped on the 
left side as representamens. These factors have either positive or negative impact on 
consumer trust and intention to shop online. They also have either positive or negative 
impact upon one another. Because different individuals have their own perceptions of 
shopping online, some of them may perceive these factors differently while others may 
not even be aware of these factors at all (Corbitt et al., 2004; Hsiao, 2003). 
In case of non-experienced online shoppers, because they are too new to make any 
judgement about how trustworthy e-vendors are, they may only perceive web interface 
as a factor representing the trustworthiness of e-vendors. In contrast, they may not be 
aware of cybercrime; as a result, they may not know the importance of security, control, 
and TTPs. Consequently, only web interface fosters their trust and wins their confidence 
to shop from e-commerce websites which have a good web interface. 
In the case of experienced online shoppers, because they have some experiences in 
online shopping, they may be aware of identity theft and fraud problems on the Internet, 
and this makes them understand how important security and control are. On the one 
hand, security can protect their information while they are transacting with e-vendors. 
On the other hand, control allows them to minimise a chance of their information being 
abused. Thus, they investigate both security implemented in shopping websites and what 
kinds of control that e-vendors provide them. In addition, they may look for a trusted 
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seal assuring the identity of e-vendors. Therefore, in this case, all factors in the research 
model foster consumer trust and convince them to shop online. 
2.9 Summary 
In this chapter, despite of the growth of B2C e-commerce, it shows that trust is an 
important issue that must be addressed. In particular, the reason why majority of people 
are not shopping online is that they distrust e-vendors (NECTEC, 2006). Based on the 
review of the literature, five current trends affecting consumer trust in online shopping 
were identified. These include cybercrime, security, control, web interface, and trusted 
third party. By critically reviewing the previous research, it was found that risk, 
knowledge, and ignorance, which are essential components of trust, were often excluded 
from the previous works in the topic. Therefore, the researcher adopted and integrated 
the four theories (i.e. semiotics, Trust in Signs, Simmelian Model of Trust, and 
trustworthiness) to explain how risk, knowledge, and ignorance impact consumer trust in 
online shopping. Due to its theoretical shape (Figure 9 on page 46), it is referred to as 
the rhombus of trust. The theoretical integration further led the researcher to focus on 
the dimension representamen in order to address what factors affect consumer trust and 
their intention to shop online. As a result, the twelve hypotheses and the research model 
were hypothesised in this chapter. In Chapter 3, a discussion directs at how this research 
was planned and carried out to address consumer trust issues in B2C e-commerce. 
  
Chapter  3  
RESEARCH METHODOLOGY 
This chapter explains the research paradigm, methodology, methods of data collection, 
and analysis techniques. 
3.1 Paradigm and Methodology of the Research 
This research was guided by pragmatism, which originated from the opinions of Peirce 
(1839–1914), James (1842–1910), Dewey (1859–1952), and Mead (1863–1931) (Baert, 
2005). Pragmatism describes that there is no best paradigm that can universally solve 
every problem (Maxcy, 2003); therefore, a combination of methods is used to 
understand the research problems. Pragmatism was used in this research because it is 
pluralism (Creswell, 2003; Durkheim, 1983), which supports the research model 
explaining that different consumers are aware of trust issues (i.e. cybercrime, security, 
control, web interface, and TTP) in online shopping differently. For example, it has been 
identified that some experienced online shoppers perceive the existence of online 
security while others do not recognise it at all (Farrell, Farrell & Leung, 2001). 
Based on the opinion of Creswell and Plano Clark (2007), mixed methods were used to 
collect and analyse data, and this led the researcher to carry out quantitative and 
qualitative studies sequentially. The benefits of doing a research in this way is that it 
allows reseachers both to validate hypotheses and a conceptual model and to obtain in-
depth understanding of findings (Newman et al., 2003). Maxwell and Loomis (2003) 
further add that results from a qualitative study is used not only to confirm the findings 
but also to explain unexpected results found in a quantitative study. 
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3.2 Quantitative Study 
To validate the hypotheses and the conceptual model in a quantitative study, an online 
questionnaire survey was undertaken to be the appropriate method. The nature of an 
online questionnaire is that it can only be reached by those who have Internet access. 
Because the requirement of online shoppers is to have Internet access, the online 
questionnaire can filter out the irrelevant population (i.e. those who do not have the 
Internet access) from this study (Corbitt, Thanasankit & Yi, 2003). Furthermore, the 
online questionnaire also allows this research to expand the sampling frame into a global 
scale (Singh & Burgess, 2007; Singh & Byrne, 2005). 
3.2.1 Sampling Frame for the Online Survey 
Since this research aims to establish trust issues from the perceptions of online 
consumers, the sampling frame of this study is based on Internet users only. It has been 
identified that access to the Internet is an indicator for online shopping (Canadian 
Internet Project, 2005; Center for the Digital Future, 2007; Cheeseman Day, Janus & 
Davis, 2003; Dutton, Gennaro & Hargrave, 2005). Sampling frame for this research was 
guided by the following consumer characteristics: 
• Age—several researchers identified that the following ages are the indicators 
depicting the majority of Internet users: 18–44 years old (Canadian Internet 
Project, 2005), 18–34 years old (Cheeseman Day, Janus & Davis, 2003), 18–29 
years old (Dessewffy et al., 2003), 16–24 years old (Research Center for Social 
Development, 2005), 20–29 years old (NECTEC, 2006), and 12–24 years old 
(Lebo, 2004). Dutton, Gennaro, and Hargrave (2005) also found that younger 
people are likely to use the Internet more than older people are. Although this 
evidence shows a variety of results, it is clear that Internet users at the age of 
20–24 are the majority population; 
• Education—several researchers (Cheeseman Day, Janus & Davis, 2003; Dessewffy 
et al., 2003; Dutton, Gennaro & Hargrave, 2005; Findahl, 2003; NECTEC, 2006; 
Research Center for Social Development, 2005) discovered that the majority of 
Internet users have either bachelor or higher degree. This means that the higher 
the educational level, the more likely the people will become Internet users. 
Furthermore, Canadian Internet Project (2005) identified that an educational level 
is a good indicator leading the researcher to online shoppers; 
• Internet experience—Lebo (2004) found that, the more the Internet experience, 
the more the Internet user will shop online. Canadian Internet Project (2005) and 
Findahl (2003) discovered that Internet users at an age of 18–24 years old both 
spend the highest time on the Internet and contains the largest portion of 
experienced Internet users. Another opinion on Internet users is Researcher 
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Center for Social Development (2005) which indicates that Internet users at an 
age of 25–34 years old spend the highest time over the Internet; and 
• Occupation—it has been identified that university students spend the highest time 
on the Internet, especially full-time (Canadian Internet Project, 2005). In 
addition, Research Center for Social Development (2005) reports that 89.1 per 
cent of university students and 87.5 per cent of university faculty are Internet 
users. 
In summary, these four indicators (i.e. age, education, Internet experience, and 
occupation) helped the researcher in selecting university students and faculty to 
participate in the survey. This is also based on the assumptions that this group of people 
is representative of consumers who are potential online customers. 
Accordingly, twenty-two universities in three different countries including Australia, 
Thailand, and UK were contacted via e-mail to participate in this study. In addition, since 
e-commerce is global and consumers can be from any part of the world, to establish trust 
issues in B2C e-commerce, it was important to include participants residing around the 
world. Furthermore, this study included perceptions about trust issues from both 
experienced online shoppers and non-experienced consumers (i.e. those who never 
shopped online and either interested or planned to purchase something via the Internet 
in the future). This is because people from both groups can be potential customers of e-
vendors who will need to trust e-commerce websites. 
3.2.2 Sample Size for the Online Survey 
To justify a suitable sample size, which is small but provides accurate data, the formula 
below was used: 
( ) 21 ⎟⎠
⎞⎜⎝
⎛−=
E
zppn  
This formula calculates a suitable sample size based on binomial distribution (Lind, 
Marchal & Wathen, 2005). Because the outcome of randomly choosing Internet users will 
be either online shoppers or non-online shoppers, the above formula is appropriate to 
explain that one half of Internet users are online shoppers while the other half of them 
are not. As a result, p = 0.5. Let z = 1.96 (95 per cent of confident level) and E = 0.05 
(5 per cent of error margin). Therefore, n = 384. This means that the study needs at 
least 384 valid responses in order to allow research findings to be generalised for a larger 
population. 
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3.2.3 Self-selection Sampling 
Due to institutional policies, universities were not allowed to disclose e-mail addresses of 
students and faculty; therefore, self-selection sampling was adopted for inviting people 
to participate in the survey. 
Self-selection sampling is a technique that broadcasts an invitation message and wait for 
responses voluntarily submitted by people (Saunders, Lewis & Thornhill, 2003). It is a 
suitable approach for collecting data via an online questionnaire because no contact 
detail of a target population is available. 
Self-selection sampling in this study was achieved by sending an invitation e-mail 
(Appendix A.1) along with a plain language statement (Appendix A.3) and a web address 
of the online questionnaire server to a coordinator in each university, who then 
distributed the invitation message to a group of selected Internet users (i.e. students and 
faculty). The invitation e-mail contained brief information about the survey. Privacy and 
ethics issues in this study were clearly explained in the e-mail. The invitation message 
also referred them to read the plain language statement if they wanted to know more 
about this study in detail. From the invitation, receipients of this e-mail could freely 
choose whether they would participate in the survey or not. 
As has been said, both experienced and non-experienced online shoppers were invited to 
participate in the survey. On the front page of the online questionnaire, respondents 
were asked to identify if they were experienced online shoppers (i.e. those who shopped 
online), non-experienced online shoppers (i.e. those who never shopped online but were 
interested in purchasing via the Internet in the future), or non-online shoppers (i.e. those 
who were not interested in online shopping). Experienced and non-experienced online 
shoppers were then directed to a main questionnaire (Appendices A.5 and A.6) capturing 
their trust concerns while non-online shoppers were led to a short questionnaire 
(Appendices A.7 and A.8) asking their reasons for not buying anything over the Internet. 
3.2.4 Response Rate 
According to the opinions of Neuman (2003) and Saunders, Lewis, and Thornhill (2003), 
the response rate can be calculated with the following formula: 
sample ineligible - sample innumber  total
responses ofnumber  total
  rate response total =  
In the above formula, the total number of responses is the number of responses from 
experienced and non-experienced online shoppers. The total number in sample is the 
number of invited Internet users. The ineligible sample is the number of non-online 
shoppers. The resulting total response rate is presented and discussed in Chapter 4. 
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3.2.5 Development of the Questionnaire 
The questionnaire (Appendix A.5) was firstly developed with Microsoft Word to focus on 
carefully creating each question. The questionnaire was divided into two sections. The 
first section (i.e. Section A) contained a question directed to online shopping experience 
on a categorical scale. Respondents were asked about their online experience to confirm 
that they were real online shoppers. The second section (i.e. Section B) consisted of 
sixty-five questions to establish trust issues in online shopping on a five-point Likert scale 
based on the research hypotheses and the literature, as shown in Table 6. The scale was 
rated in the order: strongly disagree (1), disagree (2), neutral (3), agree (4), and 
strongly agree (5). 
Table 6: Research hypotheses and the survey questions 
Hypothesis Questions 
1 2–4 
2 5–8 
3 9, 10 
4 16–18 
5 19 
6 11–15 
7 20–24 
8 25–35 
9 36–58 
10 59–63 
11 64–65 
12 66 
The questionnaire was then rewritten in formats of Extensible Hypertext Markup 
Language (XHTML) and Cascading Style Sheet (CSS), which is the current standards 
used in web development, to ensure its compatibility with popular web browsers such as 
Microsoft Internet Explorer and Mozilla Firefox. It was also developed with Notepad to 
minimise loading time of online questionnaire; and then, it was tested with Microsoft 
Internet Explorer and Mozilla Firefox to ensure that the online questionnaire was 
presented correctly, as shown in Figure 11. XHTML and CSS code of questionnaire was 
also validated with the World Wide Web Consortium (W3C) online validators 
(http://www.w3.org/QA/Tools) to ensure that it complied with the W3C standards. 
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Figure 11: Snapshot of the online questionnaire 
The online questionnaire was constructed on a single page to provide a simple navigation 
for respondents. The respondents were asked both to provide answers by clicking on 
radio buttons and to click a SUBMIT button upon completion. The online questionnaire 
was designed to check that every question was answered. If there was any unanswered 
question, the questionnaire would bring respondents to where that question was. 
Questionnaire responses were then transmitted to a database created in a MySQL 
format, which was hosted by RMIT University. A server supported a secure connection to 
guarantee privacy of respondents. Firewall software was also installed to establish a 
secured online server. Linux was used as an operating system to maximise security level 
and server stability. 
The online questionnaire was designed in a way that the researcher could collate the 
survey responses via the Internet. The benefit of this technique is that data from the 
responses can be observed, downloaded, and collated in real time without a need to visit 
the questionnaire server physically. The server also supported the secure connection 
during the data collation to protect the privacy of respondents. 
3.2.6 Pilot Test 
The questionnaire was pilot tested with four academic experts in surveys and online trust 
to confirm that its format, scales, and questions were constructed appropriately and 
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clearly according to the research objective. From their feedback, each question was 
revised for ambiguity and clarity. 
After the questionnaire was made available on the Internet, it was pilot tested with seven 
post graduate students from RMIT University, who had different levels of e-commerce 
experiences, and an academic expert for legibility. A positive feedback was received 
regarding the questionnaire, although there were some minor changes about the layout. 
The average time of questionnaire completion was confirmed to be eight minutes, which 
is considered to be acceptable because the number of responses would be less if 
completion time was over ten minutes (Greenfield, 2006). 
3.2.7 Internet Responses to the Survey 
Since the researcher could not identify respondents over the Internet, two issues were 
addressed prior to conducting an online questionnaire including: 
• Multiple Submission—this issue happens because the researcher is unable to 
recognise duplicate submissions; and 
• Access Control—this issue happens if the researcher is unable to detect whether 
questionnaire submissions are from the target population (i.e. those who were 
invited to participate in the survey). 
To address the above issue, on the front page of online questionnaire, respondents were 
asked to identify themselves by typing their information in the following format: 
student_or_staff_number@university_domain 
Undoubtedly, this format resembles an e-mail address. The student_or_staff_number 
refers to a student or staff number, which was uniquely given to them by their 
institutions. The university_domain refers to a web domain that is used by a university. 
Therefore, in this study, it was assumed that: 
• No respondent would submit another response with different identification; 
• No respondent would impersonate others to submit another response; and 
• All respondents had goodwill to help the researcher obtain truthful data regarding 
their perceptions about trust in online shopping. 
With these assumptions while the multiple submission and access control issues were 
addressed, it could be claimed that data obtained via online questionnaire is reliable. 
3.2.8 Thai Translation 
Some of participating universities in this study were from in Thailand where only the Thai 
language is the official language. Therefore, the online questionnaire (Appendix A.5), the 
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invitation e-mail (Appendix A.1), and the plain language statement (Appendix A.3) were 
translated into the Thai language. As a result, the Thai version of the invitation letter, the 
plain language statement, and the questionnaire was developed for this study, as shown 
in Appendices A.2, A.6, and A.8. 
The translation was then tested with four native Thai speakers, who were familiar with 
Thai grammar, in order to confirm that the transition of meanings from English to Thai 
questionnaires and the other relevant documents was thoroughly carried out to ensure 
that the Thai version contained the same sense of meanings as that of the English one. 
 
Figure 12: Snapshot of the Thai online questionnaire 
The Thai online questionnaire was hosted in the same server as that of the English one. 
However, they used different databases because both questionnaires were running 
simultaneously. Figure 12 shows the Thai version of the online questionnaire. 
3.2.9 Ethics for the Survey Analysis 
Ethics approval from the RMIT Human Research Ethics Committee (HREC) was obtained 
to conduct data collection for the survey analysis. 
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3.2.10 Timeline of Questionnaire 
Data collection via the online questionnaire was started on 20th October 2006 and ended 
on 3rd February 2007 (i.e. 106 days).  
3.2.11 Analysis Technique 
Structural equation modeling (SEM) was used to analyse the survey data based on Byrne 
(2001) and Hoyle’s (1995) opinions that: 
• It validates a relationship between two factors while the impact from other factors 
is taken into account; 
• It is suitable for validating a model that contains a causal relationship; and 
• It shows the reliability of findings by evaluating measurement errors. 
Because this research is the first one that tackles trust issues in online shopping based 
on the rhombus of trust and consumer perceptions discussed in Chapter 2, it is an 
exploratory research in nature. Therefore, a two-step approach for the SEM analysis was 
utilised (Anderson & Gerbing, 1988). This technique was accomplished by performing 
both exploratory factor analysis (EFA) with Statistical Package for the Social Sciences 
(SPSS) and structural equation modeling (SEM) with Analysis of Moment Structures 
(AMOS) sequentially. 
On the one hand, EFA is a statistical method that explores data by grouping them into 
conceptual factors in order to evaluate the construct validity of trust issues identified 
from the literature (i.e. cybercrime, security, control, web interface, and TTP), to confirm 
that the online shoppers perceived these trust issues in the same way that was 
hypothesised in this research (Conway & Huffcutt, 2003), and to illustrate the impact of 
conceptual factors on one another. Hence, the number of trust issues proposed in this 
research may be changed, either reduced or increased, based on the viewpoint of online 
shoppers. 
On the other hand, SEM is a sophisticated technique that validates a hypothesised model, 
which contains a set of conceptual factors (Schumacker & Lomax, 2004). It also 
calculates how much observed variables (i.e. questionnaire items) represent the 
conceptual factors, how much the conceptual factors impact one another, and how 
accurate the hypothesised model explains what is happening in the data (Hair et al., 
2006). Expected outcomes from the survey analysis (i.e. EFA and SEM) would be to 
validate the proposed model, to verify the hypotheses, and to yield new findings. 
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3.3 Qualitative Study 
To confirm the findings generated from the quantitative analyses of the online survey, a 
qualitative study using focus groups was conducted. A focus group was selected as the 
research method for this part of the study because it provided the researcher an 
opportunity to insightfully explore complex attitudes, beliefs, feelings, motivation, 
experiences, reactions, and behaviour of B2C e-commerce consumers (Walden, 2006) in 
a fashion that is not viable with other methods, such as observation and one-on-one 
interview (Gibbs, 1997; Litoselliti, 2003). Also, it produces a friendly atmosphere that 
stimulates participants both to openly discuss their ideas and to actively interact with one 
another (Krueger & Casey, 2000; Sharts-Hopko, 2001). Moreover, the focus group 
analysis was considered to be an appropriate method for this study because the nature of 
trust is a complex phenomenon (McKnight & Chervany, 2001). 
3.3.1 Sampling Frame and Sample Size for the Focus Groups 
To accurately confirm the findings of the quantitative study, it is important to match the 
sampling frame of this study with that of the previous one; as a result, university 
students, graduates, and faculty were requested to participate in the focus groups. 
Furthermore, both experienced and non-experienced online shoppers were included 
similarly to the online survey. 
It is recommended that all participants in each group should share similar levels of 
engagement on a topic (Sharts-Hopko, 2001), otherwise those who notably have less 
opinions and experiences to share with others may not speak at all (Morgan & Scannell, 
1998). Consequently, researchers are at risk of missing a chance to learn about the 
opinions and experiences of all participants. In fact, it is important for researchers to 
carefully consider characteristics of participants related to their research and how they 
should be grouped together. Therefore, three focus groups were conducted in this study. 
Each group contained participants having different levels of online shopping engagement 
and experiences: 
• Experts—Internet users who were both experienced with online shopping and 
well-informed with Internet technology. They were expected to be knowledgable 
of technical issues such as security and cybercrime. Also, they would have many 
opinions and much experience to share with others in the focus group. Therefore, 
a small number of participants such as three is required in this group (Krueger, 
1998b). Accordingly, three experts were invited to participate in the focus group; 
• Experienced Online Shoppers—Internet users who were accustomed with online 
shopping process. They were expected to possess knowledge about technical and 
non-technical issues in online shopping, though their knowledge may vary. Since 
participants in this group may not have experience as much as those in the expert 
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group, a standard-size focus group is required, which is about six to eight people 
(May, 2001). Consequently, seven online shoppers were recruited for participation 
of the focus group; and 
• Non-experienced Consumers—Internet users who had no experience in online 
shopping activities and are interested to purchase something via Internet in the 
future. They were expected to lack knowledge about technical issues and precise 
judgement about which e-vendors are trustworthy. Since they would not have 
many opinions about online shopping, the appropriate number of participants in 
this group is suggested to be at least ten (Morgan & Scannell, 1998). In this 
research, although six non-experienced consumers participated as it was not 
possible to recruit ten people, it is an acceptable sample size for the focus group 
analysis (Krueger & Casey, 2000). 
3.3.2 Purposive Sampling 
As opposed to statistical sampling techniques that are based on sampling errors and 
population, the technique used the focus group analysis was purposive sampling, which is 
a technique that guided the researcher to recruit participants for the focus groups based 
on their online shopping experience. 
If appropriatel applied, Patton (2002) and Sharts-Hopko (2001) suggest that purposive 
sampling supports rich and in-depth information regarding research issues. Since the 
objective of this part of the study is to confirm findings of the quantitative analysis, 
screening questions below were used verbally during the recruitment process to 
determine whether they should be invited to participate in the focus groups or not: 
1. Have you ever shopped online? 
2. Where did you buy? 
3. Are you planning to shop online in the future? 
4. Are you interested in a discussion about online shopping? 
The first question was to identify online shopping experiences of participants. The second 
was to find out where they bought products or services over the Internet. This question 
was used with only people who answered yes in the first question. The third question was 
used with only those who answered no in the first question in order to determine their 
interest in online shopping. The fourth question was to confirm enthusiasm of 
participants (i.e. experienced and non-experienced online shoppers) in discussing about 
trust issues in online shopping as a group. 
As Internet users were eligible for participation in the focus groups, they were further 
informed about what a focus group was, what they would be expected to do, and who 
else would be there. In case of further enquiry, participants were given a plain language 
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statement (Appendices B.1 and B.2) that explained this study in detail. As they agreed to 
participate in the focus groups, they were asked to provide names and contact details for 
future communication (e.g. reminders). 
3.3.3 Development of Focus Group Questions 
Based on the opinions of Krueger (1998a) and Litoselliti (2003), in order to properly 
develop questions asked of participants in the focus groups, the following issues were 
considered: 
• Time—two hours of conversation is a limit for most people; 
• Number of Questions—with the time constraint of two hours, the number of 
questions that can be used to ask participants is limited; specifically, participants 
will take turn to exchange their opinions and experiences; 
• Types of Questions—questions must be open and interesting enough both to 
stimulate participants to talk with one another and to generate enjoyable 
conversation while they also serve the purpose of confirming the findings from the 
quantitative study; 
• Clarity of Questions—interview questions must also be easily understood by every 
participant in the focus groups because they come from different backgrounds and 
have a diversity of knowledge. 
• Flow of Conversation—to create pleasant atmosphere and enjoyable conversation, 
questions must be carefully created and allotted. Without smooth conversation, 
participants may be confused about questions and start talking about something 
irrelevant. 
Based on these criteria, the literature, and the findings of quantitative study, nine focus 
group questions were developed (Appendix B.3). The first and second questions were 
directed at participants’ behaviour in online shopping. These questions were used to 
stimulate every participant to speak in the discussion. The third question was directed at 
trust in online shopping. It was used to understand how online shoppers trust e-vendors 
and e-commerce websites. The fourth question was directed at security. Because the 
majority of Internet users do not understand what security technically is (Farrell, Farrell 
& Leung, 2001), the keyword safe was used instead of security jargons. The fifth 
question was directed at risks in online shopping. This question was used both to identify 
how much participants perceive cybercrime in B2C e-commerce and to act as a transition 
question from positive issues (e.g. trust, web interface, and security) to negative issues 
(e.g. cybercrime and control). In fact, this question was intended to improve the flow of 
conversation. The sixth question was directed to how consumer concerns on risks affect 
online trust, and the seventh question was used to identify how online shoppers avoid or 
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protect themselves against cybercrime activities. The eighth question was to evaluate 
importance of the trust issues. The answers from this question were compared with 
findings in the quantitative study in order to highlight similarities and differences 
between data generated by two different methods. The ninth question was to explore 
missing trust issues that should be addressed in future research. 
3.3.4 Moderator 
It is recognised that an experienced moderator is important if focus groups are to 
generate high quality data (Stewart & Shamdasani, 1990). This is because there are 
several possible problems that can unexpectedly arise in focus groups and that require 
experienced moderators to handle (Krueger, 1998b). Besides experiences in facilitating 
focus groups, moderators should also know about or be familiar with research issues and 
the topic (Morgan & Scannell, 1998). 
3.3.5 Ethics for the Focus Group Analysis 
Ethics approval from the RMIT Human Research Ethics Committee (HREC) was obtained 
to conduct data collection for the focus group analysis. 
3.3.6 Process of the Focus Groups 
The focus groups were carried out on two days: on 20th May with the experts and 
experienced online shoppers and on 27th May with the non-experienced online shoppers. 
A few hours prior the appointed times, the participants were contacted and reminded 
about the discussion and importance of this study. 
The focus groups were carried out at RMIT University. A digital audio recorder was used 
to record the discussion. All participants were informed that their discussion would be 
recorded prior the start of each group. 
In the focus groups, refreshments were provided to the participants as an expression of 
gratitude for their cooperation. The moderator started the focus groups by explaining 
what this research was all about and why they were invited to the focus groups so they 
understood what they were expected to do. Each question (Appendix B.3) was then used 
to ask the participants about their opinions, beliefs, behaviour, and experiences about 
trust in online shopping based on the findings of the quantitative study. The moderator 
sometimes used probing questions to gether more information. The researcher, on the 
other hand, quietly observed their conversation and reaction throughout the discussion 
and jotted it down on field notes for further analysis. After completion of the focus 
groups, the researcher sent messages to the participants thanking them for their 
support.  
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3.4 Analysis Technique 
The digitised recorded conversation was transcribed into text, together with notes, 
enabling the researcher to scrutinise trust themes in online shopping, which emerged 
from the focus groups. The data was analysed using an interpretative analysis based on 
Klein and Myers (1999) and compared against the findings of the trust issues identified in 
the quantitative study. 
3.5 Summary 
The research methodology was chosen to address the current trust issues in the 
literature. Specifically, the quantitative study was carried out to validate both the 
research model and the hypotheses, and the qualitative study was then conducted to 
confirm the findings of the quantitative study. The research methods of each study were 
also appropriately justified based on the nature of the topic. In the quantitative study, 
the SEM analysis was used because it can evaluate accuracy of the research model in 
explaining online trust issues. In the qualitative study, the focus group analysis was 
adopted because it allowed the researcher to draw out and capture consumer attitudes 
about the topic. In Chapter 4 and Chapter 5, the analyses and findings of the 
quantitative and qualitative studies are presented and discussed. 
  
Chapter  4  
SURVEY ANALYSIS 
This chapter discusses data analyses of the quantitative study. It begins with the 
response rate, data cleaning, questionnaire reliability, and demographic statistics. 
Several tests are presented to ensure that the data can be analysed with EFA and SEM. 
The chapter is then presented a series of the SEM analyses in order to achieve accurate 
results, which lead to reliable findings. 
4.1 Response Rate of the Online Questionnaire 
Out of twenty-two invited universities, nineteen agreed to participate in the online 
survey, and this generated 671 responses. The responding universities were also 
contacted to disclose the number of invited Internet users in order to calculate the 
response rate in this study. However, only ten universities replied to this. Therefore, only 
the number of respondents from these ten universities was used for calculating the 
response rate. 
In the ten universities, 4,124 Internet users were invited to participate in this research. 
Of these, 601 people responded to the survey. Among these respondents, 497 of them 
were either experienced or non-experienced online shoppers, and 104 of them were not 
interested in online shopping (i.e. ineligible respondents). According to the formula 
mentioned on page 54: 
0.1236
104 - 4124
497
  rate response total ==  
As shown above, the total response rate of this survey is 12.36 per cent. Due to adopting 
self-selection sampling, it was difficult to improve the response rate. Truly, only people 
who voluntarily supported this research responded to the survey. Without an ability to 
control the sample size, it was inevitable to obtain a low response rate; for example, a 
large-scale online survey conducted by Han (2002) received a total response rate of 7 
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per cent from a sample size of 12,000 university students. Regardless of the total 
response rate of this research, this does not affect validity of the results because self-
selection sampling is a non-probabilistic sampling technique (Saunders, Lewis & 
Thornhill, 2003). Furthermore, the aim of this study is not to obtain accurate mean and 
variance of the variables but to verify the relationships between variables (Aron, Aron & 
Coups, 2006). Therefore, the response rate has no impact on accuracy of the results in 
this study. 
4.2 Missing Data 
Of 541 online shoppers, 540 of them provided valid responses, and one of them was an 
invalid response; that is, this invalid response had one missing answer. Even though the 
questionnaire was designed not to accept any submission until all questions were 
answered, this still unexpectedly happened. The function that validated the online 
questionnaire before submission was written in JavaScript, and a possible explanation for 
the invalid response is that this Internet user, for whatever reason, turned off JavaScript 
support in the web browser. Since the missing case is merely 0.18 per cent (i.e. less than 
5 per cent), this invalid case could be safely dropped out of this study (Tabachnick & 
Fidell, 2001). As a result, 540 cases were used for the quantitative analyses, and 
summarised as frequency statistics in Appendix C. 
4.3 Reliability of the Questionnaire 
Before the survey data was analysed, it was important to evaluate reliability of the 
questionnaire. If the instrument is not reliable, the results of analyses cannot be claimed 
to be accurate enough for validating the research model and the hypotheses. 
Table 7: Reliability of the questionnaire 
Factor Questions Cronbach’s α 
Trust 2–4 .841 
Cybercrime 5–15 .840 
Security 16–19 .858 
Control 20–24 .872 
Web Interface 25–65 .954 
All 2–66 .947 
According to Nunnally (1978), when the value of Cronbach’s α is higher than 0.8, it 
means that the instrument is reliable. Table 7 shows the factors (column one), the 
questions that belong to each factor (column two), and the Cronbach’s α values (column 
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three). The values of Cronbach’s α for all factors are above 0.8. Furthermore, the 
composite Cronbach’s α (0.947) also depicts a high value, meaning that all items of the 
questionnaire measure the same latent factor (i.e. Trust). Therefore, the questionnaire is 
evidently reliable. 
The first question, which was to ask the respondents about their online shopping 
experience, was excluded from this reliability test because it does not support the 
research hypotheses and the conceptual model. 
4.4 Demographic Statistics 
In total, Internet users from nineteen universities across the globe generated 671 
responses. Of these, 541 respondents were either experienced or non-experienced online 
shoppers while 130 respondents were not interested in online shopping (i.e. ineligible 
respondents). 
4.4.1 Online Shoppers 
Table 8 summarises the online shopping experience of the Internet users who responded 
to the survey. Based on their online shopping experience, 38 per cent of the respondents 
were interested in online shopping although they did not have any actual experience in 
purchasing online. In contrast, 62 per cent of the respondents had purchased goods 
and/or services from B2C e-commerce. 
Table 8: Online shopping experiences of the respondents 
Level of Experience Responses Percentage 
No experience 204 38 
Less than a year 103 19 
1–2 years 106 20 
2–3 years 63 12 
3–5 years 40 7 
Over 5 years 25 5 
Total 541 100 
4.4.2 Non-online Shoppers 
Table 9 lists the reasons of ‘not shopping online’ given by the ineligible respondents. The 
top reason of not shopping online was that Internet users believed that shopping online 
was too risky (28 per cent) followed by a lack of physical touch (22 per cent). Other 
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reasons in Table 9, although not significant, are related to online trust and clearly 
indicate why a large number of people do not purchase goods and/or services over the 
Internet. 
Table 9: Reasons of not shopping online 
Reason Responses Percentage 
Too risky 37 28 
Cannot touch and feel 28 22 
No credit card and other payment methods 22 17 
Privacy concern 18 14 
Distrust e-commerce security 14 11 
Fear of e-commerce technology 6 5 
Too complicate 5 4 
Total 130 100 
4.5 Introduction to the SEM Analysis 
In this study, the research model and the hypotheses are validated using a two-step 
approach of Anderson and Gerbing (1988), which is to carry EFA and SEM sequentially. 
EFA was performed to identify trust issues in online shopping that concern the 
respondents in this study. It was achieved by analysing the pattern of the observed 
variables (i.e. the items of the questionnaire) and grouping them into a number of 
possible conceptual factors. During the performance of this analysis, the researcher 
justified the proper number of factors to be extracted from the data in order to obtain 
accurate results (Thurstone, 1947; Wood, Tataryn & Gorsuch, 1996). These factors were 
then used to construct a structural model based on the research model shown in Figure 
10 (page 48). 
In SEM, according to Byrne (2001), a structural model illustrates the relationship 
between latent variables (i.e. Trust, Security, Control, Web Interface, and Cybercrime). It 
is similar to the research conceptual model in Figure 10 (page 48) but based on the 
pattern from the analyses of the survey data. In particular, by constructing the structural 
model from EFA results, it depicts automatically which items belong to what factors. The 
structural model was then analysed with SEM to validate the research model and the 
hypotheses. 
Because the goal of multivariate analyses such as SEM is to maximise model parsimony 
(Hair et al., 2006), which is to eliminate insignificant factors and relationships from the 
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structural model for attaining accurate results, the SEM analysis in this study was 
performed in three phases, as shown in Figure 13. 
EFA-1
Exploration of Dimensionality
SEM-1
Confirmation of Dimensionality
EFA-2
Exploration of Modification
SEM-2
Confirmation of Modification
SEM-3
Confirmation of Modification
Results
Insignificant Factor
SEM-4
Confirmation of Parsimony
Results
Insignificant Relationships
New Findings
Parsimonious Trust Model
Phase 1
Phase 2
Phase 3
 
Figure 13: Three phases of the SEM analysis 
The first phase is to explore and validate the trust issues in online shopping. In this 
phase, several trust issues emerged from EFA results and were confirmed with SEM. Any 
trust issue identified to be statistically insignificant in the structural model was 
eliminated. 
The second phase is to validate the modified structural model after the insignificant trust 
issue was removed. Because there is no definitive guideline of how to deal with this kind 
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of modification, two methods were carried out in this phase. As shown in Figure 13, the 
first method (i.e. SEM-2) is to delete the insignificant factor out of the study and to 
reanalyse the structural model in SEM. The second method (i.e. EFA-2 and SEM-3) is to 
delete all items representing the insignificant factor and to re-conduct EFA and SEM 
sequentially. Results from these two methods are then compared and interpreted to 
justify which approach is more reliable in providing accurate results. 
The third phase is to eliminate all relationships between factors that are statistically 
insignificant. This was done to maximise parsimony in the structural model with SEM. 
Results in this phase is expected to provide results more accurate than those in phases 
one and two since no statistical insignificant factor or relationship is left in the model 
(Hair et al., 2006). The research hypotheses are also validated in this phase. 
4.6 SEM Phase 1: Dimensionality 
As shown in Figure 13, this phase consists of two steps: EFA-1 (i.e. the first EFA) and 
SEM-1 (i.e. the first SEM). The former is to identify the number of factors (i.e. the 
number of online trust issues perceived by consumers), and the latter is to validate the 
model based on the EFA-1 results. 
4.6.1 EFA-1 
According to Brace, Kemp, and Snelgar (2006), Hair et al. (2006), Ho (2006), and 
Tabachnick and Fidell (2001), there are three steps in EFA including: 
1. Assumption—checking the data to ensure that they can be analysed with EFA. 
This was accomplished with a series of tests including univariate normality tests, 
descriptive statistics, and intercorrelation tests; 
2. Extraction—selecting the number of derived factors from the survey data. This 
was carried out with common factor analysis, scree test, and eigenvalues; and 
3. Interpretation—naming the extracted factors. This was done by comparing EFA’s 
results with both the conceptual model (Figure 10 on page 48) and the 
questionnaire (Appendix A.5). 
4.6.1.1 Univariate Normality Tests 
A theoretical assumption of EFA is that data should be normally distributed for accuracy 
in research findings (Brace, Kemp & Snelgar, 2006). There are two ways of testing the 
normality: graphical and statistical analyses (Hair et al., 2006). 
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Graphical Normality Analysis 
Appendix D illustrates the data distribution of questions 2–66. It appears that most items 
have little negative skewness and positive kurtosis. The normality seems good for all 
items because negative skewness means that the majority of the respondents agreed 
with the statements in the survey. Furthermore, the data do not exhibit extreme 
skewness and kurtosis; therefore, they do not need to go through a data transformation 
process. 
Statistical Normality Analyses 
Kolmogorov-Smirnov (Lilliefors modification) and Shapiro-Wilk tests are two statistical 
methods commonly used to assess normality (Hair et al., 2006; Lilliefors, 1967; Park, 
2006; Shapiro & Wilk, 1965). They were carried out in SPSS by using the following 
syntax: 
EXAMINE VARIABLES=Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11 Q12 
Q13 Q14 Q15 Q16 Q17 Q18 Q19 Q20 Q21 Q22 Q23 Q24 Q25 Q26 
Q27 Q28 Q29 Q30 Q31 Q32 Q33 Q34 Q35 Q36 Q37 Q38 Q39 Q40 
Q41 Q42 Q43 Q44 Q45 Q46 Q47 Q48 Q49 Q50 Q51 Q52 Q53 Q54 
Q55 Q56 Q57 Q58 Q59 Q60 Q61 Q62 Q63 Q64 Q65 Q66 
/PLOT NPPLOT 
/STATISTICS DESCRIPTIVES EXTREME 
/CINTERVAL 95 /MISSING LISTWISE /NOTOTAL. 
This is because the above two tests are not available via the menu in SPSS; 
consequently, they were invoked via the SPSS syntax. Appendix E shows the items 
(column one) and the results of normality tests generated with Kolmogorov-Smirnov and 
Shapiro-Wilk tests including the normality magnitude (columns two and five), the sample 
size (columns three and six), and the significance value (columns four and seven). On 
the one hand, with Kolmogorov test, a value closer to 0 signifies data approaching 
normality. On the other hand, with Shapiro-Wilk test, a value closer to 1 represents data 
becoming normally distributed. A significance value of less than 0.05 indicates that 
normality is rejected. As a result, as shown in Appendix E, all items are not normally 
distributed. 
Although the results from the statistical normality tests indicate that the survey data is 
not normally distributed, it does not mean that the data cannot be analysed with EFA. 
This is because the significance test is sensitive with a large sample size. In fact, the 
cause of this sensitivity is that standard errors of skewness and kurtosis decrease with an 
increased sample size (Tabachnick & Fidell, 2001). In such case, researchers must use 
their judgement with the results from both graphical and statistical normality tests to 
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determine which statistical techniques should be used or whether the data should be 
transformed (Hair et al., 2006). 
According to the graphical normality test (Appendix D), the shape is still in the form of 
normal distribution with a small amount of negative skewness and positive kurtosis, 
regardless of the results from the statistical normality tests. Also, with a sample size of 
larger than 200, it is suggested that effects of skewness and kurtosis do not make 
substantive differences in analyses (Waternaux, 1976); in fact, they can be ignored 
unless actual values of skewness and kurtosis are large (Tabachnick & Fidell, 2001). 
Therefore, descriptive statistics were performed to obtain the magnitude values of 
skewness and kurtosis in the survey data in order to determine whether the data could 
be analysed with EFA or not. 
4.6.1.2 Descriptive Statistics 
Appendix F shows values of mean (column three), standard deviation (column five), 
variance (column six), skewness (column seven), and kurtosis (column nine) of each 
item in the questionnaire. Values of standard error (S.E.) for mean (column four), 
skewness (column eight), and kurtosis (column ten) are also presented. 
According to Appendix F, it is clear that the values of standard errors for skewness 
(0.105) and kurtosis (0.210) are small. This is because the sample size of this survey is 
540; as a result, this causes the standard errors for skewness and kurtosis to approach 
0, and this is the reason of why the data failed to pass the statistical normality tests. 
Based on Appendix F, the maximum absolute values of skewness (1.174) and kurtosis 
(1.850) belong to item Q14. Since skewness is less than 2 and kurtosis is less than 7, no 
data remedy was needed (Fabrigar et al., 1999; West, Finch & Curran, 1995). In 
addition, as stated by Hair et al. (2006), some level of multicollinearity of data is 
acceptable when the objective of research is to establish relationships between factors 
rather than the significance of the factors themselves. Therefore, the survey data can be 
analysed with EFA. 
4.6.1.3 Intercorrelation Tests 
Another theoretical assumption of EFA is that data should have some degree of 
intercorrelation (Brace, Kemp & Snelgar, 2006; Tabachnick & Fidell, 2001). Without 
intercorrelation, the survey data could not be both extracted into conceptual factors (Hair 
et al., 2006) and analysed with EFA. To test the data intercorrelation, two statistical tests 
were used including Kaiser-Meyer-Olkin measure of sampling adequacy (KMOMSA) and 
Bartlett’s test of sphericity (Ho, 2006). 
 
 
- 73 - 
 
Table 10: Intercorrelation tests in EFA-1 
Kaiser-Meyer-Olkin measure of sampling adequacy .913 
Bartlett's test of sphericity 
Approx. Chi-Square 17192.670 
df 1225 
Sig. .000 
As shown in Table 10, the KMOMSA’s value being higher than 0.8 indicates that the data 
is meritorious (Hair et al., 2006). The significance value of Bartlett’s test of sphericity 
being lower than 0.05 signifies that the observed variables in the survey data are both 
dependent and intercorrelated (Ho, 2006). Based on these two tests, it is clear that the 
data can be analysed with EFA. 
4.6.1.4 Extraction of Factors 
Since the aim of this research is to study what make consumers trust, which leads to 
intention to shop online, those who did not intend to make any purchase via the Internet 
were excluded from this study. As a result, the factor intention to shop online could not 
be measured. Therefore, hypotheses 1, 3, 5, and 8 and relevant items (i.e. questions 9, 
10, 19, and 25–35) were not validated with the SEM analysis. However, dropping these 
hypotheses and items did not affect the objective of this research because the aim is not 
to develop an intentional model but a trust model. 
Prior to beginning of the factor extraction, it is crucial to recognise another criterion of 
EFA which is the number of items per factor. It is not discussed in Chapter 3 because it 
involves the actual data, and it is considered to be a part of analysis rather than the 
research planning. 
Number of Items per Factor 
The ratio of items per extracted factor is an important criterion because it relates to the 
accuracy of research findings. As stated by Gerbing and Anderson (1985, p. 268): 
The only practically significant bias occurred for a structural parameter 
relating two factors where each was defined by only two indicators. For three 
or more indicators per factor, this bias nearly vanishes. 
This statement explains the importance of this ratio; therefore, while the factors are 
extracted from the survey data, this criterion is taken into account. 
Table 11 summarises the ratios of items per factor noted by several authors. Clearly, 
most authors agree that each factor must have at least three items. Although it is 
possible to analyse a factor containing a single indicator (Anderson & Gerbing, 1988), the 
factor TTP was not tested in this research. This is because AMOS, which is software used 
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for analysing the structural model in SEM, cannot determine a measurement error of a 
single-item factor. Therefore, hypothesis 12 and the relevant item (i.e. question 66) were 
dropped from this analysis. 
Table 11: Ratios of items per factor 
Author(s) Items per factor 
Conway and Huffcutt (2003) 4 items per factor 
Cook (1981) 3 items or more per factor 
Fabrigar et al. (1999) 3 to 5 items per factor 
Gerbing and Anderson (1985) 3 items or more per factor 
Gorsuch (1983) 3 to 5 items per factor 
Tabachnick and Fidell (2001) 3 to 5 items per factor 
Table 12 shows the values of Cronbach’s α of each factor before and after the untested 
hypotheses and their relevant items were dropped from this analysis. It confirms that all 
factors still yield high reliability (>0.7). 
Table 12: Reliability of the factors after dropping untested items 
Factor Items 
Cronbach’s α 
Before dropping After dropping 
Trust 2–4 .841 .841 
Cybercrime 5–8, 11–15 .840 .791 
Security 16–18 .858 .886 
Control 20–24 .872 .872 
Web Interface 36–65 .954 .952 
All 2–8, 11–18, 20–24, 36–65 .947 .938 
Even though it is now clear that there should be at least three items for each factor in 
order to minimise biases in the results, this criterion does not explicitly tell how many 
factors should be extracted. Therefore, other techniques were also used as criteria to 
determine the number of extracted factors in order to generate accurate results while 
errors are minimised in this analysis. 
Number of Extracted Factors 
The number of factors to be extracted from data is the main issue for researchers who 
use EFA. This is because results based on different numbers of factors may lead to 
different conclusions (Comrey, 1978; Levonian & Comrey, 1966). In fact, there are two 
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cases when researchers may obtain inaccurate results. The first case is overfactoring 
(Cattell, 1978; Rummel, 1970; Thurstone, 1947). This happens when researchers extract 
as many factors as possible from data. It not only leads to the decreased number of 
items per factor but also both produces unreasonable complex conceptual models and 
causes inaccurate findings (Fabrigar et al., 1999). The second case is underfactoring 
(Wood, Tataryn & Gorsuch, 1996). This happens when researchers derive as few factors 
as possible from data. Although it increases the numbers of items per factor, it is 
recognised to generate more errors than those in overfactoring (Fava & Velicer, 1992). 
This means that the researcher must justify the number of extracted factors, which 
appears to be moderate in the survey data, in order to avoid overfactoring and 
underfactoring problems and to minimise errors in the analysis. In this study, three 
criteria were used to determine the number of factors to be extracted from the data 
including eigenvalues, scree test, and the research model. 
Eigenvalues 
Eigenvalues or latent roots are indicators distinguishing important factors from a group of 
possible extracted factors in EFA. A value greater than 1, which was firstly introduced by 
Kaiser (1960), is commonly used among academics (Conway & Huffcutt, 2003). In short, 
factors having eigenvalues higher than 1 are important to an analysis, and those having 
eigenvalues less than 1 are unimportant and can be disregarded. Table 13 summarises 
ten out of fifty possible factors to be extracted from the survey data. However, only eight 
factors are important to this research because they have eigenvalues higher than 1 
(column five). Also, column seven of this table shows that if eight factors are extracted 
from the data, the results will explain 57 per cent of the total variance. 
The results shown in Table 13 were generated with maximum likelihood (ML) as an 
estimator and rotated with direct oblimin. ML was used because it is considered to be 
reliable even if the data are not normally distributed (Olsson et al., 2000). It was also 
recommended as a default estimator in EFA unless there is some reason for the 
researcher to use other estimators, such as generalised least squares (GLS), unweighted 
least squares (ULS), or principal axis factoring (Fabrigar et al., 1999). Direct oblimin was 
used as a rotation technique in order to obtain more accurate and interpretable results 
(Hair et al., 2006). It is also suggested that the combination of ML and direct oblimin is a 
high quality decision enabling researchers to properly analyse data in EFA (Conway & 
Huffcutt, 2003). 
Even though an eigenvalue greater than 1 is widely used, it cannot be relied on solely. In 
particular, it still can lead the researcher to either overfactoring or underfactoring 
problems (Fabrigar et al., 1999); hence, the next test was used which is scree test. 
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Table 13: Eigenvalues in EFA-1 
Factor 
Initial Eigenvalues Extraction Sums of Squared Loadings Rotation Sums of Squared Loadings 
Total % of Variance Cumulative % Total % of Variance Cumulative % Total 
1 14.056 28.113 28.113 13.575 27.149 27.149 8.933 
2 4.819 9.638 37.750 4.313 8.626 35.775 5.889 
3 3.560 7.120 44.870 3.278 6.556 42.331 3.183 
4 2.302 4.604 49.474 1.739 3.478 45.809 4.947 
5 2.102 4.203 53.678 1.802 3.603 49.412 3.942 
6 1.744 3.488 57.166 1.363 2.727 52.139 7.339 
7 1.566 3.132 60.297 1.303 2.605 54.744 7.540 
8 1.389 2.778 63.075 1.145 2.290 57.034 3.466 
9 1.219 2.438 65.513 .844 1.687 58.722 8.023 
10 1.116 2.232 67.744 .669 1.338 60.059 1.892 
  
Scree Test 
This test was introduced by Cattell (1966) as a solution for identifying the proper number 
of extracted factors in EFA. It was achieved by plotting eigenvalues into a graph, which 
shows the gain of eigenvalues for each extracted factor. A group of possible extracted 
factors that do not give any significant improvement to a conceptual model has a 
straight-line shape, and they can be disregarded. Figure 14 illustrates the scree test of 
this study. 
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Figure 14: Scree test 
Clearly, factor 1 has the highest eigenvalue followed by factors 2 and 3. However, factor 
4 and onwards is difficult to justify because the line is not straight between factors 4 and 
27. A possible explanation is that there is no strong common factor in this study besides 
factors 1–3; consequently, additional factors must be extracted in order to obtain a clear 
understanding of the online trust phenomenon. Because the scree test could not give a 
clear answer to how many factors should be extracted from the survey data, the 
researcher had to compare the EFA results with the proposed model (Figure 10 on page 
48). 
Comparison Test 
In this test, the EFA results were compared with the proposed model (Figure 10 on page 
48) and the results from both eigenvalues and the scree test. The proposed model 
argues that there are five factors (i.e. Trust, Security, Control, Web interface, and 
Cybercrime) affecting consumer trust in B2C e-commerce. In contrast, eigenvalues show 
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that there should be eight factors. However, the scree test does not return any clear 
result (i.e. the number is in between four and twenty-seven factors), although it 
illustrates that the first three factors are strong common factors. Therefore, EFA was 
repeatedly carried out in order to identify the suitable number of extracted factors. 
Since the scree test suggests that the first three factors are strong common factors, the 
comparison test started with three factors. EFA was repeatedly done with ML as an 
estimator and direct oblimin as a rotation technique. The result was that the number of 
extracted factors from three to six does not provide any theoretical sense. Specifically, 
items from different factors were mixed together, and this was not interpretable. 
Furthermore, the survey data can not be extracted with seven factors because EFA can 
not find a proper solution with this number. Finally, eight factors were extracted from the 
data and compared with the proposed model. It was found that the results generated 
with the solution of the eight factors are theoretically sensible. Moreover, SPSS reports 
that these eight factors explain 56.645 per cent of the total variance in the survey data. 
4.6.1.5 Interpretation of Factors 
Appendix G.1 displays the structure matrix, which is one of the EFA results.3 This matrix 
shows the extracted factors (columns two to eight) as well as their items (column one). A 
figure of each item appeared on each factor column connotes its factor loading on a 
particular factor. In fact, a value of a factor loading tells that an item is correlated with 
an extracted factor (Hair et al., 2006). For instance, according to Appendix G.1, item Q21 
having the factor loading of 0.736 on factor 2 means that 73.6 per cent of item Q21 data 
can explain factor 2. Clearly, this means that the higher the factor loading, the more 
reliable the item. Therefore, item Q22 is more reliable than item Q21 because it has a 
higher value of a factor loading (i.e. 83.3 per cent). 
In Appendix G.1, only those figures having values higher than ±0.330 are displayed as 
suggested by Ho (2006, p. 207) that ‘the reason for using the ±0.33 criterion is that if 
the value is squared, the squared value represents the amount of the variable’s total 
variance accounted for by the factor. Therefore, a factor loading of 0.33 denotes that 
approximately 10% of the variable’s total variance is accounted for by the factor.’ 
Therefore, ±0.330 was used as a cut-off value for discarding insignificant factor loadings. 
As shown in Appendix G.1, the indicators of each factor are displayed with bold figures. 
Those that are not bold indicate cross loadings, which mean that these items also 
correlate with other factors. Regardless of the cut-off value, there are still many cross 
loadings, especially those across factors 1, 6, and 7. The reason of why it is necessary to 
pay attention to cross-loading items is that they can cause an issue of discriminant 
validity in the model. In EFA, this problem means that two extracted factors may 
represent the same thing, and cross-loading items are subject to elimination (Hair et al., 
                                          
3 See Appendix G for communalities. 
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2006). However, unless it is known that these factors measure the same thing, they 
cannot be blindly deleted. To identify whether these factors are the same or different, 
they must firstly be interpreted. 
Based on Appendix G.1, the items for each factor are summarised in an ascending order 
in Table 14. The factors and the items were then carefully compared with the 
questionnaire (Appendix A.5) in order to identify what these factors should be in relation 
to trust in online shopping. The results were that factors 1, 6, and 7 are related to Web 
Interface, factor 2 is related to Control, factor 3 and 8 are related to Cybercrime, factor 4 
is related to Security, and factor 5 is related to Trust, as shown in column four of Table 
14. 
Table 14: Extracted factors and their items in EFA-1 
Factor Items Items/Factor Issue Name Cronbach’s α 
1 48–52, 56–59 9 Web interface Design-W .926 
2 20–24 5 Control Control .872 
3 5–8 4 Cybercrime Fraud .894 
4 16–18 3 Security Security .886 
5 2–4 3 Trust Trust .841 
6 36–40, 42, 44–47 10 Web interface Design-V .887 
7 41, 43, 53–55, 60–65 11 Web interface Warranty .897 
8 11–15 5 Cybercrime Privacy .798 
By thoroughly justifying the items in each factor, these eight factors were named 
accordingly: 
• Factor 1—the items in this factor are about web design (e.g. navigation, graphics, 
and web address) and its impact on trust in e-commerce websites; therefore, it 
was named Design-W; 
• Factor 2—the items in this factor are about control (e.g. consumer consent and 
decision); thus, it was referred to as Control; 
• Factor 3—the items in this factor are about identity theft and fraud. Because 
identity theft problems lead to fraud, this factor was referred to as Fraud; 
• Factor 4—the items in this factor are about security (e.g. secure connection); as a 
result, it was referred to as Security; 
• Factor 5—the items in this factor are related to trust, which is the main factor in 
this research; hence, it was titled Trust; 
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• Factor 6—the items in this factor are directed at web design and its impact on 
trust in e-vendors; therefore, it was called Design-V; 
• Factor 7—the items in this factor concern a trusted seal and a security and privacy 
statement. Because they are about information assuring online consumers in case 
of unpleasant situations, it was referred to as Warranty; and 
• Factor 8—the items in this factor are about privacy. This privacy is not about 
consumer concern over privacy but about a level of privacy perceived by 
consumers; thus, it was titled Privacy. 
Based on this interpretation, it is now clear that factors 1, 6, and 7 were from the same 
conceptual factor, which is Web Interface, as shown in Figure 10. However, by 
scrutinising the items in these factors, it was found that they represent different things; 
thus, no factor can be eliminated. Obviously, the reason for having many cross-loading 
items between these factors is that they originated from the same construct; as a result, 
they are moderately correlated (>0.4), as shown in Table 15. Also, column six of Table 
14 summarises the values of Cronbach’s α for each extracted factor, and it is clear that 
all factors are highly reliable (>0.7). Since the number of the extracted factors had been 
justified, these results were then used for evaluating the research model in SEM. 
Table 15: Factor correlation matrix in EFA-1 
Factor Design-W Control Fraud Security Trust Design-V Warranty Privacy 
Design-W 1.000        
Control .128 1.000       
Fraud .101 .141 1.000      
Security -.216 -.305 .176 1.000     
Trust -.005 .318 .032 -.287 1.000    
Design-V .409 .238 .065 -.322 .245 1.000   
Warranty .421 .349 .018 -.309 .207 .490 1.000  
Privacy -.164 .373 .102 -.043 .333 .091 .135 1.000 
4.6.2 SEM-1 
According to Byrne (2001), Hair et al. (2006), Kaplan (2000), Stevens (2002), and 
Tabachnick and Fidell (2001), SEM was performed in four steps: 
1. Assumption—checking the data to ensure that they can be analysed with SEM. 
This was done with a multivariate normality test and an outlier test. 
2. Specification—developing the structural model based on the EFA-1 results (Table 
14) and the research model (Figure 10 on page 48) for model evaluation. 
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3. Evaluation—assessing the structural model to determine how well the model can 
explain the survey data. This was accomplished with justification of goodness-of-
fit (GOF) values. 
4. Rectification—rectifying the structural model to improve the GOF values in order 
to establish a model that can explain the data better than the original one. This 
was carried out with justification of modification indices (MI) and the GOF values. 
4.6.2.1 Multivariate Normality Test 
A theoretical assumption of ML in SEM is that data are multivariate normally distributed 
(Kaplan, 2000). The difference between univariate and multivariate normal distributions 
is that the former measures only a single item while the latter measures all items in the 
questionnaire. If the survey data is not multivariate normally distributed, outlier deletion 
or resampling techniques may be considered. 
To test multivariate normal distribution, Mardia’s coefficient was calculated. Mardia’s 
coefficient measure multivariate kurtosis and critical ratio of all items in multivariate 
analyses (Mardia, 1970). Based on the results generated with AMOS, Mardia’s coefficient 
value was 564.174 and its critical ratio was 90.903. Because the critical ratio is higher 
than 1.96, the survey data were not multivariate normally distributed. 
4.6.2.2 Outlier Test 
One solution to correct data so that they are multivariate normally distributed is to delete 
outliers. An outlier is a case that has a different pattern from the majority in data. It is 
an extreme case that rarely happens, occurs by chance, or is wrong data (Tabachnick & 
Fidell, 2001). Specifically, it contains an unusual combination of answers, and this causes 
data to be not normally distributed. Logically, when all outliers are removed, the data are 
supposed to be normal. However, an act of outlier deletion cannot be taken lightly 
because an absence of outliers can cause results to be different. If outliers are apparently 
true cases, the researcher is at the risk of losing invaluable data and drawing wrong 
conclusions. Therefore, outlier deletion must be done on a case-by-case basis (Hair et 
al., 2006). 
In Chapter 3, it was assumed that all respondents in the survey truthfully gave their 
opinions about trust in online shopping. As long as this assumption is held, every case in 
the survey data is supposed to be true regardless of how rare it may be. Furthermore, 
outliers were expected because these data were to establish consumer perceptions. It 
would be strange not to have any outlier. In particular, individuals have different ways of 
perceiving the world (Durkheim, 1983). Therefore, no outlier could be deleted from this 
study. 
However, in the case that there was no assumption that all respondents in the survey 
truthfully answered the questionnaire, outliers must be deleted. Mahalanobis Distance is 
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a statistical technique used to detect multivariate outliers (Hair et al., 2006). It is 
suggested that cases having p<0.001 are outliers (Schwab, 2006; Tabachnick & Fidell, 
2001). Since an absence of a single outlier can alter results, outliers were deleted one at 
a time. By using AMOS, Mahalanobis Distance was calculated in order to delete an 
outlier. Each time an outlier was deleted, Mahalanobis distance was recalculated. This 
was done repeatedly. The result was that 108 cases were deleted from the survey data, 
and only 432 cases were left to be analysed with SEM. This means that if outliers were 
deleted from this analysis, 20 per cent of the data would be removed whether or not 
there is an assumption of having truthful answers in the survey. Therefore, deleting the 
outliers is not an option in this study. 
4.6.2.3 Structural Model 
Based on the EFA-1 results (Table 14) and the research model (Figure 10 on page 48), 
the structural model was constructed for the SEM analysis, as shown in Figure 15. 
In the structural model, elliptical objects are the latent variables including Trust, 
Security, Control, Privacy, Fraud, Design-W, Design-V, and Warranty, which are the 
results from EFA-1 (i.e. the extracted factors). Rectangular objects are the items from 
the questionnaire (e.g. Q1, Q2, and Q3). Circular objects are error variables including 
item errors (i.e. measurement errors in the observed variables) and residuals (i.e. errors 
in prediction of the latent variables). The items errors were named as e2, e3, e4, and so 
on while the residuals were titled as rTru, rSec, and rCon. 
Since Web Interface was split into three factors (i.e. Design-V, Design-W, and Warranty), 
all these three factors were hypothesised to impact Trust, Security, and Control in order 
to validate hypotheses 9, 10, and 11. For example, if results showed that both Design-V 
and Warranty impacted Security, hypothesis 10 would be supported. However, if results 
showed that either Design-V or Warranty did not impact Security, hypothesis 10 would 
be partially supported. In the last case, if results showed that neither Design-V nor 
Warranty impacted Security, the hypothesis 10 would be rejected. Design-V, Design-W, 
and Warranty were also correlated with one another because they originated from the 
same factor. Besides Web Interface, Cybercrime was also split into two factors (i.e. Fraud 
and Privacy); as a result, both of these factors were also hypothesised to impact Trust 
and Control in order to validate hypotheses 2 and 6. In addition, for the same reason as 
before, Fraud and Privacy were correlated. 
In Figure 15, a straight arrow between the latent variables signifies a causal relationship 
or impact from one latent variable to another. A curved two-headed arrow represents 
correlation between two variables. Straight arrows from a latent variable to the items 
indicate that a concept of the latent variable causes online consumers to perceive the 
existence of these items in online shopping. A number 1 from error variables to the items 
means that measurement errors have full impact (i.e. 100 per cent) on the items. A 
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number 1 on one of the straight arrows from the latent variable to the item indicates that 
the particular item is used as a reference variable, which is the requirement of SEM 
(Byrne, 2001). 
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Figure 15: Structural model in SEM-1 
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4.6.2.4 Model Assessment 
The structural model was assessed with ML as an estimator because it is the most 
reliable estimation technique in SEM when a sample size is small (Kaplan, 2000; Olsson 
et al., 2000). However, since the survey data are not multivariate normally distributed, 
SEM results will still be inaccurate (Olsson, 1979). To overcome this problem, 
bootstrapping was applied. 
Bootstrapping is a resampling technique that allows a model to be tested in a condition of 
multivariate normal distribution enabling accurate results to be obtained (Byrne, 2001). 
Since the sample size of this survey is over 500, bootstrapping can be utilised (Brown, 
2006). It is said that bootstrapping is not a cure of non-normal data (Yung & Bentler, 
1996) because it simply resamples new data based on the actual ones. This means that 
bootstrapping is only as accurate as the real data. For this reason, the same sample size 
of 540 was resampled with bootstrapping. 
In SEM, a method of assessing a structural model is to use goodness-of-fit (GOF) tests. It 
is a set of indicators that depicts an accuracy of the model explaining the data. However, 
there are many GOF parameters, and it is not practical to display all of them in any 
publication. Therefore, some GOF tests were selected to assess the structural model in 
this study, and justification of the GOF selection is discussed in the following paragraphs. 
There are two types of GOF tests: absolute fit indices and incremental fit indices 
(Tabachnick & Fidell, 2001). The former is to measure how well the model can explain 
the data, and the latter is to evaluate how well the model can explain the data when it is 
compared with a baseline model, which assumes that all items are independent from one 
another. It is suggested that researchers should select at least one GOF test from each 
type of indices (Hair et al., 2006). According to Hoyle and Panter (1995) and Hu and 
Bentler (1995), the following GOF tests are reliable for assessing the structural model in 
this study: χ2, degrees of freedom (df), χ2/df, p, Root Mean Square Error of 
Approximation (RMSEA), Incremental Fit Index (IFI), and Comparative Fit Index (CFI). 
In addition, since the aim of this SEM analysis is also to achieve the maximum 
parsimony, one parsimonious index was used: Parsimonious Comparative Fit Index 
(PCFI). A parsimonious index indicates a degree of hypotheses to be validated and 
rejected (Carlson & Mulaik, 1993). Mulaik (1998, p. 269) explains the idea behind the 
purpose of creating the parsimonious indices as: 
‘… the more such tests of a hypothesis from different perspectives and with 
different measuring instruments are performed and the tests passed, the 
more confidence scientists have in the provisional objective validity of the 
hypothesis.’ 
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In other words, if the hypotheses of this research are supported with an associated high 
value of PCFI (>0.8), the researcher can confidently claim that these hypotheses are 
supported because the research hypotheses are rigorously tested with the survey data. 
This idea of allowing a research hypothesis to be refutable was mainly influenced by 
falsificationism of Karl Popper (Baert, 2005; Mulaik, 1998). 
In Table 16, χ2 was obtained with bootstrapping ML estimate. In an ideal situation, χ2 is 
equal to df. However, this is unlikely to happen because SEM requires a structural model 
to be overestimated (χ2>df) in order to enable a falsifiable model (Byrne, 2001). Hence, 
there is a requirement that χ2 should be as low as possible (i.e. χ2/df < 2). The p value 
was calculated with Bollen-Stein bootstrap in order to test the significance of obtaining 
the χ2 value. Since SEM is to test that results from both bootstrapping ML estimate and 
the actual data are statistically indifferent, a desirable p value is higher than 0.05. 
Furthermore, RMSEA should be lower than .05 while IFI and CFI should be higher than 
0.9, which suggest that the model can explain the survey data well (i.e. the model fits 
well with the data). According to the results in column two of Table 16, the model is 
moderately supported. 
Table 16: GOF values in SEM-1 
GOF Test Result Requirement References 
χ2 1455.808 χ2>df 
Byrne (1994) 
Byrne (2001) 
Carlson and Mulaik (1993) 
Hair et al. (2006) 
Hoyle (1995) 
Mulaik (1998) 
df 1156 >0 
χ2/df 1.259 <2 
p .002 >.05 
RMSEA .073 <.05 
IFI .798 >.9 
CFI .797 >.9 
PCFI .752 >.8 (with CFI>.9) 
4.6.2.5 Model Rectification 
Even though the model is considered to be moderately supported, the results are not 
sufficient to confidently verify the hypotheses and the research model. This is because 
the model still cannot explain the survey data well enough according to the GOF values. 
Therefore, in order to improve the values of GOF, the model was rectified. 
The model rectification was achieved by using modification indices (MI), which are 
indicators depicting parts of the model that should be rectified (Centre for Applied 
Statistics, 2004). MI can specifically pinpoint which pair of variables (i.e. latent and 
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observed variables) cause errors in the model, and it also suggests how errors can be 
reduced. Because a single change in the model may affect results, rectification was 
repeatedly carried out with each step carefully made one at a time using the following 
guidelines (Byrne, 2001; Centre for Applied Statistics, 2004; Hair et al., 2006; Stevens, 
2002): 
• Factor loadings—values that indicate how accurately items can explain a factor. 
Items having factor loadings less than 0.45 signify that they do not explain the 
factors well, and they will be deleted. This is to get rid of irrelevant items from 
this analysis; 
• Significance of observed variables—values that represent how important the items 
are in the model. Items having p>0.05 means they are insignificant, and they will 
be deleted. This is to exclude unreliable items from the model; 
• GOF cut-off values—χ2/df < 2, p > 0.05, RMSEA < 0.05, IFI > 0.9, CFI > 0.9, and 
PCFI > 0.8. However, these are no golden rules (Marsh, Hau & Wen, 2004). If 
there is no empirical improvement, no further rectification will be carried out 
regardless of the GOF values; 
• MI values—the highest value between two variables shown on the list of MI will be 
subject to deletion with careful justification. If both of them are items, the one 
having less factor loading will be deleted (i.e. dropping the one having less 
contribution to the model). If one is the item and the other is a factor, the item 
will be deleted (i.e. dropping a cross-loading item). If both of them are factors, 
rectification will be thoroughly carried out according to MI and theoretical support; 
• Number of items per factor—the minimum number is three items per factor 
(Fabrigar et al., 1999). If dropping an item in any circumstance mentioned above 
will decrease this number below three, the item will not be dropped. This is to 
prevent both increasing errors in the model and decreasing construct validity; 
• Empirical improvement—model rectification will be stopped when there is no 
empirical improvement. The consideration includes the GOF values (i.e. when 
further rectification does not improve any GOF value), the MI values (i.e. when 
left-over errors generally have similar values), standardised residuals (i.e. when 
critical ratio values of correlation between items are less than |4|). This is to 
prevent the model suffering from an overfitting problem; and 
• Reference variable—SEM requires one item to be a reference variable while a 
structural model is analysed (Byrne, 2001). AMOS sets the first observed variable 
of each factor to be a reference variable by default. When a reference variable is 
dropped from the analysis with any reason mentioned above, the item next in line 
will be set as a new reference variable. 
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Appendix I.1 summarises the repetition of model rectification in this SEM. It includes the 
order of rectification (column one), the MI values (column two), the pairs of variables 
subject to modification (column three), and the GOF values after rectification (columns 
four to eight). In column three of this table, ↔ means that the relationship which causes 
errors between two variables are correlation, and → signifies that the relationship which 
causes errors between two variables are causality. The variables in brackets are the 
items that were dropped from the analysis. 
4.6.3 Results 
The SEM results were examined at three different levels. The first level is overall model 
fit. This is assessed with the GOF tests which, in this study, are χ2, df, χ2/df, p, RMSEA, 
IFI, CFI, and PCFI. These tests determine how well the structural model can explain the 
data (i.e. to verify the purposed model). The second level is construct validity. This is 
evaluated with the factor loadings of the items, the extracted variances of the factors, 
the factor reliability, and the interconstruct covariances. These tests determine both how 
well the factors and the items can explain the data and how valid the factors are (i.e. to 
evaluate the survey instrument). The third level is hypothesis validation. This is achieved 
by using p values, which are generated by bootstrapping ML estimate. These tests 
validate the research hypotheses. 
4.6.3.1 Overall Model Fit 
Figure 16 depicts the structural model after it has been rectified for twenty-eight times. 
Obviously, there are at least three items remaining in each factor. Although it was 
possible to further rectify the model, this process was stopped because the overall MI 
values did not pinpoint any major error in the model, and the GOF values met the 
requirements indicated in Table 16. 
Besides the MI values, the standardised residual covariances—the values representing 
the difference between the observed and estimated covariances—are also considered, as 
shown in Appendix J.1. In fact, it contrasts the difference between the estimated values 
in the structural model and the actual covariances in the survey data. According to 
Appendix J.1, it is clear that all standardised residual covariances are below |4|, which 
indicates that there is no serious issue in the structural model. However, items Q2, Q38, 
and Q39 need attention because they generate high residual values. 
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Figure 16: Rectified structural model in SEM-1 
As shown in Table 17, all GOF values pass the requirements, except the p value. It is 
recognised that the p value is inaccurate when a sample size is increased (Byrne, 2001) 
because an increased sample size causes skewness and kurtosis to approach zero 
(Tabachnick & Fidell, 2001). Regardless of the p value, the model is well supported by 
the data. 
Table 17: GOF values after rectification in SEM-1 
GOF Test Result Requirement 
χ2 307.733 χ2>df 
df 253 >0 
χ2/df 1.216 <2 
p .002 >.05 
RMSEA .045 <.05 
IFI .957 >.9 
CFI .957 >.9 
PCFI .807 >.8 (with CFI>.9) 
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4.6.3.2 Construct Validity 
As depicted in Figure 16, all items have the factor loadings higher than 0.6, which means 
that they explain the factors well. When the value of the factor loading is squared, it is 
called an extracted variance of an item. When the extracted variances of all items in the 
same factor are averaged, it is called an extracted variance of a factor, which is the value 
that signifies how well a factor can explain the data. Column two of Table 18 summarises 
the value of the extracted variance for each factor in the model. It is suggested that the 
extracted variance should be higher than 0.5 (Hair et al., 2006). Although Design-V and 
Warranty have the extracted variances less than the threshold value, they are still 
reliable enough because their Cronbach’s α values are higher than 0.7, as shown in 
column three of Table 18. 
Discriminant validity was carried out by comparing the extracted variances with the 
square of the correlation estimates between the correlated factors in the structural model 
(Fornell & Larcker, 1981). Hair et al. (2006, p. 778) clarify the logic behind this method 
saying that ‘a latent construct should explain its item measures better than it explains 
another construct. Passing this test provides good evidence of discriminant validity.’ 
Hence, the square of correlation values was calculated and summarised in Table 19. 
Table 18: Construct validity after rectification in SEM-1 
Factor Extracted Variance Cronbach’s α 
Control .588 .807 
Design-V .493 .741 
Design-W .634 .873 
Fraud .710 .876 
Privacy .584 .802 
Security .725 .886 
Trust .655 .841 
Warranty .497 .744 
All - .853 
By comparing the values of squared correlation estimates in column two of Table 19 with 
the extracted variances in column two of Table 18, it is clear that all factors pass 
discriminant validity. This means that all factors are distinctive from one another in the 
model. 
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Table 19: Square of correlation estimates in SEM-1 
Correlation Square of Correlation Estimate 
Control↔Security .084 
Design-V↔Design-W .467 
Design-V↔Warranty .292 
Design-W↔Warranty .397 
Fraud↔Privacy .019 
Privacy↔Warranty .037 
4.6.3.3 Hypothesis Validation 
Table 20 presents validation of the research hypotheses by evaluating the results from 
bootstrapping ML estimate. In this table, column one contains the hypotheses, which 
were hypothesised in Chapter 2. Due to the new findings from EFA-1, these hypotheses 
can not be tested normally. 
Table 20: Hypothesis validation in SEM-1 
Hypothesis(s) Relationship Estimate S.E. Z Score pbc ppc Result 
2a + 2b 
Fraud→Trust -0.021 0.045 -0.474 0.628 0.655 Unsupported 
Privacy→Trust 0.230 0.064 3.591 0.003 0.004 Supported 
4a + 4b + 4c Security→Trust 0.153 0.043 3.583 0.003 0.004 Supported 
6a + 6b 
Fraud→Control 0.045 0.043 1.034 0.280 0.293 Unsupported 
Privacy→Control 0.346 0.062 5.586 0.002 0.004 Supported 
7 Control→Trust 0.178 0.078 2.287 0.021 0.021 Supported 
9a 
Design-V→Trust 0.181 0.103 1.755 0.067 0.062 Supported 
Warranty→Trust -0.011 0.076 -0.143 0.882 0.882 Unsupported 
9b 
Design-W→Trust -0.064 0.079 -0.821 0.439 0.417 Unsupported 
10 
Design-V→Security 0.217 0.120 1.812 0.057 0.061 Supported 
Design-W→Security 0.099 0.083 1.192 0.255 0.225 Unsupported 
Warranty→Security 0.207 0.085 2.446 0.019 0.021 Supported 
11 
Design-V→Control 0.132 0.097 1.363 0.170 0.182 Unsupported 
Design-W→Control -0.043 0.069 -0.625 0.553 0.481 Unsupported 
Warranty→Control 0.208 0.081 2.568 0.008 0.007 Supported 
- Fraud→Security -0.198 0.055 -3.597 0.003 0.004 Supported 
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Regarding hypothesis 2, hypothesis 2a is to test the impact of cybercrime on e-
transactions while hypothesis 2b is to test the impact of cybercrime on e-commerce 
websites. However, the results from EFA-1 are that the items of these two hypotheses 
are mixed together and split into totally different issues, which are Fraud and Privacy. In 
other words, the two sub-hypotheses cannot be tested individually. Therefore, they must 
be evaluated concurrently in order to validate hypothesis 2. This also happened in the 
same way for hypothesis 6. 
Regarding hypothesis 4, the items belong to the sub-hypotheses are combined into a 
single factor as the results from EFA-1. Because they cannot be tested individually, they 
are considered simultaneously in order to verify this hypothesis. 
Regarding hypothesis 9, there are originally two groups of items testing two sub-
hypotheses. Hypothesis 9a is to test the impact of web interface on trust in e-vendors 
while hypothesis 9b is to test the impact of web interface on trust in e-commerce 
websites. However, the items measuring these two sub-hypotheses are mixed together 
and extracted into three different factors. Design-V contains the items measuring the 
impact of web design (i.e. functionality and navigation) on trust in e-vendors, and 
Design-W contains the items indicating the effect of web design on trust in e-commerce 
websites. In contrast, Warranty contains the items representing the impact of assuring 
information (i.e. a trusted seal and a security and privacy statement) on trust in both e-
vendors and e-commerce websites. Therefore, as shown in Table 20, the relationship 
Warranty→Trust is used to validate both hypotheses 9a and 9b. 
Regarding hypothesis 10 (i.e. to test the impact of Web Interface on Security), because 
Web Interface is split into three factors, this hypothesis must be validated by evaluating 
all these factors concurrently. This also applies to hypothesis 11. 
In Table 20, there are two p values: pbc and ppc. The former was calculated with 95 per-
cent biased-corrected confidence level while the latter was calculated with 95 per-cent 
percentile confidence level. These two p values are used together with bootstrapping in 
order to draw accurate conclusion for the research hypotheses: supported or rejected. It 
is suggested that both p values should be presented to let readers justify the results on 
their own (Byrne, 2001). However, in this study, both of the p values are used to 
establish a further stringent criterion. In order to ensure that the results do not occur by 
chance, both p values must be less than 0.1. Either of them being higher than 0.1 would 
mean that a hypothesis should be rejected. 
4.6.3.4 Other Findings 
During the model rectification, three findings emerged from the data including correlation 
between Control and Security, correlation between Privacy and Warranty, and negative 
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impact of Fraud on Security, as shown in Figure 16. The following paragraphs explain the 
justification for rectifying these relationships into the model based on the literature. 
Control and Security are correlated in the model because their purpose is the same, 
which is to assure online consumers that personal information will be safe while they 
transact with e-vendors (McKnight & Chervany, 2001). 
Privacy and Warranty are correlated in the model because of the similarity in their scope. 
In fact, Krebsbach (2006) identified that when consumer are concerned over their 
privacy of information, they will want to see a privacy statement. 
Fraud are rectified to impact Security based on the opinions of CMO Council (2006) and 
Taylor Nelson Sofres and TRUSTe (2005) that consumers will stop transacting with e-
vendors if they experienced problems of identity theft and fraud. Although their reports 
did not specifically mention about security, it is assumed that identity theft and fraud 
issues cause consumers to perceive less security. This relationship is also shown in Table 
20 depicting that Fraud negatively impacts Security (p<0.005). 
The results in this phase still can not be concluded as the goal of multivariate analyses is 
to maximise parsimony in a conceptual model. It is suggested that any unimportant 
factor should be eliminated because it suppresses the true effect of other factors (Hair et 
al., 2006). This means that more accurate results can be further obtained by eliminating 
an unimportant factor from the structural model. Based on Table 20, Design-W is 
statistically insignificant (p>0.1) in all relationships, which means that hypothesis 9b is 
unsupported. Therefore, the next phase of the SEM analysis is to eliminate this factor. 
4.7 SEM Phase 2: Modification 
As shown in Figure 13, it is found in phase one that Design-W is statistically insignificant 
to the structural model and subject for deletion. However, throughout the method 
investigation, there was no evidence on how to achieve this objective. An attempt to 
erase this factor from the last step of model rectification in the previous phase was 
carried out; however, no empirical improvement was achieved. A possible explanation is 
that the structural model was rectified from the beginning with the effect of Design-W 
taken into account. Hence, if this factor is deleted prior to rectification, the final results 
should be different. Consequently, another SEM was performed (i.e. SEM-2). 
4.7.1 SEM-2 
The structural model in this SEM is depicted in Figure 17. In this model, not only Design-
W was deleted along with its items (i.e. items 48–52 and 56–59) but also some changes 
have been made including causality from Fraud to Security and two pairs of correlations 
(i.e. Security↔Control and Privacy↔Warranty). These changes are added to the 
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structural model because these relationships are statistically significant (p<0.001) in 
SEM-1. In addition, Design-V is renamed into Design since there is now only one factor 
left in the model that represents web design. 
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Figure 17: Structural model in SEM-2 
4.7.1.1 Model Assessment 
The structural model was assessed with bootstrapping ML estimate and the sample size 
of 540. These were done in the same way as that of SEM-1 in order to enable cross 
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validation. The results of GOF tests are shown in column two of Table 21, which depicts 
that the model is moderately supported. 
Table 21: GOF values in SEM-2  
GOF Test Result Requirement 
χ2 950.520 χ2>df 
df 762 >0 
χ2/df 1.247 <2 
p .002 >.05 
RMSEA .074 <.05 
IFI .815 >.9 
CFI .814 >.9 
PCFI .757 >.8 (with CFI>.9) 
By comparing the non-rectified structural models between two phases, the SEM-2 results 
show better empirical evidence.4 To further confirm that the model of SEM-2 is better 
than that of SEM-1, a chi-square test was carried out. This was achieved by calculating 
the p value from the differences of χ2 and df between two models.  With Δχ2 = 505.288 
and Δdf = 394, p<0.001 indicating that the SEM-2 model is statistically better than that 
of SEM-1. Therefore, the model in this phase can explain the data better than that of the 
previous phase.  
4.7.1.2 Model Rectification 
In this phase, the structural model was rectified in the same manner as that of phase one 
in order to establish comparable results between two phases. Appendix I.2 summarises 
the model rectification throughout this phase. In contrast, this rectification is noticeably 
shorter than that of SEM-1 (Appendix I.1) because the nine items belonging to Design-W 
were deleted from the structural model. 
4.7.2 Results from the First Approach 
The results are discussed from three different aspects, which are the same in the 
previous phase: overall model fit, construct validity, and hypothesis validation. The 
results between SEM-1 and SEM-2 are also compared and discussed to contrast the 
model improvement. 
                                          
4 See Appendix K.1 for a comparative table. 
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4.7.2.1 Overall Model Fit 
Figure 18 illustrates the structural model after being rectified for twenty times. There are 
at least three items remaining in each factor to maintain construct reliability. In the same 
manner as SEM-1, rectification was stopped when the MI values were generally at the 
same level (i.e. no relationship that specifically causes a high MI value). 
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Figure 18: Rectified structural model in SEM-2 
Besides the MI values, the standardised residual covariances also signify that there is no 
serious problem in the structural model (<|4|), as shown in Appendix J.2. However, 
items Q18 and Q39 deserve attention because they generate high residual values. 
As shown in Table 22, all GOF values (column two) exceed the requirements (column 
three), except the p value. This is because of the large sample size in this study that 
causes the structural model to be rejected. Regardless of the p value, the model is well 
supported according to the other GOF tests. 
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Table 22: GOF values after rectification in SEM-2 
GOF Test Result Requirement 
χ2 227.885 χ2>df 
df 191 >0 
χ2/df 1.193 <2 
p .004 >.05 
RMSEA .041 <.05 
IFI .969 >.9 
CFI .968 >.9 
PCFI .801 >.8 (with SEM>.9) 
4.7.2.2 Construct Validity 
In Figure 18, all items contain factor loadings higher than 0.6, which signifies that they 
explain the factors well. The extracted variances of the factors are similar to those in 
SEM-1. Warranty is now above the threshold of 0.5. However, the variance of Design is 
slightly reduced, which is perhaps the effect of dropping factor Design-W. Regardless of 
the extracted variance, their reliability is acceptable because the Cronbach’s α values are 
higher than 0.7 (column three of Table 23). 
Table 23: Construct validity after rectification in SEM-2 
Factor Extracted Variance Cronbach’s α 
Control .599 .807 
Design .479 .783 
Fraud .710 .876 
Privacy .583 .802 
Security .726 .886 
Trust .656 .841 
Warranty .582 .797 
All - .830 
Regarding discriminant validity, by comparing the squared correlation estimates in 
column two of Table 24 with the extracted variances in column two of Table 23, it is 
evident that there is no issue with construct validity. 
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Table 24: Square of correlation estimates in SEM-2 
Correlation Square of Correlation Estimate 
Control↔Security .064 
Design↔Warranty .331 
Fraud↔Privacy .014 
Fraud↔Warranty .028 
Privacy↔Warranty .029 
4.7.2.3 Hypothesis Validation 
The results from bootstrapping ML estimate are presented in Table 25. It is evident that 
the results of SEM-2 are similar to those of SEM-1 with two exceptions. The first 
exception is that the causality from Fraud to Control (Fraud→Control) is supported in this 
phase but it is unsupported in SEM-1. The second exception is that while the causality 
from Design to Trust (Design→Trust) is unsupported in this phase, it is supported in 
SEM-1. The comparison of the results between these two phases is presented in 
Appendix 0. 
Table 25: Hypothesis validation in SEM-2 
Hypothesis(s) Relationship Estimate S.E. Z Score pbc ppc Result 
2a + 2b 
Fraud→Trust -0.008 0.048 -0.191 0.942 0.876 Unsupported 
Privacy→Trust 0.239 0.063 3.791 0.003 0.004 Supported 
4a + 4b + 4c Security→Trust 0.146 0.043 3.365 0.003 0.004 Supported 
6a + 6b 
Fraud→Control 0.081 0.048 1.707 0.078 0.084 Supported 
Privacy→Control 0.385 0.067 5.730 0.003 0.004 Supported 
7 Control→Trust 0.120 0.068 1.761 0.069 0.072 Supported 
9a 
Design→Trust 0.076 0.082 0.920 0.403 0.348 Unsupported 
Warranty→Trust 0.079 0.069 1.137 0.177 0.237 Unsupported 
10 
Design→Security 0.254 0.108 2.349 0.028 0.033 Supported 
Warranty→Security 0.357 0.094 3.785 0.004 0.004 Supported 
11 
Design→Control 0.111 0.079 1.402 0.126 0.154 Unsupported 
Warranty→Control 0.164 0.073 2.233 0.026 0.025 Supported 
- Fraud→Security -0.157 0.056 -2.796 0.003 0.004 Supported 
The contradiction between SEM-1 and SEM-2 should not have been caused by the 
absence of Design-W. In particular, deleting insignificant factors should not remarkably 
change the conclusion but should improve the empirical results (Hair et al., 2006). A 
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possible explanation is that the items belong to hypothesis 9b in Warranty cause this 
problem. In fact, Warranty consists of the items from both hypotheses 9a and 9b. When 
Design-W was removed from the structural model, the leftover items validating 
hypothesis 9b generate misleading results. Theoretically, this means that all items belong 
to hypothesis 9b must be taken out of the analysis prior to EFA in order to generate 
accurate results. The logic behind this method is to totally eliminate the effect of the 
unsupported hypothesis from the SEM analysis. Therefore, as shown in Figure 13, the 
second EFA (i.e. EFA-2) was carried out together with the third SEM (i.e. SEM-3) in order 
to confirm that the SEM-2 results are inaccurate due to the bias caused by the effect of 
the items from hypothesis 9b. 
4.7.3 EFA-2 
In order to completely eliminate the effect of Design-W from this analysis, items Q48–
Q58 were dropped; as a result, the intercorrelation tests were carried out to confirm that 
the survey data can be analysed with EFA. Table 26 shows that the KMOMSA’s value 
being higher than 0.8 and the significance value of Bartlett’s test of sphericity being 
lower than 0.05 indicate good intercorrelation; therefore, the data can be analysed with 
EFA. 
Table 26: Intercorrelation tests in EFA-2 
Kaiser-Meyer-Olkin measure of sampling adequacy .879 
Bartlett's test of sphericity 
Approx. Chi-Square 11758.819 
df 741 
Sig. .000 
Because it is known that the number of the extracted factors in EFA-1 is eight, by 
deleting one factor from the analysis, there are only seven factors that can be extracted 
from the survey data. In this EFA, the data were extracted with the ML estimates and 
direct oblimin rotation, which are the same techniques used in EFA-1. The results from 
the factor extraction are presented in Appendix G.2. By deleting one factor out of the 
model, only 55.017 per cent of variances are explained in this EFA. 
As expected in this EFA, there are several factor loadings between two factors (i.e. 
factors 1 and 6). Although they have not been interpreted, they are likely to be Design 
and Warranty. Based on Appendix G.2, the items for each extracted factor are 
summarised in Table 27. It is clear that all factors have high reliability (>0.7). 
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Table 27: Extracted factors and their items in EFA-2 
Factor Items Items/Factor Issue Name Cronbach’s α 
1 36–47 12 Web interface Design .897 
2 5–8 4 Cybercrime Fraud .894 
3 20–24 5 Control Control .872 
4 16–18 3 Security Security .886 
5 2–4 3 Trust Trust .841 
6 59–65 7 Web interface Warranty .868 
7 11–15 5 Cybercrime Privacy .798 
All - - - .908 
After the interpretation of the results, indeed, factor 1 is Design, and factor 6 is 
Warranty. Table 28 shows that correlation between Design and Warranty is increased 
when this value is compared with that of EFA-1 in Table 15. This is perhaps caused by 
the absence of Design-W. The results from this EFA were then used for developing a 
structural model in SEM-3. 
Table 28: Factor correlation matrix in EFA-2 
Factor Design Fraud Control Security Trust Warranty Privacy 
Design 1.000       
Fraud .045 1.000      
Control -.236 -.107 1.000     
Security -.316 .204 .287 1.000    
Trust -.235 -4.75E-005 .309 .274 1.000   
Warranty -.549 -.029 .314 .291 .135 1.000  
Privacy .106 .065 -.390 -.061 -.352 -.078 1.000 
4.7.4 SEM-3 
According to the EFA-2 results in Table 28, the structural model was developed and is 
depicted in Figure 19. This model incorporates the new findings from SEM-1 including the 
causality from Fraud to Security, the correlation between Control and Security, and the 
correlation between Privacy and Warranty. The correlation between Fraud and Warranty 
that emerged during the model rectification in SEM-2 is not incorporated because the 
SEM-2 results are assumably biased. 
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Figure 19: Structural model in SEM-3 
4.7.4.1 Model Assessment 
The structural model was assessed with bootstrapping ML estimate and the sample size 
of 540 in AMOS. The results of GOF tests are shown in column two of Table 29, which 
indicate that the model is moderately supported. 
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Table 29: GOF values in SEM-3 
GOF Test Result Requirement 
χ2 855.349 χ2>df 
df 685 >0 
χ2/df 1.249 <2 
p .002 >.05 
RMSEA .073 <.05 
IFI .826 >.9 
CFI .825 >.9 
PCFI .762 >.8 (with CFI>.9) 
A comparison between the non-rectified GOF values of SEM-1 and SEM-3 shows that the 
SEM-3 model is better than that of SEM-1.5 To empirically confirm this statement, a chi-
square test was performed. With Δχ2 = 570.459 and Δdf = 471, p<0.001 indicating that 
the SEM-3 model is statistically better than that of SEM-1. This means that the model in 
this SEM can explain the data better than that of the previous phase. Furthermore, a 
comparison between the non-rectified SEM-2 and SEM-3 models was also carried out. 
With Δχ2 = 95.171 and Δdf = 77, p<0.1 indicating that the SEM-3 model is marginally 
better than that of SEM-2. Although it is only marginal improvement, it signifies that 
redoing EFA without the items of hypothesis 9b is the correct path to take in this 
analysis. 
4.7.4.2 Model Rectification 
The structural model was repetitively rectified using the same approach as that in SEM-1 
and SEM-2. Appendix I.3 summarises the model rectification throughout this SEM. 
4.7.5 Results from the Second Approach 
The result of model rectification in this SEM is illustrated in Figure 20. It is evident that at 
least three items remain in each factor. The rectification was stopped when no further 
empirical improvement could be made. 
                                          
5 See Appendix K.1 for a comparative table. 
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Figure 20: Rectified structural model in SEM-3 
In addition, according to the standardised residual covariances in Appendix J.3, there is 
no serious problem in the structural model (<|4|). However, items Q2 and Q39 need 
attention because they generate high residual values. 
4.7.5.1 Overall Model Fit 
Regarding the model fit, as shown in Table 30, all GOF values (column two) are higher 
than the requirements, except the p value and PCFI. The p value is below the 
requirement because of the large sample size in this study. Although PCFI is below the 
cut-off value, the value of 0.7 is not unexpected (Byrne, 2001). According to these 
results, the model is well supported. 
Table 30: GOF values after rectification in SEM-3 
GOF Test Result Requirement 
χ2 233.796 χ2>df 
df 190 >0 
χ2/df 1.230 <2 
p .004 >.05 
RMSEA .045 <.05 
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GOF Test Result Requirement 
IFI .962 >.9 
CFI .962 >.9 
PCFI .794 >.8 (with CFI>.9) 
4.7.5.2 Construct Validity 
In Figure 20, it is shown that all items have the factor loadings higher than 0.5, which 
indicates that the items can explain the factors well. The extracted variances for each 
factor, as shown in column two of Table 31, are empirically better than those of SEM-1 
and SEM-2. In particular, in this SEM, all factors have the values of extracted variances 
higher than 0.5, which is the rule of thumb in the SEM analysis (Hair et al., 2006). The 
values of Cronbach’s α (column two) being higher than 0.7 further indicate that all 
factors are reliable. 
Table 31: Construct validity after rectification in SEM-3 
Factor Extracted Variance Cronbach’s α 
Control .631 .836 
Design .502 .752 
Fraud .710 .876 
Privacy .583 .802 
Security .724 .886 
Trust .657 .841 
Warranty .542 .816 
All - .827 
Regarding discriminant validity, by comparing the squared correlation estimates in 
column two of Table 32 with the extracted variances in column two of Table 31, it 
empirically shows that there is no issue with construct validity. In particular, discriminate 
validity between Design and Warranty are improved in this SEM because the difference 
between the extracted variances of these factors and the squared correlation estimates 
are greater than those in the previous SEMs. 
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Table 32: Square of correlation estimates in SEM-3 
Correlation Square of Correlation Estimate 
Control↔Security .091 
Design↔Privacy .042 
Design↔Warranty .318 
Fraud↔Privacy .013 
Fraud↔Warranty .018 
Privacy↔Warranty .005 
4.7.5.3 Hypothesis Validation 
In Table 33, bootstrapping ML estimate generates the results, which are similar to those 
in SEM-1, except that the values of the standard errors (column four) for all relationships 
are reduced. The decreased standard errors are perhaps caused by the elimination of 
Design-W. In addition, the conclusion regarding the research hypotheses are the same as 
that of SEM-1 while the SEM-2 results are the only one being different in this study.6 As 
has been said, this is because the items belong to hypothesis 9b were not completely 
eliminated in the SEM-2 model. 
Table 33: Hypothesis validation in SEM-3 
Hypothesis(s) Relationship Estimate S.E. Z Score pbc ppc Result 
2a + 2b 
Fraud→Trust 0.003 0.045 0.066 0.997 0.904 Unsupported 
Privacy→Trust 0.225 0.060 3.734 0.003 0.004 Supported 
4a + 4b + 4c Security→Trust 0.146 0.044 3.298 0.004 0.005 Supported 
6a + 6b 
Fraud→Control -0.022 0.051 -0.426 0.643 0.711 Unsupported 
Privacy→Control 0.397 0.066 5.970 0.004 0.004 Supported 
7 Control→Trust 0.123 0.064 1.923 0.060 0.057 Supported 
9a 
Design→Trust 0.191 0.080 2.394 0.011 0.006 Supported 
Warranty→Trust -0.061 0.068 -0.895 0.441 0.393 Unsupported 
10 
Design→Security 0.338 0.092 3.678 0.004 0.004 Supported 
Warranty→Security 0.180 0.076 2.355 0.018 0.020 Supported 
11 
Design→Control -0.008 0.088 -0.089 0.970 0.952 Unsupported 
Warranty→Control 0.316 0.079 3.990 0.007 0.004 Supported 
- Fraud→Security -0.204 0.056 -3.627 0.003 0.004 Supported 
                                          
6 See Appendix 0 for a comparative table. 
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4.7.5.4 Other Findings from the Second Analysis 
During the process of the model rectification, two findings emerged from the data. There 
are correlation between Design and Privacy and correlation between Fraud and Warranty. 
The following paragraphs clarify the justification for rectifying these relationships based 
on the literature. 
Design and Privacy are correlated in the model (Figure 20) because of the similarity in 
signalling the trustworthiness of e-vendors to consumers. On the one hand, Design 
represents navigation and functionality of e-commerce websites that enable consumers 
to easily navigate the websites. The information may include news, products, contact 
details, and privacy statements. On the other hand, Privacy signifies a level of privacy 
perceived by consumers in online shopping. In other words, Design enables consumers to 
easily locate a privacy statement, which is a part of Warranty that also correlates with 
Privacy. This rectification is supported by Egger (2001) and Everard and Galletta (2005) 
that the location of a privacy statement that is easily found improves the degree of 
privacy perceived by consumers. 
Fraud and Warranty are correlated in the model (Figure 20) because consumers tend to 
look for information assuring their privacy when they are aware of cybercrime issues in 
online shopping (Krebsbach, 2006). 
When the results of SEM-3 and SEM-1 are compared (Appendix K.2), it is clear that the 
SEM-3 model is better than that of SEM-1. This is due to the results from striving for the 
parsimony in the conceptual model. Eliminating insignificant factors and relationships in 
the structural model can improve the accuracy of results in SEM (Hair et al., 2006). Since 
the insignificant factor (i.e. Design-W) has been eliminated from the structural model, 
the next step is to eliminate all relationships that yield statistical insignificance (p>0.1). 
4.8 SEM Phase 3: Parsimony 
As shown in Appendix 0, four causal relationships are statistically insignificant, and they 
are erased from the structural model. These relationships include Fraud→Trust, 
Fraud→Control, Warranty→Trust, and Design→Control. In addition, two new correlations 
are added to the model: Design↔Privacy and Fraud↔Warranty. These correlations are 
identified to be statistically significant (p<0.005) in SEM-3. Consequently, a new model 
was constructed for the fourth SEM (i.e. SEM-4), as depicted in Figure 21. 
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Figure 21: Structural model in SEM-4 
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4.8.1 Model Assessment 
The model is again assessed with bootstrapping ML estimate and the sample size of 540. 
The results are presented in column two of Table 34. The overall GOF values are 
marginally better than those of SEM-3, except χ2 and df. 
Table 34: GOF values in SEM-4  
GOF Test Result Requirement 
χ2 857.158 χ2>df 
df 687 >0 
χ2/df 1.248 <2 
p .002 >.05 
RMSEA .073 <.05 
IFI .827 >.9 
CFI .826 >.9 
PCFI .766 >.8 (with CFI>.9) 
By comparing the GOF values between the non-rectified models in SEM-3 and SEM-4, 
with Δχ2 = 1.809 and Δdf = 2, p>0.1 indicating that these two structural models are not 
statistically different. This is because the model in this SEM is not intended to be a better 
model but to improve the model parsimony. 
4.8.2 Model Rectification 
The structural model was then repetitively rectified in the same way as those in the 
previous SEMs. Appendix I.4 summarises the model rectification throughout this SEM. 
4.8.3 Results 
The results from model rectification in this SEM are illustrated in Figure 22. The structural 
model was ensured to retain at least three items per factor. In this SEM, the model was 
stopped being rectified as soon as it met the cut-off values of GOF. 
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Figure 22: Rectified structural model in SEM-4 
The standardised residual covariances in Appendix J.4 also show that there is no serious 
problem in the structural model (<|4|). However, items Q2 and Q39 needed some 
attention because they generated high residual values. 
4.8.3.1 Overall Model Fit 
The GOF values after the model rectification are presented in column two of Table 35. 
These values indicate that the model is well supported. 
Table 35: GOF values after rectification in SEM-4 
GOF Test Result Requirement 
χ2 294.385 χ2>df 
df 237 >0 
χ2/df 1.242 <2 
p .002 >.05 
RMSEA .049 <.05 
IFI .950 >.9 
CFI .950 >.9 
PCFI .816 >.8 (with CFI>.9) 
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4.8.3.2 Construct Validity 
In Figure 22, all items have the factor loadings higher than 0.5, which indicates that the 
items represent the factors in the model well. The extracted variance of each factor 
(column two of Table 36) being higher than 0.5 means that the variances explained by 
the factor are higher than the errors in the model. Cronbach’s α of each factor (column 
three of Table 36) also yields a value higher than 0.7 signifying that they are reliable. 
According to these indicators, it can be said that convergent validity is high. 
Table 36: Construct validity after rectification in SEM-4 
Factor Extracted Variance Cronbach’s α 
Control .787 .848 
Design .503 .752 
Fraud .710 .876 
Privacy .583 .802 
Security .724 .886 
Trust .657 .841 
Warranty .861 .834 
All - .847 
The square of correlation estimates were carried out and are presented in column two of 
Table 37. By comparing the values between the extracted variances (column two of Table 
36) and the square of correlation estimates, it is clear that discriminate validity is high 
and that there is no issue in construct validity. 
Table 37: Square of correlation estimates in SEM-4 
Correlation Square of Correlation Estimate 
Control↔Security .093 
Design↔Privacy .043 
Design↔Warranty .323 
Fraud↔Privacy .013 
Fraud↔Warranty .014 
Privacy↔Warranty .009 
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4.8.3.3 Hypothesis Validation 
Table 38 summarises the results of regression weights generated with bootstrapping ML 
estimate. It is clear that all relationships are statistically significant (p<0.05). Also, the 
values of the standard errors are reduced (column four). A possible explanation is that, 
by eliminating all insignificant factors and relationships from the structural model, 
bootstrapping ML estimate is able to accurately calculate the results with a minimal level 
of errors. 
Table 38: Hypothesis validation in SEM-4 
Hypothesis(s) Relationship Estimate S.E. Z score pbc ppc Result 
2a + 2b Privacy→Trust 0.220 0.052 4.216 0.002 0.004 Supported 
4a + 4b + 4c Security→Trust 0.177 0.052 3.441 0.002 0.004 Supported 
6a + 6b Privacy→Control 0.394 0.052 7.526 0.002 0.004 Supported 
7 Control→Trust 0.127 0.061 2.083 0.025 0.035 Supported 
9a Design→Trust 0.143 0.058 2.454 0.008 0.006 Supported 
10 
Design→Security 0.262 0.067 3.899 0.006 0.004 Supported 
Warranty→Security 0.173 0.066 2.610 0.010 0.011 Supported 
11 Warranty→Control 0.314 0.053 5.887 0.004 0.004 Supported 
- Fraud→Security -0.178 0.045 -3.911 0.003 0.004 Supported 
4.9 Findings of the SEM Analysis 
The survey data was explored using EFA to identify trust issues in online shopping. 
During the process of exploration (i.e. eigenvalues and the scree test), it was difficult to 
identify main trust issues that concern the respondents since the gain from adding one 
factor for explaining variance in the data is small. In fact, it seems that these issues were 
equally important to the respondents, and this led the researcher to include the eight 
factors (i.e. Trust, Security, Control, Design-W, Design-V, Warranty, Fraud, and Privacy) 
into the model for validation regardless of their little impact on respondents’ trust. This 
was done on the assumption that the respondents understood and relied on all trust 
issues for determining trustworthiness of e-vendors in online shopping. 
The results from EFA-1 indicate that there are more issues impacting consumer trust 
than those in the research model (Figure 10 on page 48). These are privacy, security, 
control, web design (i.e. Design-W and Design-V), warranty, and fraud. 
Based on the results of SEM-1, web design (i.e. Design-W) has little or no impact on trust 
in e-commerce websites (p>.1). Although the reason was not established in this 
research, it was perhaps due to the increase of cybercrime activities such as phishing 
(Anti-Phishing Working Group, 2007b) that makes consumers stop trusting e-commerce 
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websites. In addition, fraud and identity theft negatively impact security. Even though 
this relationship was not proposed earlier, the results from SEM-1 indicate that it is 
statistically significant (p<0.005). This signifies that the problems of fraud and identity 
theft cause consumers to perceive less security in online shopping. 
The model was then repeatedly analysed and validated in SEM-2, SEM-3, and SEM-4 in 
order to further obtain more accurate results by eliminating all relationships being 
statistically insignificant (p>0.1). The results are that df, p, GOF, the variances explained 
by the factors, and discrimint validity are improved while the standard errors are 
reduced, as shown in Appendices K.1, K.2, and 0. Consequently, the accurate results 
depicting the impact between trust issues were obtained. 
According to the results from SEM-4, hypotheses 4 (Security → Trust) and 7 (Control → 
Trust) are supported while hypotheses 2 (Cybercrime → Trust), 6 (Cybercrime → 
Control), 9a (Web Interface → Trust in E-vendor), 10 (Web Interface → Security), and 11 
(Web Interface → Control) are partially supported. This means that the research model, 
which is based on the literature, is moderately supported by the viewpoints of 
consumers. As a result, six issues impacting trust in online shopping were identified 
including privacy, security, control, web design, warranty, and identity theft and fraud. 
These findings also answer research question 1 (i.e. what factors affect consumer trust 
and their intention to shop online?). 
In addition, the results of SEM-4 evidently show that Privacy generates the highest 
impact on Trust (Privacy→Trust=0.220 at p<0.005) followed by Security 
(Security→Trust=0.177 at p<0.005). These findings support the opinions of Katsikas, 
Lopez, and Pernul (2005), Suh and Han (2003), and Udo (2001) that privacy and 
security is the most important issue in e-commerce. This means that the most effective 
way of enhancing consumer trust is to firstly address privacy and security. In contrast, 
the least important issue about consumer trust in online shopping is Control (p<.05). 
This finding reflects the opinions of Castelfranchi and Falcone (2000) and Luhman (1979) 
that trust is inversely proportional to control, but establishing some degree of control is a 
process of building trust. Furthermore, the results also validated that consumers use web 
design (Design→Security=0.262 at p<0.01) and warranty (Warranty→Security=0.173 at 
p<0.05) in e-commerce websites for evaluating how safe it is for them to purchase online 
with particular shopping websites. This also supports the findings from a qualitative 
analysis done by Castelfranchi and Pedone (1999) that high quality web design can 
improve consumers’ perceptions of security in e-transactions. 
4.10 Propositions for Confirmation 
The results from the survey analysis indicate that the trust issues which concern 
consumers are privacy, security, control, web design, warranty, and identity theft and 
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fraud. In order to confirm these findings, the following propositions were developed for 
confirmation via the focus group analysis: 
• P1: Privacy will positively affect consumer trust in online shopping. 
• P2: Privacy will positively affect the need for control. 
• P3: Security will positively affect consumer trust in online shopping. 
• P4: Control will positively affect consumer trust in online shopping. 
• P5: Web design will positively affect consumer trust in online shopping. 
• P6: Web design will positively affect security. 
• P7: Warranty will positively affect security. 
• P8: Warranty will positively improve control. 
• P9: Identity theft and fraud will negatively affect security. 
The analysis of the focus groups is presented in Chapter 5. 
4.11 Summary 
The analysis of the survey scrutinised the data in detail (i.e. missing data, reliability 
coefficient values, univariate and multivariate normality tests, descriptive statistics, an 
outlier test, and intercorrelation tests) in order to ensure that the data conform to the 
requirements of EFA and SEM. Although several analyses show that the data are not 
normally distributed, this does not affect analytical accuracy. In particular, bootstrapping 
techniques, biased-corrected confidence level (pbc), and percentile confidence level (ppc) 
were utilised to attain unbiased results. Moreover, by improving the parsimony through 
systematic and precise rectification, the errors in the model are further minimised, and 
accurate results are obtained. 
Several aspects of construct validity were also accounted in every step in the SEM 
analysis. These include the number of items per factor (i.e. to minimise the errors and 
biases in the model), Cronbach’s α (i.e. to ensure the the items measure the same latent 
variables), the factor loadings (i.e. to ensure the items explain the factors), the p values 
of the items (i.e. to ensure the items are relevant to the model), the extracted variances 
(i.e. to ensure the factors explain the survey data), the p values of relationships between 
latent variables (i.e. to ensure the significance of relationships happening in the data), 
discriminant validity (i.e. to ensure the factors are distinctive), the GOF values (i.e. to 
ensure that the conceptual model explains the data), the standardised residual 
covariances (i.e. to ensure that the resulting estimated values are not different from the 
actual data), and the MI values (i.e. to reduce the errors in the model). 
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The findings from the the SEM analysis indicate that consumer trust is affected by 
privacy, security, control, web design, warranty, and identity theft and fraud. 
Furthermore, other findings that emerged during rectifying the model including 
correlation between Control and Security, correlation between Privacy and Warranty, 
correlation between Design and Privacy, correlation between Fraud and Warranty, and 
negative impact of Fraud on Security. 
Although the analysis discussed above provides a satisfactory answer to research 
question 1, the findings of the survey analysis were validated via the focus group 
analysis presented in Chapter 5. 
  
Chapter  5  
FOCUS GROUP ANALYSIS 
This chapter discusses data analysis of the qualitative study obtained from three focus 
groups. It begins with the purpose of each focus group followed by the analysis of the 
responses. In the analytical sections, discussion includes the descriptive summary of the 
responses, some of the relevant statements made by the participants, and its 
interpretive analysis. The findings from each group are then integrated and compared 
with one another to highlight which research propositions are supported. 
5.1 Focus Groups 
Three focus groups were conducted to confirm the findings of the quantitative analysis 
presented in Chapter 4. The process followed for each focus group was based on the 
opinions of Krueger and Casey (2000) and Morgan and Scannell (1998), and it is 
described in detail in Chapter 3 on page 63. The issues presented by the facilitator are in 
Appendix B.3. All focus group responses were digitally recorded and transcribed. 
The first focus group (FG1) consisted of three experts who represented people who are 
both experienced in shopping online and well-informed about technical aspects of the 
online environment such as cybercrime and security issues. The second focus group 
(FG2) was made up of seven people who represented experienced online shoppers. It 
was important to obtain the opinions from this group of people in order to understand 
how they determine trustworthiness of e-vendors. The third focus group (FG3) comprised 
six people who had never purchased anything online. Opinions of this group were also 
essential to confirm their attitudes and judgement about trustworthiness of e-vendors if 
they decided to shop online. Each of these groups has been separately presented and 
analysed in the following sections in order to compare similarity and differences of 
opinions, feelings, and attitudes between these participants. 
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5.2 Analysis of the FG1 Responses 
The data collected from this group cover a variety of issues in online shopping from three 
experts labelled A1, A2, and A3 to meet Ethics Committee requirements. The trust issues 
that emerged from the discussion in this group are organised into 14 key themes: 
privacy, security, control, web design, warranty, identity theft and fraud, phishing, spam, 
proof of real business, communication, reputation, reference, financial intermediary, 
trusted third party, customer factors, and rhombus of trust. These themes are 
respectively discussed below. 
5.2.1 Privacy 
All participants were unconcerned about receiving spam since this is normally expected 
to happen as long as they use the Internet. One of them also mentioned that he was 
never worried about how e-vendors would use his information while the other participant 
revealed that he recently unsubscribed himself so as to stop receiving spam e-mails. In 
contrast, all these participants expressed that they were somewhat unsettled when asked 
to create a new shopping account on e-commerce websites, especially when these 
websites allow consumers to use their own standard usernames and passwords. In fact, 
they recognised that it was not difficult for someone to trace their records from 
registered accounts to access information elsewhere. Furthermore, they stated that 
privacy of their credit card numbers were very important to them. 
Some of the participants’ statements supporting the above summary are: 
“In my experience, I have never been concerned about privacy. It never 
crossed my mind. I was never worried about who would use my information 
for other purposes”. (A2) 
“Most companies do start sending spam, and the opportunity to unsubscribe. 
They are pretty quick with their responses as well”. (A3) 
“I have never had any problem with spam from e-vendors that I transacted 
with”. (A1) 
“I prefer companies that let me opt in to get to what I am looking for and 
then send an e-mail allowing me to opt out”. (A1) 
“I have my standard login name and password on the web, which I generally 
use”. (A1) 
“Because actually you can track usernames and passwords from 10 or 20 
different websites, it is not very secure to have many registered accounts but 
I am trying to avoid registering for new accounts unnecessarily”. (A3) 
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“If they are doing a job properly, then they will not keep my credit card 
details. What I mean is that if I come back to a site and it pops up my credit 
card details, I do not like that at all. They should not be keeping credit card 
details”. (A1) 
“To me, e-vendors are not meant to keep it the three-digit security code from 
the back of a credit card”. (A3) 
“They are not supposed to keep customers’ financial details, but that is the 
real trust. You trust them to be competent”. (A1) 
“I suppose it is part of living on the Internet these days, receiving spam of 
some kind”. (A3) 
From the analysis of this focus group, there is evidence illustrating that a high level of 
perceived privacy positively impacts participants’ online trust, and that the need for 
privacy drove these participants to seek control over online environment as well as 
personal information. In addition, there is evidence showing that participants had privacy 
concerns about four dimensions: contact details (i.e. e-mail addresses), identity details 
(i.e. names and demographics information), account details (i.e. usernames and 
passwords), and financial details (i.e. credit card numbers). However, these participants 
gave the importance of each type of privacy differently. For example, financial details 
seem to be the most important, followed by account details. Identity and contact details 
did not seem to concern all participants. Specifically, during online shopping, one 
participant never thought about the privacy of his identity and contact details while the 
rest of these participants seemed to be slightly concerned about this issue. This indicates 
that different consumers react to privacy of personal details on the Internet differently. 
5.2.2 Security 
Every participant agreed that a secure connection (i.e. HTTPS) was critical in online 
shopping. These participants stated that they would shop elsewhere if a secure 
connection was not supported. Their decisions were clarified by one of the participant 
who wondered how he could trust e-vendors if they could not provide a secure 
connection for their customers. Another participant expressed his opinion that he 
expected his credit card details to be kept safely by e-vendors. In contrast, all 
participants expressed similar opinions about digital certificates that they were hardly 
concerned about digital certificates while shopping online since web browsers would 
notify them if there was something wrong. In addition, one participant mentioned that 
using a three-digit security code located at the back of a credit card provides a higher 
level of security. 
Some of the participants’ statements supporting the above summary are: 
- 117 - 
 
“Are they using a secure server? If they are not using a secure server, then I 
would not go there”. (A1) 
“If there is a padlock on the website, I am assured of security”. (A3) 
“If the padlock is not on the screen, then I might not shop from the site”. (A3) 
“If they cannot provide a secure server, then how can I trust them at all?” 
(A1) 
“Sometimes, I do check for a digital certificate, however, rarely”. (A2) 
“It is not intelligible to check a digital certificate. You can go to a secure 
website, and it says ‘Okay, Alright!’ So, that tells us, but the browser should 
be telling that anyway if it cannot find the certificate. If it is not a valid 
certificate, the browser will tell you”. (A1) 
“I want to see a secure connection. I want to see it all the time when I move 
to the payment aspect”. (A1) 
“All of the websites are now asking for the extra three digit security code or 
the bank account code, which provides a little more security”. (A3) 
An interpretive analysis of the above responses indicates that security is critical for e-
vendors to gain trust from these participants and to encourage them to shop online. In 
particular, supporting a secure connection and ensuring safety of customers’ financial 
details signify e-vendors’ competency, which is one aspect of trust. Conversely, a lack of 
a secure connection will only drive away these participants. Also, requesting additional 
information such as a three-digit security code located at the back of a credit card seems 
to enhance their perception of security. The findings further indicate that a secure 
connection in B2C e-commerce is important for consumers. It also means that a digital 
certificate surprisingly had little impact on security and trust in B2C e-commerce. 
5.2.3 Control 
Participants recognised that control over online environment somewhat improved their 
trust in e-vendors, especially in terms of benevolence. 
One participant’ statement supporting the above summary is: 
“I think control contributes to trust formation”. (A3) 
Based on the above comment, there is evidence suggesting that control impacts 
consumer trust to some extent. 
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5.2.4 Web Design 
All participants expressed their opinions similarly that web design plays a significant role 
in determining competency of e-vendors while they are shopping online. They prefer e-
commerce websites with simple and easy navigation that allows them to move from one 
page to another with ease. Two of them also further clarified that they would shop 
elsewhere for the same product if they found that it is difficult to navigate websites. 
Moreover, these participants stated that web design affects their perceptions about 
security and trust in e-vendors, especially a broken link. In particular, they would not 
tolerate any broken link since it is so simple that e-vendors should not make such a 
mistake. 
Some of the participants’ statements supporting the above summary are: 
“If they cannot design a reasonably usable website, then I do not have any 
faith in their abilities in designing a secure website”. (A1) 
“Navigation is important. For example, when I was trying to buy a flower, that 
was my first transaction, and I did not know the current issues. I googled 
international flower shipment because I was sending it overseas. I skipped 
two websites because the navigation was not that easy to get from one page 
to another. So, the navigation facilitating the transaction probably indirectly 
might affect trust. It might have picked my decision of buying from that 
particular website, and that seems maybe because I trusted them, but it was 
a very indirect link”. (A2) 
“There is some correlation between how good your navigation on the website 
and competency of e-vendors, which leads on to trust”. (A1) 
“Web design is just one of the many factors that lead up to be able to trust 
their organisation”. (A3) 
“All the time, I look up Google to find several websites that have the same 
product. About broken links, I just do not tolerate them. It comes down to 
competency. If they cannot do something as simple as that, what would be 
worse if you go through entering credit card details, and it suddenly gets a 
broken link? Did the transaction go through, did it not? I do not know. So, you 
know, it is a great way for me not to continue going any further in the 
process”. (A1) 
“If it is about physical appeal of web design, probably there is an indirect link 
between web design and feelings of safety in online shops”. (A2) 
“I am sure there is emotional impact of web design on security, although it is 
hard to explain. I mean that you see something that looks conservative and 
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simple which reflect confidence. This will have some emotional impact. You 
know, it is subjective”. (A1) 
Based on the analysis of this focus group, there is evidence indicating that high-quality 
web design positively affects trust in e-vendors and intention to purchase. Specifically, 
simple and clean navigation on e-commerce websites reflects competency of e-vendors in 
e-business. Also, the evidence shows that poor web design (i.e. broken links) negatively 
impacts the participants’ feelings about security, which subsequently sends away 
potential customers to shop elsewhere selling the same product. 
5.2.5 Warranty 
All participants similarly explained that they may look for and read a privacy statement. 
In contrast, these participants do not consider a trusted seal as a mechanism that can 
foster their trust since it can be easily forged. 
Some of the participants’ responses supporting the above summary are: 
“I never read the privacy statement”. (A2) 
“I just briefly glance at the privacy statement. Just a quick look. There will be 
nothing in-depth”. (A3) 
“A trusted seal has no impact whatsoever on my trust since it can be easily 
forged”. (A1) 
“Warranty is important for many things that you buy, but a return policy and 
other support do not usually stand out on the websites”. (A1) 
Interpreting the above responses, it is clear that warranty (i.e. a privacy statement and a 
return policy) slightly affects trust in B2C e-commerce. However, all participants in this 
group recognised that a trusted seal can be replicated easily; therefore, they did not pay 
much attention to this issue. In addition, a return policy is a new aspect of warranty in 
B2C e-commerce that emerged from this focus group. 
5.2.6 Identity Theft and Fraud 
The participants in this group recognised both identity theft and fraud problems in B2C e-
commerce. They also agreed that they would be at risk of encountering these issues as 
long as they shopped online, and that led them to believe that security in online shopping 
is not particularly reliable. 
Some of the participants’ statements supporting the above summary are: 
“A banking intermediary company which, for some reason, has about three 
million credit cards and associated details stored on one of their computers. 
- 120 - 
 
Oh, they are meant to do it, but someone hacked into the system found the 
files sitting there”. (A1) 
“Not having products delivered to customers is a possible risk in online 
shopping”. (A2) 
According to the analysis of this focus group, there is evidence showing that the 
problems of identity theft and fraud negatively affect the participants’ beliefs in security. 
In fact, people who are well-informed about identity theft and fraud issues in the Internet 
seem to recognise that security in online shopping is not as reliable as one may think. 
Thus, identity theft and fraud affect trust in B2C e-commerce. 
5.2.7 Phishing 
Two of the participants expressed their concerns that a trusted seal, which is one of 
many elements on e-commerce websites, can be easily forged for phishing activities. 
Therefore, they never considered a trusted seal as an object signalling trustworthiness of 
shopping websites. Furthermore, they also believed that a website using a complicated 
URL is a sign of phishing. 
Some of the participants’ statements supporting the above summary are: 
“There is a way to easily forge a trusted seal”. (A1) 
“I have another thing that I always do is to actually have a close look at the 
URL because there is a lot of neat phishing to make it seem like a URL. If I 
look at the URL and see things between two slashes or some really complex 
URL, I will get suspicious”. (A1) 
“We will have to go and check a trusted seal. Of course, they can phish by 
putting you through a trusted sign. It can be done really well, and you never 
know”. (A1) 
“As in all transactions that I have done, I never looked at a trusted seal on 
any of those websites”. (A3) 
Based on the above responses, there is evidence that a fake trusted seal and a site 
designed closely to a real e-commerce websites are possible and that phishing negatively 
impacts web design, warranty and trust in B2C e-commerce. 
5.2.8 Spam 
Two of the participants mentioned that they did not like to unsubscribe themselves from 
spam e-mails since they were concerned that their actions would only tell spammers that 
they really existed. 
Some of the participants’ statements supporting the above summary are: 
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“I suppose that it is part of living on the Internet these days to receive some 
kind of spam e-mails. However, when I start receiving a spam from a 
company that I did not register with, then I guess that I would be hesitant to 
unsubscribe”. (A3) 
“Normally, I will not try to unsubscribe from a spam because it is telling them 
you exist”. (A1) 
From the above responses, it is clear that spam discourages consumers from exercising 
their control over the online environment (i.e. unsubscribe spam e-mails) and that it 
negatively impacts their privacy in B2C e-commerce. 
5.2.9 Proof of Real Business 
Concern over the genuineness of e-vendors was expressed by two of the participants in 
this group. They explained that if they were interested in purchasing a product from an 
unknown e-vendor, they would attempt to convince themselves by searching for some 
proof confirming that these e-vendors really existed. They further clarified that they 
either searched for information from well-known search engines such as Google or looked 
for registered business numbers such as an Australian Business Number (ABN) on 
Australian shopping websites, which is a requirement of business in Australia. They also 
looked for e-vendors’ physical addresses which further confirm that e-vendors indeed 
exist in the real world. In addition, one of these participants mentioned that, depending 
on with whom he was dealing, he might take his time reading a privacy statement. 
Some of the participants’ statements supporting the above summary are: 
“I looked around references from Google reviews of the software so that I was 
pretty sure that the company was the real one prior to actually going to the 
website and giving my credit card details”. (A1) 
“Brick-and-click. If the company exists in the real world, it gives me a solid 
level of trust”. (A1) 
“They should provide a physical address as well rather than hiding it because 
it is a factor indicating their existence”. (A2) 
“Depending on the company, I might read the privacy statement; however, I 
do not always want to read it”. (A1) 
“I checked out that they were a real company, and I went to the website and 
unsubscribe”. (A1) 
“On a few Australian websites that I hopped on, I was searching an ABN 
number—Australian Business Number—whether they were publishing that one 
because it is a requirement of the Australian government that every online 
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company should have the ABN, which consider whether they are in business 
or not”. (A2) 
According to the responses above, there is evidence that proof of real business (i.e. 
physical addresses, search engines and registered business numbers) promotes trust. In 
addition, evidence indicates that proof of real business encourages consumers to exercise 
their control over the online environment. In particular, they will be more confident after 
they know that e-vendors are genuine since they expect their requests to be honoured. 
Also, proof of real business appears to affect warranty because consumers may choose 
not to read privacy statements. 
5.2.10 Communication 
One participant stated that communication was important in gaining trust in e-vendors. 
He further explained that this included being fast in responding to his query and having a 
phone number available on e-commerce websites. 
The participant’ statements supporting the above summary are: 
“If I had a query, how responsive they are. Do they have a phone number on 
their websites? If I cannot find a phone number on their websites, then I do 
not really want to deal with them because that tells me that they are only 
interested in dealing through the web, and you do not have a facility to 
handle, or they do not concern their customers”. (A1) 
Based on the above statement, there is evidence showing that communication (i.e. 
responsiveness and a phone number) is important in fostering trust in e-vendors. In fact, 
a participant used this factor for determining competency (i.e. do they have a facility for 
customer support?) and benevolence (i.e. do they care about their customers?). 
5.2.11 Reputation 
All participants expressed their opinions that reputation improved their trust in e-
vendors. Furthermore, it made them tolerate problems with digital certificates and 
poorly-designed e-commerce websites. 
Some of the participants’ statements supporting the above summary are: 
“Reputation … like Amazon. If Amazon cannot get it right, then probably no 
one can get it right”. (A1) 
“The only time I had a digital certificate failure was with some sites that I 
knew, which I believed that it was not going to happen and that it was not an 
issue, such as Amazon. I think that it was just some errors in the system”. 
(A1) 
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“The ANZ bank has the most horrible website. The Internet banking system, 
the colour combination, and everything else is horrible, but I use it every 
week. I do not have a choice. I trust them”. (A2) 
“The institution’s reputation overwrites the design”. (A1) 
“Whether it is about online, purely online, brick-and-mortar, or brick-and-click 
kinds of organisations, institutional reputation is critical in developing trust. 
For example, Amazon has developed institutional reputation”. (A2) 
According to the findings from this focus group, there is evidence illustrating that a high 
level of reputation positively affects trust, web design, and consumers’ perceptions about 
security (i.e. digital certificates). 
5.2.12 Reference 
During the focus group discussion, one participant mentioned that he would search for 
some kinds of references about unknown e-vendors if he wanted to make a purchase 
from them. He answered this twice when the focus group moderator asked how he 
ensured that e-vendors were trustworthy and that it was safe to commit to e-
transactions. 
Some of the participants’ statements supporting the above summary are: 
“Before purchasing products, I tend to review the company”. (A1) 
“I research the unknown website to make sure that they are the real 
website”. (A1) 
Based on the above responses, it is clear that references are important in building 
consumers’ senses of safety in online shopping, which then fosters trust in B2C e-
commerce. 
5.2.13 Financial Intermediary 
All participants agreed that financial intermediaries which processed credit card details in 
e-commerce were sometimes responsible for identity theft problems. On the contrary, 
these participants also commented that other intermediaries such as banks are 
considerably trustworthy. 
Some of the participants’ statements supported the above summary are: 
“The worst one was the intermediary companies. A banking intermediary 
company which, for some reason has three million credit cards and associated 
details stored on one of their computers. Someone hacked into the system 
and found the files sitting there”. (A1) 
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“Banks strip me off legally so I am pretty sure that they are not going to rip 
me off illegally”. (A1) 
According to the findings, financial intermediaries (i.e. banks and payment-processing 
companies) affect the participants’ trust in online shopping. However, the identity of 
intermediaries must also be considered. In fact, from the viewpoints of the participants, 
intermediaries such as banks are trustworthy while non-banking companies which 
process financial details are untrustworthy. 
5.2.14 Trusted Third Party 
One participant recognised that e-vendors did not establish security for secure 
transactions. The other two participants did not mention anything regarding this matter, 
although they seemed to understand the role of trusted third parties. 
Some of the participants’ statements supporting the above summary are: 
“Security is not established by e-vendors”. (A2) 
From the above response, it can be said that a trusted third party establishes security, 
which then influences trust in B2C e-commerce. 
5.2.15 Summary 
Fourteen issues emerged from this focus group to impact trust in online shopping signify 
that the participants are knowledgeable and that they were indeed the representatives of 
experts. The discussion in this focus group geared towards a technical point of view 
especially security, identity theft and fraud. Also, while the participants were talking 
about non-technical aspects such as web design and privacy, they tended to link back 
and compare with security issues in B2C e-commerce. For example, under the topic of 
web design (page 118), the participants expressed that they considered a broken link as 
a sign of insecurity. Specifically, if e-vendors are not capable of addressing such a simple 
issue, the participants questioned that, how e-vendors could provide secure transactions 
for their online payments. In addition, based on the researcher’s observation, all 
participants appeared to be quite comfortable and confident about their opinions. They 
also revealed that they normally searched for information about e-vendors on the 
Internet before actually making any payment. This indicates that the experts are 
considered as independent buyers, who are capable of judging trustworthiness of e-
vendors over the Internet. However, having the responses from the experts are 
insufficient since they heavily focused on technical points of view such as security. In 
fact, the majority of buyers do not recognise or fully understand what security is or how 
it works (Farrell, Farrell & Leung, 2001). Therefore, the second focus group was 
conducted to further explore how normal consumers who do not possess as much 
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technical knowledge as experts do would trust B2C e-commerce, which is discussed in 
the next section. 
5.3 Analysis of the FG2 Responses 
The data recorded in this focus group encompass a number of issues in B2C e-commerce 
from seven experienced online shoppers, labelled B1, B2, B3, B4, B5, B6, and B7 for 
privacy purposes. The trust issues emerged from the conversation of this group are 
organised into 15 key themes: privacy, security, control, web design, warranty, identity 
theft and fraud, phishing, spam, proof of real business, communication, 
recommendation, reference, online community, financial intermediary, trusted third 
party, browser company, consumer factors, and rhombus of trust. These themes are 
respectively discussed below. 
5.3.1 Privacy 
Several participants expressed their concerns about privacy in online shopping, although 
they recognised that it is almost impossible to maintain their privacy over the Internet as 
long as they are required to input their shopping details. They revealed that, since they 
could not upkeep their privacy, they attempted to minimise possible damages caused by 
breaches of privacy. Their strategies included using a second e-mail address and 
deploying a spam filter. Participants also mentioned that they were really concerned and 
suspicious how their information would be used by e-vendors, especially information that 
was not needed to complete e-transactions. Consequently, some of these participants 
were reluctant to give away their personal information during shopping online. In 
contrast to the concerns about privacy of e-mail addresses and personal information, one 
participant stated that she was clearly concerned about her privacy of credit card details. 
Some of the participants’ statements supporting the above summary are: 
“Privacy is one of the main things that I will be looking at any website. How is 
privacy handled? This includes my personal information, such as address, 
credit card details, or any kind of information that I am putting in”. (B2) 
“I am not a person super concerned about where my information is going 
because, as soon as you hit the website, they already know where you come 
from. You know, they possibly watch what such identity is going to be during 
that session”. (B6) 
“Things like my e-mail address and so on, I am not worried about, but other 
information like my phone number and address, I can put into only a well-
known e-commerce websites. I will not actually put in an unknown website”. 
(B6) 
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“I have got an e-mail account set up exclusively for that kind of purpose 
where it is full of junk. I never check and just log in once in a while either to 
send e-mails or to keep it alive. So, I am not super concerned about where 
my e-mail address details are going to”. (B6) 
“That is another thing that you look at when you go to the website where 
certain information is really important that you do provide. Basically, you 
need to provide some information that they do not really need”. (B2) 
“The more worry to me is not about no product will arrive but about whether 
or not my information will be used”. (B4) 
“That is why I basically have two e-mail addresses. If there is anything that I 
suspect, I will just use that e-mail address”. (B2) 
“I think I have resigned to it. My privacy is no longer important”. (B7) 
Based on the findings from this group, there is evidence that concern about privacy 
positively increases the need for control over the online environment (i.e. options to 
unsubscribe from mailing lists) and personal information (i.e. choices not to give away 
information which is irrelevant to purchases). The evidence also indicates that concern 
with privacy negatively impacts trust in e-vendors. Alternatively, this means that when 
participants are not concerned over their privacy (i.e. they perceive a high level of 
privacy), they will trust e-vendors. Therefore, a high level of privacy positively impacts 
trust. In addition, the evidence shows that privacy consists of three dimensions: contact, 
identity, and financial details. Each of these dimensions was given a different level of 
importance. Financial details seemed to be the most important one followed by identity 
and contact details. 
5.3.2 Security 
Most participants agreed that security is critical in online shopping except for one 
participant who was not aware of what security was. Those participants who recognised 
security mentioned that they wanted to see e-vendors using more sophisticated security 
systems (i.e. a security code at the back of a credit card, a biometric scan, two-factor 
authentication, and asking a password even after a user has logged in) because they 
believed that these systems provide better protection for their shopping details. 
Some of the participants’ statements supporting the above summary are: 
“What does security mean? Because I do not know about Internet shopping so 
well and because I only shop from some trusted sites, I do not know about 
security. Every time I shop at very famous companies or places. I never 
imagine at all. So, I am just wondering what the security means”. (B3) 
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“A secure connection is very important because I have read the reported 
survey about people tampering with the connection, and they actually are 
from one of their connections. So, I reckon that a secure connection is 
actually playing a big part in online shopping, especially if SSL is 
implemented”. (B7) 
“I normally look for the lock on the website as well that shows you are 
secure”. (B2) 
“I think some sort of actual physical personal identification for your banking 
transaction on the Internet is necessary”. (B4) 
“The bank that I have been using from Singapore, they implemented the 2FA 
factor that means two-factor authentication. So, in order to use the net 
banking, I have to bring my hand phone wherever I go so that once I log in, 
the hand phone receive SMS, and that is from the bank itself. Then, you have 
to key another extra code”. (B7) 
“You have to put in the number on the back of your card”. (B4) 
According to the above responses, there is evidence showing that security (i.e. a secure 
connection, a digital certificate, and an authentication system) positively affects online 
trust. Specifically, using advanced authentication systems such as a biometric scanner or 
two-factor authentication can further enhance a security level perceived by these 
participants, which leads to more trust. It also shows that there are some consumers 
who have no understanding of security. 
5.3.3 Control 
Two participants agreed that having options to unsubscribe from mailing lists and to 
close down shopping accounts gained their trust to a certain degree. However, they also 
mentioned that e-vendors may or may not act upon their requests. Consequently, they 
hardly utilised any control in online shopping. 
Some of the participants’ statements supporting the above summary are: 
“Having the option inspires some kind of confidence. How far you actually 
exercise that is debatable. In the ethic schema saying that if you wish to be 
taken off the mailing list or you want to close down the account, you do such 
as such, I can tell you that would be some kind of transparency in the 
process. But I cannot remember any time when I actually went back and 
closed an account or unsubscribed from the mailing list. I just added to my 
spam filter”. (B6) 
According to the analysis of this focus group, there is evidence indicating that control 
over shopping environment and personal information (i.e. to unsubscribe from mailing 
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lists and to close down shopping accounts) positively enhances trust in e-vendors to 
some extent. 
5.3.4 Web Design 
Several participants reported that quality of web design influences their trust in e-
vendors, although the impact creates different degrees of trust depending on each 
individual. Some participants stated that high quality of web design signifies 
professionalism and willingness to invest while the others argued that good design 
somewhat enhances their online trust. Moreover, a few participants mentioned that they 
would feel safe during online shopping if e-commerce websites are designed so that no 
advertisement pop-up window or adware was installed on their computers. 
Some of the participants’ statements supporting the above summary are: 
“The look and feel of the website suggests a certain level of professionality”. 
(B6) 
“It is not really a lot for web design to foster trust”. (B4) 
“It is a strong point that I need. As I mentioned before, I am picky about how 
good is the site looks and feels, which does not necessarily mean that it is any 
more reliable that others, but it still gives you some kind of a parameter”. 
(B6) 
“A good design does inspire the confidence that it is a good solid looking site”. 
(B6) 
“Good websites mean that they are willing to invest and that there are 
actually professional developers for their websites. The willingness to invest is 
actually a proof of how professional a company is, which ultimately brings 
about trust”. (B7) 
“It is annoying. I think we are talking about professionalism in the site as 
well. A broken link suggests sloppiness or some kind of unprofessional”. (B6) 
“If it does not spawn a million pop-up windows, it is safe”. (B6) 
Based on the above conversation, there is evidence that a good quality of web design 
(i.e. design, no broken link, no advertisement pop-up window, and no malware) 
positively impact both trust and security in B2C e-commerce. In particular, participants 
use this factor to gauge professionalism and investment willingness of e-vendors. 
However, the impact of web design on trust is varied with different participants. 
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5.3.5 Warranty 
Two participants talked about a trusted seal during the discussion. One of them stated 
that a trusted seal did not have any effect on his trust towards e-vendors or e-commerce 
websites because he recognised that a seal could be a fake one. In contrast, the other 
participant argued that he could still check whether a seal was bogus or not. The 
previous participant replied that a digital certificate also did the same job as that of a 
trusted seal; therefore, there was no need to do that at all. 
Some of the participants’ statements supporting the above summary are: 
“Anyone can just put the bogus picture on the website. So, can I really find 
out they do incorporate a party trust?” (B7) 
“I think you can see from the issue date or the registered number of their 
digital certificates from those websites”. (B1) 
According to the interpretive analysis, there is evidence that warranty (i.e. a trusted 
seal) slightly impacted security and trust in B2C e-commerce. 
5.3.6 Identity Theft and Fraud 
A few participants mentioned that identity theft and fraud were possible risks in online 
shopping. One of them mentioned that, regardless of how reliable security was 
established and deployed, e-vendors would be outsmarted by opportunists in the end. 
During the discussion, one participant recalled that he used to be extremely concerned 
about loss of his identity from making e-transactions when he was inexperienced, 
although now he is not bothered with this issue any longer. 
Some of the participants’ statements supported the above summary are: 
“Security is not sufficient. You know, every time secure companies are trying 
to get better than those crackers. Then, in the end, you will find that they will 
be outsmarted”. (B7) 
“I used to be extremely paranoid when I was seeing movies and so on, and I 
thought ‘Oh, they must get my identity, and I am not going to be me 
anymore!’ As you go along, you care to find a bit more about it. I did a lot of 
study about it, and I found ‘Hang on! It is not as extreme as that’”. (B6) 
Based on the findings from this focus group, there is evidence that identity theft and 
fraud negatively affect security. In fact, these possible negative outcomes caused these 
participants to perceive less security in online shopping. However, concern over this 
problem seems to be decreased by the increased experience gained from shopping online 
and from understanding more about this issue. 
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5.3.7 Phishing 
Several participants agreed that phishing is a big problem in B2C e-commerce. Three 
participants recognised that they could not rely on quality of web design alone in 
evaluating trustworthiness of e-vendors since phishing attackers also invested their 
money in developing professional websites. In addition, five participants expressed their 
opinions that they had to be very careful about information (i.e. customers’ feedback and 
comments about e-vendors, trusted seals, and e-mails) which they received or found on 
the Internet, especially when it is related to banking institutions, since it could be done 
by scammers as well. Furthermore, one participant revealed that she would suspect e-
vendors to be scammers if products’ pictures are not real photos and if URLs either are 
complicated or contain special characters. 
Some of the participants’ statements supported the above summary are: 
“That is one of the things that I used to be concerned about because they can 
have their own friends giving them feedback. I also had people who tried to 
contact me to find out whether I have really made a purchase because they 
have seen my feedback comment”. (B2) 
“It is come out to be a scam, and we praise them for their effort for 
developing a good website”. (B6) 
“At least, scammers made the effort and invested their time and money to 
design phishing websites”. (B7) 
“It is kind of like the stranger in the kiddie park offering you a candy”. (B6) 
“It is such a big problem. I have never subscribed to any mail from the bank 
itself so any mail that has been sent to me by any other bank is put in the 
spam filter”. (B7) 
“You probably want to go and confront with the actual institution first before 
you go ahead and give information at their claimed-to-be websites”. (B5) 
“I would never want to communicate with banking institutions over the e-
mail”. (B2) 
“I have aunty and other relatives who have fallen into that kind of things. So, 
they are very alarm when an e-mail like that arrives because it looks 
authoritative”. (B6) 
“Sometimes, I found it is strange. I read some kind of phishing mail that I 
opened. I read some message and some grammatical mistakes. So, this is not 
trusted, is it? Because it is weird”. (B3) 
“Any kind of unusual alphabets would strike me straight away, and I know 
that I should not go there”. (B2) 
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“If it is a picture and not a photograph, then I know it could be highly likely a 
fraud”. (B2) 
“Sometimes, the feedback comments of previous customers can be a risk”. 
(B2) 
From the above responses, it is evident that phishing problems negatively impact web 
design (i.e. quality, URLs, and photographs), communication (i.e. legitimacy of e-mails), 
warranty (i.e. trusted seals), and reference (i.e. feedback and comments of customers 
about e-vendors). In fact, this problem causes participants to perceive a higher level of 
being scammed over the Internet. 
5.3.8 Spam 
Several participants complained about spam problems during the discussion, and the 
issue seemed to be quite important in online shopping. Two of them reported that they 
were resigned to receiving spam as long as they used the Internet or made some forms 
of e-transactions. The other participant recalled his past experience that he stopped 
using a paid e-mail account completely because of spam. In addition, two of the 
participants in this focus group mentioned that although they unsubscribed from mailing 
lists, they still received spam e-mails. 
Some of the participants’ statements supporting the above summary are: 
“Even privacy of e-mail addresses is important because there are many 
spammers on the Internet”. (B2) 
“Some websites allow us to unsubscribe the e-mail, but even though I have 
unsubscribed, they still send spam e-mails”. (B1) 
“In fact, when you reply to unsubscribe, it is a sign that my e-mail is active, 
and that gives them added incentive to send more spam”. (B6) 
“I was quite frustrated with one Internet subscriber that I recently subscribed 
to. Because I am from Singapore, I subscribed to Signet. Within 24 hours of 
initiating my e-mail account, I got like 50 spam mails. I was like ‘Oh man!’, 
and they did not do anything about it even though they know that their e-mail 
users have been constantly bombarded by spammers. Every day I just 
opened Outlook Express, and I saw 20 to 50 mails just from the account. So, 
I just shut it off totally”. (B7) 
“You just do not even bother looking at it. You just look at the important 
ones, and you disregard the rest. Sometimes, I am just busy or cannot be 
bothered. I do not even delete them. I just leave them as it is”. (B2) 
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“I think you are pretty much resigned to getting spam if you are actively on 
the web and have your e-mail everywhere”. (B6) 
Based on the responses from this focus group, there is evidence indicating that spam 
problems negatively impact control, which then violates consumers’ privacy in B2C e-
commerce. This is based on the work of Koehn (2003) which stated that consumers 
should be able to choose what kinds of content and how often they want to receive e-
mails from e-vendors. For example, if consumers demand that e-vendors unsubscribe 
their e-mail addresses, but their requests are then not honoured, they would feel that e-
vendors do not respect their privacy. In other words, one could say if legitimate e-
vendors incessantly send unsolicited e-mails to their potential or current customers, they 
will be at risk of damaging relationships with these customers since these customers may 
simply add the e-vendors’ e-mail addresses to their spam filters and forget about them. 
5.3.9 Proof of Real Business 
One participant admitted that it was important to identify that e-vendors indeed exist 
and are genuine. In fact, he said that he would look for information about e-vendors on 
well-known search engines before actually surfing new shopping websites. 
One participant’ statement supporting the above summary is: 
“If I did go there, there is Googling to cover up that as well”. (B6) 
According to the analysis of this focus group, there is evidence signifying that proof of 
real business (i.e. records on well-known search engines) positively enhance trust in e-
vendors. 
5.3.10 Communication 
Several participants agreed that it is critical to establish good communication and 
understanding between consumers and e-vendors. In fact, they stated that if e-vendors 
do not understand what customers wanted, e-vendors would not be able to provide what 
has been ordered. One participant further clarified that he often sent his enquiry to e-
vendors and observed how they replied back to him. His observation included the speed 
of responses, the format of messages, and the accuracy of replied information. 
Some of the participants’ statements supporting the above summary are: 
“The ability to be able to communicate with an e-vendor that you make the 
transaction is the most important bit for me because if they do not 
understand what I want, I would not get what I order”. (B2) 
“A lot of time, before I make a transaction, I send a company an e-mail and 
see how quickly I get a response, how good the response’s format is, and 
whether they provide adequate information about products”. (B6) 
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“Similar to human conversation, it is an important factor in online transaction 
as well”. (B7) 
“If I need to get back, some kind of receipt number or transaction reference is 
important. If I do not have it, I will be really worried. That is one of the main 
thing that I will be looking at that once you made a transaction, you get some 
kind of response”. (B2) 
Based on the findings, there is evidence showing that establishing good communication 
(i.e. responsiveness, message layout, and information accuracy) is essential in building 
trust in B2C e-commerce. 
5.3.11 Recommendation 
Two participants answered that, to determine trustworthiness of unknown e-commerce 
websites, they prefer to ask someone who has transacted from these sites before. 
Some of the participants’ statements supported the above summary are: 
“I may never use that website before, but I heard that other people have 
used it”. (B4) 
“Recommendation by someone else”. (B2) 
According to the above comments, there is evidence illustrating that recommendation 
fosters trust in e-commerce websites. 
5.3.12 Reference 
A few participants in this group agreed that one way of evaluating trustworthiness of 
unknown shopping websites is to search for information on the Internet, especially 
feedback or comments written by previous customers. 
Some of the participants’ statements supported the above summary are: 
“Some individual websites provide information of previous buyers that they 
bought stuff”. (B2) 
“It is very sort of vague to trust feedback of previous buyers, but I have made 
purchases in the past based on that to a certain point”. (B2) 
“You can actually go back and track those users and just see whether they are 
local or from different countries. You can also track what purchases they they 
have made or whether they are legitimate. You just got to do a bit of research 
and get into it”. (B2) 
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Based on the responses of this group, there is evidence supporting that good reference 
(i.e. feedback and comments written by previous customers) fosters trust in e-commerce 
websites to a certain degree. 
5.3.13 Online Community 
A few participants mentioned that e-commerce websites with online communities made 
them feel that it is safe to make purchases from this e-vendor because online 
communities represent strong human presence on the Internet. In addition, one of them 
further explained his opinion that an online community establishes a level of trust much 
higher than graphics do. 
Some of the participants’ statements supporting the above summary are: 
“Does a particular website have an online community? For example, a sport 
website that also has an online community about sports. People postings 
show that this is a secure site. You know, there is a functional property from a 
particular community, which is the existence of that community”. (B5) 
“I think of the statement made before about having an active community or 
referrals that support the site. I think it is far more confident than the whole 
bunch of animated GIF that looks like scam saying ‘trust me!’” (B6) 
“I think that is very strong human presence that corroborates whatever the 
claimed services are”. (B6) 
According to the interpretive analysis, there is evidence indicating that online 
communities (i.e. forums) positively affect security and trust in online shopping. It is a 
symbol of human presence on the Internet. 
5.3.14 Financial Intermediary 
Several participants affirmed that transactional intermediaries such as PayPal and escrow 
service providers make them feel safe while they are committing to payments over the 
Internet, because they do not need to give their credit card details to e-vendors. Some 
participants also mentioned that insurance for using credit cards provided by banking 
institutions make them feel confident in purchasing products or services online because 
this feature overshadows their perceptions concerning possible risks such as identity 
theft and fraud and because these institutions have reputation for preserving the 
confidentiality of customers’ financial information. Moreover, one participant added that 
the benefit of using credit cards over other money payment methods is that the card has 
a limited daily usage; therefore, possible monetary damages can be minimised. 
Some of the participants’ statements supporting the above summary are: 
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“Some websites that use another third party to do the transaction is also 
pretty secure for me such as PayPal”. (B7) 
“You have known trusted organisations behind like VeriSign, PayPal, or some 
kinds of escrow services that handle the sensitive information like the credit 
card”. (B6) 
“It is safe to use credit cards with a small limit on the Internet”. (B5) 
“My credit card provides an insurance against fraud and hoax and all that, all 
the rest of it. So, I know that if the transaction shows up and I did not 
authorise, I could inform my bank to solve these problems. So, my credit card 
provider outranks any fear I have about opportunists out there”. (B6) 
Based on the findings from this focus group, there is evidence signifying that financial 
intermediaries enhance privacy, security, and trust in online shopping and that they 
reduce perceived risks (i.e. identity theft and fraud) from making purchases over the 
Internet. 
5.3.15 Trusted Third Party 
A few participants expressed their opinions that they want to see e-vendors supported by 
trusted third parties such as VeriSign since it shows them that verified e-commerce 
websites are trustworthy and that they are safe to transact with these sites. In fact, 
these participants seemed to believe that trusted third parties can provide secure e-
transactions. 
Some of the participants’ statements supporting the above summary are: 
“For me, it stands from the technical point of view. I am looking at the 
protocol that they have implemented whether they are actually supported by 
a third party like VeriSign”. (B7) 
“You have got known trusted organisations behind like VeriSign, PayPal, or 
some kinds of escrow services that handle the sensitive information like the 
credit card”. (B6) 
According to the responses of this focus group, there is evidence that trusted third 
parties enhance security and trust in e-commerce websites. 
5.3.16 Summary 
Fifteen issues identified to affect trust in B2C e-commerce indicate that the participants 
in this group were undeniably the representatives of consumers who are experienced in 
shopping online. The direction of their discussion was well-balanced between technical 
and non-technical perspectives. For example, one of the participants stated that if a 
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digital certificate of an e-commerce website is expired, he would still attempt to look for 
other signs which indicate trustworthiness of the e-vendor. Furthermore, whenever they 
discussed about criteria that they used to determine trustworthiness of e-vendors, they 
also mentioned about possible risk which could happen if they believed too much in 
whatever they came across over the Internet. In fact, all participants agreed that they 
were always at risk as long as they were online, but they also attempted to minimise 
their vulnerabilities while they were shopping electronically, which is evident in their 
responses presented in this section. Moreover, they relied not only on themselves to 
search for information but also on others by asking their friends or acquaintances about 
e-vendors prior committing to payments. Based on the researcher’s observation, the 
majority of these participants were quite confident in their opinions while the rest was 
somewhat unsure about whether or not their comments were correct. This means that 
the experienced online shoppers are independent buyers to a certain degree. Although 
the responses from the experienced online shoppers are adequate to answer the research 
questions, it is imperative to further explore how e-vendors can establish trust 
relationships with consumers, especially in terms of initial trust (McKnight, Choudhury & 
Kacmar, 2002b). Since non-experienced online shoppers never did any e-transaction, it 
is an appropriate case to conduct a focus group analysis in order to identify what issues 
are important in establishing consumers’ initial trust, which is discussed in the next 
section. 
5.4 Analysis of the FG3 Responses 
The data recorded in this group lead to several issues in online shopping from six non-
experienced online shoppers labelled as C1, C2, C3, C4, C5, and C6 to protect their 
privacy. It was important to seek opinions of non-experienced online shoppers to 
establish trust in B2C e-commerce, especially initial trust (McKnight, Choudhury & 
Kacmar, 2002b). The trust issues that emerged from the conversation of this group are 
organised into the 6 key themes: security, control, web design, warranty, identity theft 
and fraud, phishing, reputation, recommendation, sources of products, consumer factors, 
and rhombus of trust. These themes are respectively discussed below. 
5.4.1 Security 
During the discussion, one participant expressed his opinion that he believed that the 
Internet has a large-scale security issue. He also mentioned that, unless he was quite 
knowledgeable about the Internet, there was nothing that he could do in terms of 
countermeasures. 
One participant’ statements supporting the above summary are: 
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“I guess the Internet might have large scale security issues. I do not know 
how much the Australian government or some other authorities can solve this 
problem. I am a bit paranoid, I guess. You can get really into it. But, like I 
said, there is not much you can do unless you are very Internet savvy, and 
you can identify this kind of problem”. (C4) 
Based on the above statement, one could say that a lack of security (i.e. from the 
participant’s point of view) negatively affects trust in online shopping. 
5.4.2 Control 
Three participants insisted that they wanted to have total control over online shopping. 
One of the participants further described his reason that he would want to use control to 
minimise possible risks that he may encounter from making purchases online. 
Some of the participants’ statements supporting the above summary are: 
“I would like 100 per cent control of whatever I do”. (C6) 
“I think we need to have 100 per cent control on something like banking”. 
(C1) 
“The more control you have, the more you trust a site”. (C4) 
According to the findings, there is evidence supporting that control positively affects 
intention to shop online. 
5.4.3 Warranty 
One participant recognised that getting unexpected poor-quality products is a possible 
risk from shopping over the Internet. Another participant also reported that he was afraid 
of not being able to return the purchased product if he did not like it. 
Some of the participants’ statements supporting the above summary are: 
“The poor quality of products is a possible risk if I shop online”. (C5) 
“Maybe you could not get a refund”. (C6) 
Based on the above comments, one could say that if there is a return policy clearly 
available on e-commerce websites and these participants know about it, then it will make 
them feel more confident when they purchase online. Therefore, there is evidence 
illustrating that warranty such as a return policy positively impacts trust in e-vendors. 
5.4.4 Identity Theft and Fraud 
Several participants agreed that they were clearly concerned over the issues of identity 
theft and fraud in B2C e-commerce. In particular, due to a lack of both knowledge about 
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the Internet and experience in online shopping, they were heavily influenced by risks, 
which led them to believe that online shopping was insecure. Consequently, all of the 
participants in this group stated that they were concerned about abuse of their 
information. 
Some of the participants’ statements supporting the above summary are: 
“Yes, I think identity theft is a concern”. (C1) 
“You do not really know when somehow your details are stolen”. (C2) 
“Hackers come up with new techniques that can break security systems all the 
time”. (C2) 
Based on the above responses, it is interpreted that, even for non-experienced online 
shoppers, identity theft and fraud negatively affect security in B2C e-commerce. 
5.4.5 Reputation 
Three participants stated that they would shop with well-known websites such as Amazon 
or eBay because they assumed that these sites are trustworthy. 
Some of the participants’ statements supported the above summary are: 
“I guess that Amazon is okay because it is quite a well-known site. I assume 
that it is well-trusted”. (C5) 
“I like well-known sites such as eBay and Amazon since I do trust them more. 
I do not have experience from it, but it does seem trustworthy”. (C4) 
“I think just about the reputation and image of e-vendors”. (C1) 
“Definitely, the reputation of the company from which I am buying makes me 
feel that I could trust”. (C3) 
Based on the above statements, it is clear that reputation of e-business fosters consumer 
trust. In fact, reputable shopping websites are likely to be recognised by non-
experienced online shoppers. 
5.4.6 Recommendation 
When the moderator asked what makes these participants trust e-commerce websites, 
one participant answered that he would ask someone who has bought from these 
websites before deciding whether he would deal with these websites or not. He reported: 
“I would make an enquiry about the people I know that bought online. Have 
they bought on this supplier? And, what were their reactions?” (C6) 
From the above comment, it is clear that recommendation supports trust in e-commerce 
websites. 
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5.4.7 Summary 
Having only six issues identified to impact online trust in this focus group indicates that 
the participants were certainly the representatives of non-experienced online shoppers. 
The discussion in this focus group directed towards risks and control. Based on their 
responses and the researcher’s observation, this was caused by their lack of experience 
in shopping online and technical knowledge such as security; consequently, they agreed 
that it was difficult to imagine how they could determine e-vendors’ trustworthiness and 
make e-transactions on their own. To counter this problem, some of these participants 
stated that they would ask someone about with which e-commerce websites they should 
deal if they were planning to buy something over the Internet. The majority of the 
participants expressed verbally and non-verbally that they were somewhat not confident 
in their opinions about B2C e-commerce. This is understandable since they did not have 
actual experience in making any electronic payment. Despite a lack of experience, they 
recognised that security, control and reputation are imperative to gain their trust in B2C 
e-commerce. According to the evidence from this focus group, one could say that the 
non-experienced online shoppers are dependent buyers, who dominantly rely on others’ 
recommendation or comments about e-vendors and/or e-commerce websites. 
5.5 Importance of the Trust Issues 
At the end of each focus group, the moderator asked all participants to state which of the 
six trust issues including privacy, security, control, web design, warranty, and identity 
theft and fraud were the most important to them. 
In the group of experts, security was unanimously voted to be the most important issue. 
This was expected since the participants were interested in and knowledgeable about 
technical aspects such as security and the Internet. In contrast, warranty was voted to 
be the least important issue followed by web design. This is because the former rarely 
stands out in online shopping while the latter mainly creates emotional impact rather 
than technical assurance that the experts are more interested in. 
In the group of experienced online shoppers, the problem of identity theft and fraud was 
voted to be the most important issue followed by security while web design was voted to 
be the least important issue. Those who classified web design to be the least important 
expressed their opinions in the same way that this factor does not tell them whether or 
not e-vendors are trustworthy. 
In the group of non-experienced online shoppers, the problem of identity theft and fraud 
was voted to be the most important issue followed by security and control. 
In summary, across the three focus groups, the problem of identity theft and fraud was 
voted to be the most important issue in online shopping followed by security and control. 
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On the other hand, web design was voted to be the least important issue followed by 
warranty. 
5.6 Comparative Analysis of the Three Groups 
Based on the results from interpretive analysis of the three focus groups (i.e. the groups 
of experts, experienced online shoppers and non-experienced online shoppers), the 
findings are summarised in Table 39. The table includes trust issues identified from 
literature and the quantitative analysis as well as new issues in relation to trust that 
emerged from the discussions. Although the analysis of the focus groups complemented 
and confirmed trust issues identified from quantitative analysis discussed in Chapter 4, a 
number of new trust issues were identified from focus groups. 
As presented in Table 39, it is clear that people having different amount of experience in 
shopping online perceive things to be trustworthy differently. For example, the 
experienced online shoppers dominantly trusted transactional intermediaries (i.e. the 
responses on page 134) while the experts did not (i.e. the responses on page 123). In 
contrast, there is no evidence that non-experienced online shoppers recognised this 
issue. By piecing together the evidence on the differences of responses between the 
three focus groups in a logical way, it was possible to reach the conclusion that the 
findings support the argument of this thesis stated in Chapter 2 on page 61 that 
individuals may perceive the factors addressed in the research model differently. As a 
result, conversation of the three focus groups provides fruitful, diverse viewpoints of 
consumers about trust issues in B2C e-commerce, which is summarised in Table 39. 
By combining the findings from the three focus groups, one could say that consumers 
become more independent and confident over time with increased online shopping 
experience. In fact, after they learn and understand more about the Internet and 
cybercrime, their knowledge is increased; as a result, they perceive less uncertainty and 
trust B2C e-commerce more. This finding is supported by the response from one of the 
participants in the group of experienced online shoppers (page 129) who recalled his past 
experience that his paranoia of identity theft issues were gradually decreased as he 
learnt more about online shopping. The findings of this research are also similar to the 
experimental research of Yamagishi (2001) that trust breeds more trust. This means 
that, in order for e-vendors to gain consumer trust, they should address trust issues in 
such a way that it is applied to consumers regardless of their experience in B2C e-
commerce. 
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Table 39: Comparison between the findings of the three focus groups 
Issue Experts (FG1) Experienced Online 
Shoppers (FG2) 
Non-
experienced 
Online Shoppers 
(FG3) 
Findings 
Privacy • Positively impacts 
control and trust 
• Four dimensions: 
financial, account, 
identity, and contact 
details 
• Each of the 
dimensions is given a 
different level of 
significance 
• Financial detail is the 
most important 
followed by account, 
identity, and contact 
details 
• Positively impacts 
control and trust 
• Three dimensions: 
financial, identity, and 
contact details 
• Each of the dimensions 
is given a different level 
of significance 
• Financial detail is the 
most important followed 
by identity and contact 
details 
 • Privacy is important in fostering control and 
trust in B2C e-commerce; especially in terms of 
financial detail (e.g. credit card numbers), 
account detail (e.g. usernames and passwords), 
identity detail (e.g. name, date of birth and 
address), and contact detail (e.g. e-mail 
addresses); although experts and experienced 
online shoppers give a different level of 
significance to each of these details. 
• Proposition 1 (privacy will positively affect 
consumer trust in online shopping) and 
proposition 2 (privacy will positively affect the 
need for control) are partially supported. 
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Issue Experts (FG1) Experienced Online 
Shoppers (FG2) 
Non-
experienced 
Online Shoppers 
(FG3) 
Findings 
Security • Positively impacts 
trust and intention to 
shop online 
• The most important 
issue 
• Four dimensions: a 
secure server, a 
secure connection, an 
authentication system, 
and a digital certificate 
• Will shop elsewhere if 
security is not 
supported 
• A digital certificate has 
little impact on trust 
 
 
 
• Positively impacts trust 
• A very important issue 
• Three dimensions: a 
secure connection, a 
digital certificate, and 
an authentication 
system 
• A digital certificate 
clearly impacts trust 
• May look for other signs 
to gain trust and may 
not continue shopping if 
security is not well-
supported 
• A lack of 
perceived 
security 
negatively 
impacts trust 
• A very 
important 
issue 
• Security is clearly important in fostering trust 
regardless of consumers’ experience in B2C e-
commerce. Security issues include a secure 
server, a secure connection, an authentication 
system, and a digital certificate. The experts 
considered a digital certificate to be less 
important whereas, for experienced online 
shoppers, it was important. 
• Proposition 3 (security will positively affect 
consumer trust in online shopping) is supported. 
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Issue Experts (FG1) Experienced Online 
Shoppers (FG2) 
Non-
experienced 
Online Shoppers 
(FG3) 
Findings 
Control • Positively impacts 
trust to a certain 
degree 
• One dimension: an 
ability to unsubscribe 
from a mailing list 
• Positively impact trust 
• Two dimensions: 
unsubscribing from a 
mailing list and closing 
an account 
• Positively 
impacts 
intention to 
shop online 
• A very 
important 
issue 
• Impact of control on trust is important for the 
experienced and non-experienced online 
shoppers; however, it is not important for the 
experts. Control issues include abilities to 
unsubscribe from a mailing list and to close a 
shopping account 
• Proposition 4 (control will positively affect 
consumer trust in online shopping) is supported. 
 
Web Design • Not a very important 
issue 
• Three dimensions: 
quality, navigation, 
and no broken link 
impact security which 
then fosters trust. 
• Positively impacts 
security and trust 
• Its importance is varied 
among the participants 
• Four dimensions: 
quality, no broken link, 
no pop-up, and no 
malware 
 
 • Web design has some impact on security and 
trust in B2C e-commerce. Web design issues 
include quality, navigation, no broken link, no 
pop-up, and no malware. 
• Proposition 5 (web design will positively affect 
consumer trust in online shopping) and 
proposition 6 (web design will positively affect 
security) are partially supported. 
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Issue Experts (FG1) Experienced Online 
Shoppers (FG2) 
Non-
experienced 
Online Shoppers 
(FG3) 
Findings 
Warranty • Positively impacts 
trust 
• Not a very important 
issue 
• Two dimensions: a 
privacy statement and 
a return policy 
 
• Positively impacts 
security and trust 
• One dimension: a 
trusted seal 
• Positively 
impacts trust 
• One 
dimension: a 
return policy 
• Warranty is important in fostering trust. 
Warranty issues comprise a privacy statement, 
a trusted seal, and a return policy. 
• Proposition 7 (warranty will positively affect 
security) is partially supported while proposition 
8 (warranty will positively improve control) is 
unsupported. 
 
Identity Theft and 
Fraud 
• Negatively impacts 
security 
• Negatively impacts 
security 
• The most important 
issue 
• Concern is decreased 
with increased 
experience in actual 
online purchases 
 
• Negatively 
impacts 
security 
• The most 
important 
issue 
• Identity theft and fraud decrease consumers’ 
perception of security in B2C e-commerce. 
However, its impact is decreased as consumers 
gain experience in shopping online. 
• Proposition 9 (identity theft and fraud will 
negatively affect security) is supported. 
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Issue Experts (FG1) Experienced Online 
Shoppers (FG2) 
Non-
experienced 
Online Shoppers 
(FG3) 
Findings 
Phishing • Negatively impacts 
trust 
• Two dimensions: 
phishing websites, and 
forged pictures and 
graphics. 
• Negatively impacts trust 
• Three dimensions: 
phishing websites, 
forged pictures and 
graphics, and scammed 
e-mails and online 
information 
 • Phishing makes consumers doubt about 
integrity of web design and warranty, which are 
important elements of gaining trust in e-
commerce websites. Phishing issues consist of 
phishing websites, forged pictures and graphics, 
and scammed e-mails and online information. 
 
 
 
 
 
Spam • Negatively impacts 
control and privacy 
• Negatively impacts 
control and privacy 
 • Spam clearly violates consumers’ privacy and 
reduces control, which lead to reduction of trust 
in online shopping. 
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Issue Experts (FG1) Experienced Online 
Shoppers (FG2) 
Non-
experienced 
Online Shoppers 
(FG3) 
Findings 
Proof of Real 
Business 
• Positively impacts 
trust and control 
• Affects warranty 
• Three dimensions: a 
physical address, 
search engines, and a 
registered business 
number 
 
• Positively impacts trust 
• One dimension: search 
engines 
 • Proof of real business including a physical 
address, search engines and a registered 
business number is important in fostering trust 
in B2C e-commerce. 
Communication • Positively impacts 
trust 
• Two dimensions: 
responsiveness and a 
phone number 
• Positively impacts trust 
• Three dimensions: 
responsiveness, 
message layout, and 
information adequacy 
 • Establishing good communication between e-
vendors and potential customers is important in 
developing a trust relationship. This can be 
achieved by being responsive, using a 
professional message layout, replying 
consumers with relevant and accurate 
information, and providing a phone number on 
e-commerce websites. 
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Issue Experts (FG1) Experienced Online 
Shoppers (FG2) 
Non-
experienced 
Online Shoppers 
(FG3) 
Findings 
Reputation • Positively impacts 
trust, web design, and 
security 
 • Positively 
impacts trust 
• Reputation is important in building consumer 
trust. 
 
Recommendation  • Positively impacts trust • Positively 
impacts trust 
• Recommendations from someone who 
consumers know through offline or online 
channels foster their trust in B2C e-commerce. 
 
  
Reference • Positively impacts 
trust and security 
• Positively impacts trust  • Reference about e-vendors available on the 
Internet such as reviews and comments of 
previous customers improves trust in B2C e-
commerce. 
 
Online 
Community 
 • Positively impacts 
security and trust 
 • Supporting an online community makes 
consumers feel secure and establish their trust 
in online shopping. 
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Issue Experts (FG1) Experienced Online 
Shoppers (FG2) 
Non-
experienced 
Online Shoppers 
(FG3) 
Findings 
Financial 
Intermediary 
• Positively impacts 
trust 
• One dimension: a 
bank 
• Banks are trustworthy 
while some 
transactional 
intermediaries are not 
trustworthy 
• Positively impacts 
privacy, security, and 
trust 
• Two dimensions: banks 
and transactional 
intermediaries 
• Both banks and 
transactional 
intermediaries are 
trustworthy 
 
 • Financial intermediaries including banks and 
transactional companies (e.g. PayPal) are 
important in fostering trust. However, some 
types of intermediaries are distrusted by 
consumers who know about cybercrime 
problems in B2C e-commerce well. 
Trusted Third 
Party 
• Positively impacts 
security 
• Positively impacts 
security and trust 
 • A trusted third party is imperative in making 
consumers feel secure, which then leads to a 
higher level of trust. 
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5.7 Findings of the Focus Group Analysis 
Based on the findings presented in Table 39, propositions 3, 4 and 9 are supported; 
propositions 1, 2, 5, 6 and 7 are partially supported; and proposition 8 is unsupported. 
This means that privacy, security, control and web design foster consumer trust in online 
shopping; privacy positively impacts control; web design and warranty enhance security; 
and identity theft and fraud negatively affect security. In addition, there is evidence that 
hypotheses 5 and 8 (page 25), which describes security and web design positively 
impacting consumer intention to shop online, are only partially supported. Although these 
hypotheses were dropped from the SEM analysis (Chapter 4), the responses from the 
focus groups indicate that these two hypotheses could be further investigated in future 
research in order to confirm the evidence emerging from this study. 
Phishing, spam and a trusted third party emerged from the focus group analysis to 
impact trust in online shopping. Although they are not addressed in the research model 
analysed with the SEM analysis, they are supported by the literature review (Anti-
Phishing Working Group, 2007b; Burns, 2006; James, 2005; Kim & Benbasat, 2003; 
Moores & Dhillon, 2003; Taylor Nelson Sofres & TRUSTe, 2005) in Chapter 2. 
In addition, several other new trust issues emerged from the analysis of the focus 
groups. These include making a return policy (i.e. a warranty stating how customers can 
return products purchased online if they are not satisfied) available on e-commerce 
websites, evidence that the business is real, establishing good communication and 
understanding with potential customers, satisfying customers in order to build good 
reputation, recommendations and reference, supporting an online community, and 
associating with financial intermediaries. 
5.8 Summary 
The analysis of the three focus groups was carried out to confirm the findings of the 
survey analysis in Chapter 4. All relationships between the trust issues in the research 
model (Figure 22 on page 108) are explained and validated with consumer responses 
captured from the focus groups. Some additional issues related to trust which are not 
included in the research model also emerged from this study to be important in breeding 
trust, which include phishing, spam and a trusted third party. Furthermore, several new 
trends arising from the evidence in this study to be essential contributors for trust in 
online shopping are a return policy, proof of real business, communication, reputation, 
recommendation, reference, an online community and an intermediary. In Chapter 6, the 
findings from both the quantitative and qualitative studies are pieced together to provide 
insightful guidance for e-vendors to foster consumer trust in online shopping. 
  
Chapter  6  
DISCUSSION AND CONCLUSION 
This chapter begins by revisiting the research questions followed by the implications of 
this research based on the findings of the quantitative and qualitative studies in Chapter 
4 and Chapter 5. The previous empirical research is also presented to further discuss the 
contribution that this research makes to the body of knowledge in the discipline of trust 
in B2C e-commerce. The chapter ends with the research limitations, suggestions for 
future research, and the conclusion. 
6.1 Answering the Research Questions 
This section summarises the research findings in response to the research questions 
listed on page 6. 
 
 
According to the review of literature presented in Chapter 2, five factors are proposed to 
affect consumer trust and intention to shop online: security, control, web interface, 
cybercrime and a trusted third party. However, the findings from the SEM analysis in 
Chapter 4 indicate that consumer issues related to trust are not the same as those 
discussed in the academic literature. In fact, web interface and cybercrime are multi-
dimensional. By rigorously analysing the survey data with the SEM analysis, as presented 
on page 110, six factors affecting consumer trust have been identified including privacy, 
security, control, web design, warranty, identity theft and fraud. Also, a trusted third 
party was dropped from the analysis because the SEM analysis cannot analyse a 
measurement error of a single-item factor. In contrast to the SEM findings, the evidence 
emerged from the analysis of the three focus groups in Chapter 5 indicates that sixteen 
Q1: What factors affect consumer trust and their intention to shop online? 
“Trust-based Selling works because people would rather buy what they need to buy anyway from 
those they have come to trust. To be trusted, you must be trustworthy, which means being, among 
other things, buyer-centric. Adding trust to selling goes beyond rational needs-based selling; it’s a 
myth that corporate buying is done only with the brain” (Green, 2006, p. 14). 
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factors impact consumer trust in B2C e-commerce: privacy, security, control, web 
design, warranty, identity theft and fraud, phishing, spam, proof of real business, 
communication, reputation, recommendation, reference, an online community, an 
intermediary and a trusted third party. How each of these factors impacts trust in online 
shopping is discussed in the next section. 
 
 
Table 40 presents the findings from the SEM analysis (column one), the analysis of the 
three focus groups (column two) and the literature (column three), which then leads to 
the conclusion about influence of these issues on trust in B2C e-commerce (column four). 
In particular, how these issues impacts consumer trust and their intention to shop online 
are discussed in detail in order to shed the light what this research has found. 
 
Q2: How do these factors influence consumer trust? 
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Table 40: Summary of the research findings 
SEM Findings  Focus Group Findings Literature Impact on Trust 
Privacy positively affects control 
(Privacy→Control=0.394, p<0.005) and 
trust (Privacy→Trust=0.220, p<0.005) in 
online shopping. By comparing between 
the effect of privacy and other factors on 
trust, it is evident that privacy generates 
the highest impact on consumer trust in 
B2C e-commerce. 
A higher level of perceived 
privacy can enhance control and 
trust in online shopping. Four 
dimensions of the privacy issue 
are financial details, account 
details, identity details and 
contact details. Each type of 
these details is given a different 
level of importance by different 
groups of consumers. 
 
 
 
 
 
 
 
 
These findings support the 
work of Olivero and Lunt 
(2004), Furnell and Karweni 
(1999), and Van Dike, Midha 
and Nemati (2007) that 
privacy positively impacts 
control and trust in B2C e-
commerce. 
Privacy enhances control and 
trust in online shopping. Whilst 
the extant literature only 
recognises this issue to be 
unidimensional, this research 
adds new dimensions to 
privacy: 
• Financial details, 
• Account details, 
• Identity details, and 
• Contact details. 
Importance of these details is 
different depending on 
individuals and their experience 
in online shopping. 
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SEM Findings  Focus Group Findings Literature Impact on Trust 
Security positively affects trust 
(Security→Trust=0.177, p<0.005) in 
online shopping. A comparison between 
the effect of security and other factors 
on trust indicates that security generates 
the second highest impact on trust in 
online shopping. 
Security is the most important 
issue in developing trust in B2C 
e-commerce. Four dimensions of 
the security issue emerged from 
the focus group analysis 
including a secure server, a 
secure connection, an 
authentication system and a 
digital certificate. In addition, it 
is clear that the importance of a 
digital certificate is reduced as 
consumers gain more experience 
in shopping online. 
The findings of this issue 
support the work of Belanger, 
Hiller and Smith (2002), Chen 
and Barnes (2007), Cheung 
and Lee (2006), Furnell and 
Karweni (1999), Jutla, 
Kelloway and Saifi (2004), 
Koufaris and Hampton-Sosa 
(2004), Lui and Jamieson 
(2003), McKnight, Kacmar and 
Choudhury (2004), Suh and 
Han (2003), and Teo and Liu 
(2007) that security positively 
impacts trust in B2C e-
commerce. 
 
 
 
 
 
 
Security is clearly an important 
trust issue in B2C e-commerce, 
and it continues to be an 
essential factor in developing 
consumer trust and 
encouraging their intention to 
shop online. 
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SEM Findings  Focus Group Findings Literature Impact on Trust 
Control positively affects trust 
(Control→Trust=0.127, p<0.050) in 
online shopping. The findings presented 
in Table 38 on page 110 show that 
control generates the lowest impact on 
trust in B2C e-commerce. 
Control is important in 
establishing trust in B2C e-
commerce. It also indicates that 
control becomes less important 
when consumers gain more 
experience in shopping online. 
Two dimensions of the control 
issue were found in the analysis 
of the focus groups: an ability to 
unsubscribe from a mailing list 
and an option to close a 
shopping account. 
These findings support the 
work of Chen and Barnes 
(2007), Jutla, Kelloway and 
Saifi (2004), McKnight, 
Kacmar and Choudhury 
(2004), and Olivero and Lunt 
(2004) that control positively 
impacts trust in B2C e-
commerce. It also reflects the 
idea of Luhmann (1979) that 
when people trust others 
more, they use less control to 
influence or monitor others’ 
actions. 
 
 
 
 
 
 
Control is essential in 
developing trust in B2C e-
commerce; however, its role 
becomes less important when 
consumers gain more online-
shopping experience. 
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SEM Findings  Focus Group Findings Literature Impact on Trust 
Web design positively affects security 
(Design→Security=0.262, p<0.010) and 
trust (Design→Trust=0.143, p<0.010) in 
online shopping. A comparison beween 
the effect of web design and other 
factors on trust indicates that web design 
generates the third highest impact on 
trust in B2C e-commerce. 
Quality of web design improves 
consumer trust, although it was 
commonly held to be the least 
important factor since it is 
difficult to determine 
trustworthiness of e-vendors 
through quality of e-commerce 
websites. In contrast, the 
evidence indicates that web 
design clearly impacts 
consumers’ perception about 
security. Five dimensions of the 
web design issue were identified: 
quality, navigation, no broken 
link, no pop-up and no malware. 
These findings support the 
work of Belanger, Hiller and 
Smith (2002), Castelfranchi 
and Pedone (1999), Corbitt, 
Thanasankit and Yi (2003), 
Everard and Galletta (2005), 
Fogg et al. (2001), Head, 
Hassanein and Cho (2003), 
Riegelsberger and Sasse 
(2001), Roy, Dewit and Aubert 
(2001), Steinbrück et al. 
(2002), Sultan et al. (2002) 
that quality of web design 
positively impacts security and 
trust in B2C e-commerce. 
 
 
 
 
 
 
Web design is imperative in 
gaining consumer trust in online 
shopping. It also indirectly 
foster trust by enhancing 
consumer perception of security 
with an absence of broken links, 
pop-up advertisements and 
malware. 
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SEM Findings  Focus Group Findings Literature Impact on Trust 
Warranty positively affects security 
(Warranty→Security=0.173, p<0.050) 
and control (Warranty→Control=0.314, 
p<0.005). However, warranty does not 
have any impact on trust 
(Warranty→Trust=-0.061, p>0.050). 
Warranty supports trust. Three 
dimensions emerged from the 
study: a privacy statement, a 
trusted seal and a return policy. 
Earlier research including 
Belanger, Hiller, and Smith 
(2002), Kaplan and 
Nieschwietz (2003), Kimery 
and McCord (2002), Newholm 
et al. (2004), and Sultan et al. 
(2002) shows this issue to be 
controversial which is similar 
to the findings from the 
quantitative and qualitative 
analyses in this research. 
By comparing the findings from 
this research and previous 
work, the relationship between 
warranty and trust appears to 
be more complicated than what 
the current knowledge can 
explain. The results from the 
SEM analysis identify that 
warranty indirectly impacts 
trust through security and 
control while the responses 
from the focus groups indicate 
that it directly impacts trust to 
some extent. Hence, with the 
current understanding, one 
could say that warranty impacts 
security, control and trust in 
B2C e-commerce. 
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SEM Findings  Focus Group Findings Literature Impact on Trust 
Identity theft and fraud negatively 
affect security (Fraud→Security=-0.178, 
p<0.005). However, they do not have 
any impact on trust 
(Fraud→Trust=0.003, p>0.050). 
The problems of identity theft 
and fraud make consumers feel 
more insecure in an online 
environment. However, their 
concern about these issues 
becomes less problematic as 
they gain more experience from 
making real purchases over the 
Internet. 
These findings confirm the 
work of CMO Council (2006) 
and Farrell (2006) that 
identity theft and fraud 
negatively impact security in 
B2C e-commerce. The results 
from the SEM analysis is also 
similar to the findings of Lui 
and Jamieson (2003) that 
trust makes consumers 
perceive less risk in online 
shopping. 
 
Identity theft and fraud 
generate a negative impact on 
security in online shopping. As 
discussed on page 166, the 
findings of this research clearly 
show that security impacts 
trust. Therefore, it is concluded 
that identity theft and fraud 
affects trust. 
 Phishing negatively impacts 
trust. Three dimensions emerged 
from the responses: websites, 
pictures and graphics, and e-
mails and online information. 
The findings confirm the 
empirical evidence published 
in Elsevier (2007) that 
phishing damages trust in B2C 
e-commerce. 
Phishing causes consumers to 
doubt about integrity of e-
commerce websites, pictures, 
graphics, e-mails and 
information available on the 
Internet, which then leads to 
reduce trust in online shopping. 
 
- 158 - 
 
SEM Findings  Focus Group Findings Literature Impact on Trust 
 Spam emerged from the focus 
groups to be an issue negatively 
affecting control and privacy in 
an online environment, which 
then leads to reduced trust in 
B2C e-commerce. 
It is reported that 39 per cent 
of online shoppers limit or 
stop making purchases over 
the Internet because of spam 
(Taylor Nelson Sofres & 
TRUSTe, 2005) and 16 per 
cent of Internet users have to 
change their e-mail addresses 
(Evett, 2006). 
 
 
Spam makes consumers lose 
their privacy and control over 
the Internet. Consequently, 
their trust in online shopping is 
reduced, which then 
discourages them from making 
online payments. 
 Proof of real business 
establishes trust in online 
shopping. Three dimensions 
emerged from the analysis of the 
focus groups: a physical 
address, search engines and a 
registered business number. 
 Proof of real business is a new 
finding identified in this 
research that promotes trust in 
B2C e-commerce. For example, 
by addressing this issue, online 
shoppers would perceive 
greater credibility of warranty 
and control, which then leads to 
a higher level of trust. 
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SEM Findings  Focus Group Findings Literature Impact on Trust 
 Communication is important in 
developing a trust relationship in 
B2C e-commerce. Four 
dimensions emerged from the 
study: responsiveness, message 
layout, information adequacy 
and a phone number. 
Teo and Liu (2007) found that 
multi-channel integration (i.e. 
a combination of 
communication that includes 
website, e-mail, telephone, 
fax, catalogue and physical 
store) is an important factor 
improving consumer trust in 
e-vendors. Similarly, 
Bacharach and Gambetta 
(2001) stated that poor 
information is a main barrier 
in establishing a trust 
relationship. 
 
 
 
 
 
 
This means that communication 
is crucial in developing trust in 
online shopping. By addressing 
this issue, e-vendors can win 
consumer trust. 
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SEM Findings  Focus Group Findings Literature Impact on Trust 
 Reputation enhances consumer 
trust in B2C e-commerce. In 
particular, even non-experienced 
online shoppers recognised well-
known e-commerce websites 
such as Amazon.com and eBay 
to be trustworthy. 
The findings support the work 
of Jarvenpaa, Tractinsky and 
Vitale (2000), Koufaris and 
Hampton-Sosa (2004), 
Metzger (2006), Pavlou 
(2003), Teo and Liu (2007), 
and van der Heijden, 
Verhagen and Creemers 
(2001) that reputation 
positively affect consumer 
trust. Similarly, Olivero and 
Lunt (2004) identified that 
reputation makes consumers 
perceive less risk in B2C e-
commerce. 
 
Based on the findings of this 
research and the literature, it is 
evident that reputation of an e-
vendor is important to foster 
trust in B2C e-commerce. 
 Recommendation is important 
in promoting consumer trust. 
This finding supports Kuan 
and Bock (2007) that 
recommendation fosters trust 
in B2C e-commerce. 
Recommendations from friends 
or acquaintances about e-
vendors and/or e-commerce 
websites can improve online 
trust. 
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SEM Findings  Focus Group Findings Literature Impact on Trust 
 Reference enhances consumer 
trust. 
The findings also support the 
work of Head, Hassanein and 
Cho (2003), Lim et al. (2006), 
and Shek, Sia and Lim (2003) 
that reference positively 
impacts trust in online 
shopping. A similar finding is 
that of Pavlou and Gefen 
(2004) who state that 
consumer feedback improves 
consumer trust in e-
marketplaces. 
 
Positive comments, feedback 
and reviews about e-vendors 
available on the Internet foster 
consumer trust in B2C e-
commerce. 
 An online community 
positively affects security and 
trust in B2C e-commerce. 
Gefen and Straub (2003) and 
Shek, Sia and Lim (2003) also 
found that an online 
community enhances trust in 
online shopping. 
From the viewpoints of 
consumers, an online 
community represents a human 
presence on the Internet which 
then leads to making 
consumers feel more secure 
winning their trust in online 
shopping. 
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SEM Findings  Focus Group Findings Literature Impact on Trust 
 A financial intermediary (i.e. 
banks and transactional 
intermediaries) impacts trust in 
B2C e-commerce, although 
opinions between experts and 
experienced online shoppers are 
contradictory in terms of 
transactional intermediaries. 
Lui and Jamieson (2003) 
identified that a financial 
intermediary fosters trust in 
B2C e-commerce. Similarly, 
Pavlou and Gefen (2004) 
found that this factor 
improves trust in e-
marketplaces. 
Diverse opinions appear 
between consumers having 
different backgrounds, 
knowledge and experience in 
shopping online, which should 
be pursued in future research. 
With the current understanding 
based on this research and the 
literature, one could say that a 
financial intermediary generates 
an impact on trust in online 
shopping. 
 
 A trusted third party makes 
consumers feel safe, which leads 
to increased trust in B2C e-
commerce. 
The finding of Pavlou and 
Gefen (2004) indicated that a 
trusted third party promotes 
trust in e-marketplaces. 
A trusted third party makes 
consumers perceive a higher 
level of security while they are 
committing to online payments. 
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By piecing together the findings of this research and the literature previously discussed, a 
guide for e-vendors to foster consumer trust in B2C e-commerce is developed and 
explained in the next section. 
6.2 Implications 
Figure 23 represents the implications of this research based on the findings of both the 
quantitative and qualitative studies. This figure is constructed to read from left to right. 
In this figure, there are four main components: consumer, representamens (i.e. privacy, 
security, web design, control, warranty, proof of real business, communication, online 
community, financial intermediary, trusted trust party, reputation, reference and 
recommendation), trust, and intention to shop online. Since the focus of this model is to 
foster consumer trust in B2C e-commerce, issues related to cybercrime (i.e. phishing, 
spam, and identity theft and fraud) are excluded. The explanation of each component in 
the model is in the following paragraphs. 
Consumers start with their desire to buy products online. They may search the Internet 
in order to find which e-vendors or e-commerce websites are trustworthy. Also, they 
would have some kinds of criteria (i.e. representamens) to determine trustworthiness of 
e-vendors or e-commerce websites. Based on diversities of backgrounds, understandings 
and personalities evident in the focus groups, they may perceive and recognise things to 
be trustworthy on the Internet differently. Aspects of trustworthiness would include some 
or all issues in representamens listed above. As determined in this research, experienced 
online shoppers may perceive security and communication to signify trustworthiness of e-
vendors while non-experienced consumers may perceive web design and 
recommendation to represent trustworthiness of e-commerce websites. 
 
Q3: How can e-vendors use these factors to gain consumer trust in B2C e-commerce? 
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Figure 23: Guide for e-vendors to promote trust and intention to shop online in B2C e-commerce 
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As shown in Figure 23, 13 trust issues in online shopping are colour-coded according to 
the types of issues. The types and the issues are discussed below with explanation of 
what e-vendors should address in B2C e-commerce for promoting consumer trust and 
intention to shop online. 
The orange colour represents an e-vendor’s elements indicating the issues which e-
vendors can address by themselves. These include: 
• Privacy: e-vendors should provide privacy of consumers’ information including 
financial details (e.g. credit card numbers), account details (e.g. usernames and 
passwords), identity details (e.g. names and addresses), and contact details (e.g. 
e-mail addresses). In fact, when consumers want to have a higher level of 
privacy, they want to have a greater control over online environment and 
information; 
• Control: e-vendors should provide consumers with some levels of control over 
the online environment and their own information to demonstrate to consumers 
that they are ethical. These include equipping e-commerce websites with a 
variety of online payment methods, not forcing consumers to register themselves 
before browsing catalogues, not forcibly asking consumers to provide information 
that is irrelevant to completing their purchases, providing a facility to unsubscribe 
e-mail addresses from a mailing list, and allowing a registered shopping account 
to be closed down. The focus groups reveal that addressing these issues will 
make consumers perceive greater flexibility in what they can choose and perform 
in B2C e-commerce; 
• Security: e-vendors should support reliable security to illustrate that they have 
the ability to conduct B2C e-commerce safely. The security issues include 
deploying sophisticated authentication systems (e.g. two-factor authentication, 
three-digit security codes, post-logged-in passwords, and biometric scan), using 
digital certificates, supporting a secure connection (e.g. HTTPS), and investing 
secure servers; 
• Web design: e-commerce websites should be professionally designed including 
a high quality interface, easy-to-use navigation, and cleanness (e.g. no pop-up 
advertisement, no unauthorised software installation, and no broken link). High-
quality web design not only fosters online trust but also makes consumers 
perceive a higher level of safety in e-commerce websites; 
• Warranty: e-vendors should make warranty information available on their e-
commerce websites. The information consists of a privacy statement (i.e. to 
guarantee privacy of consumers’ information), a return policy (i.e. to guarantee 
product quality and customer satisfaction), and a trusted seal (i.e. to guarantee 
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e-vendors’ identities, security reliability, and privacy practices). In particular, 
warranty information can provide consumers with a sense of control and safety 
through e-commerce websites; 
• Online community: e-vendors should support customers with an online 
community (e.g. forums) on their e-commerce websites. This provides a human 
presence which fosters consumers’ feelings of safety and trustworthiness. 
Specifically, the existence of an online community makes consumers think that 
they are not the only ones who use the websites; 
• Proof of real business: e-vendors should exhibit themselves to potential 
customers that they are genuine sellers. This can be achieved by providing 
physical addresses and registered business numbers (e.g. ABN7) on their e-
commerce websites, and adding their web addresses at well-known search 
engines (e.g. Google). Awareness of business identities improves the value of 
warranty information on e-commerce websites and provides a sense of having 
control over online environment and information; and 
• Communication: e-vendors should communicate with their potential customers 
appropriately. This comprises responsiveness (i.e. be quick in responding to 
customers’ enquiries), message format (i.e. replying messages should be 
professionally designed), information accuracy (i.e. replying content should be 
relevant to customers’ enquiries), and phone numbers (i.e. e-vendors should 
provide phone numbers on their e-commerce websites allowing an alternative 
means of communication). 
The blue colour in Figure 23 represents affiliating parties that support e-vendors to win 
consumer trust. These include: 
• Trusted third party: e-vendors should be certified by trusted third parties (e.g. 
VeriSign). Specifically, trusted third parties are the organisations maintaining 
security of the Internet. They also issue trusted seals telling consumers that 
identities of e-vendors, security of e-commerce websites, and privacy practice 
have been verified; and 
• Intermediary: e-vendors should incorporate a variety of transactional methods 
supported by financial intermediaries, which can be banks (e.g. credit cards), 
online payment (e.g. PayPal), or escrow services. In fact, allowing customers to 
use their favourite transactional methods amplifies consumers’ sense of privacy 
and security in online shopping. 
 
                                          
7 This is only applicable to Australian companies. 
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The green colour in Figure 23 represents e-vendor’s record signifying the issues which e-
vendors should address over a long period of time. These include: 
• Reputation: e-vendors should establish good relationships with their customers 
in order to improve their brand image in the public. Reputation also allows e-
vendors to spread their names among groups of non-experienced online shoppers 
who may become their potential customers in the future; 
• Recommendation: e-vendors should establish good relationships with their 
customers in order to increase the possibility of getting more potential customers 
via word-of-mouth. In fact, consumers ask other people around them when they 
seek to collect information about unknown e-commerce websites with which they 
are interested to deal; and 
• Reference: e-vendors should establish good relationships with their customers 
by promoting their businesses on the Internet in a positive way. This is because 
online comments, feedback and reviews about e-vendors is another source of 
information indicating e-vendors’ performance. 
In the end, after consumers have considered all possible issues listed above, they will 
decide whether or not they should deal with e-vendors based on the level of 
trustworthiness that they perceive. In case of trust, combinations of the issues above will 
promote consumer intention to shop online in B2C e-commerce. Figure 23 with trust 
issues established from this research has been simplified for e-vendors, and this is 
presented in Figure 24. 
As shown in Figure 24, e-vendors should mainly focus on e-vendor’s elements including 
privacy, security, web design, control, warranty, online community, proof of real business 
and communication. E-vendors should also consider affiliating with other well-known e-
commerce parties such as financial intermediaries and trusted third parties to add value 
into the e-vendor’s elements. More importantly, e-vendors can further win consumer 
trust by establishing and maintaining good relationships with their previous customers in 
order to create good business records (i.e. reputation, recommendation and reference), 
which potentially encourages more customers to make purchases with them. As a result, 
e-vendors can utilise the model illustrated in Figure 24 to win consumer trust in B2C e-
commerce. 
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Figure 24: Guide for e-vendors to promote trust and intention to shop online in B2C e-commerce (a simplified version) 
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6.3 Limitations of the Research 
As with all research, there are limitations in this study. These are: 
i. Although Dancey and Reidy (2004), Gorsuch (1983), Hair et al. (2006), and 
Tinsley and Tinsley (1987) suggest that a sample size for EFA should be 325 (i.e. 
the ratio of respondents per item is 5:1), Everitt (1975), Ho (2006), and Nunnally 
(1978) argue that a sample size should be at least 650. Based on these views, 
perhaps a larger sample size would have resulted in slightly different findings, 
which provide further insight on trust in B2C e-commerce; and 
ii. It is suggested that at least two focus groups should be conducted for each 
category (Morgan & Scannell, 1998). However, due to unavailability of 
participants for each category, the qualitative study is based on one focus group 
discussion for each category (i.e. experts, experienced online shoppers, and non-
experienced online shoppers). This means that this research may have missed out 
on some new trust issues and further opportunities to understand how consumers 
trust e-vendors in B2C e-commerce; 
6.4 Suggestion for Future Research 
This research identified several trust issues. However, some aspects related to trust in 
B2C e-commerce were beyond the scope of this research to explore in detail. The 
followings are then suggested for future research: 
i. Web design is proposed to impact both trust in e-vendors and e-commerce 
websites. However, it is evident from the findings of the SEM analysis that web 
design has little or no impact on trust in e-commerce websites (p>0.1). Future 
research should pursue this trend of why web design does not generate any 
impact on trust in e-commerce websites. 
ii. Warranty is proposed to affect consumer trust in online shopping. While the 
results from the SEM analysis show that it does not affect trust directly, the 
results from the focus group analysis provide evidence that it has some direct 
impact on consumer trust. This finding also supports the empirical research of 
Belanger, Hiller, and Smith (2002), Kimery and McCord (2002), and Sultan et al. 
(2002) that the relationship between warranty and trust seems to be more 
complicated than a mere direct relationship. Future research should explore how 
warranty actually influences consumer trust in B2C e-commerce. 
iii. Although the survey respondents resided in three different countries (i.e. 
Australia, UK, and Thailand), this research did not incorporate other issues such 
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as cultural, legal, and environmental factors into account. External factors such 
as families or friends using the Internet for shopping online may also influence 
non-experienced online shoppers to trust the Internet and to start making online 
purchases as well (i.e. diffusion of innovation theory). In particular, these factors 
may affect consumer trust or intention to shop online. Future research should 
examine impact of these factors on consumer trust in online shopping. 
iv. The findings from the focus group analysis indicate that privacy is important in 
four aspects including financial detail, account detail, identity detail and contact 
detail. In fact, the participants gave unequal importance to each of these 
aspects. Therefore, future research should consider exploring each of these 
privacy issues and evaluate their impact on consumer trust in online shopping. 
v. The responses of the focus groups from the experts and the experienced online 
shoppers were contradictory in terms of intermediaries providing online 
payments in B2C e-commerce. While the experts distrusted these intermediaries 
for processing e-transactions, the experienced online shoppers trusted 
intermediaries such as PayPal. Since experts and experienced online shoppers 
were not in the same focus group, this research could not provide any 
explanation regarding the contradiction. Therefore, future research should 
explore this issue in order to understand how intermediaries affect consumer 
trust in B2C e-transactions; 
vi. This research identified the influence that an online community can have on 
trust. Earlier research (Singh & Rose, 2005) identified the role of online (virtual) 
communities in B2C e-commerce to provide customer service support. Further 
research is required to establish the roles of online communities on trust and in 
B2C e-commerce. 
vii. Although hypotheses 5 and 8 (i.e. security and web design positively affect 
consumer intention to shop online) were dropped from the SEM analysis, the 
findings from the focus group analysis supply evidence that these hypotheses 
are worth exploring in the future. 
viii. In this research, the rhombus of trust was created to provide an explanation of 
the trust phenomenon and to narrow down the scope of the topic. While this 
research only focuses on representamen, it leaves room for future research to 
investigate other dimensions: interpretant, manifesta, and object. Appraising the 
process of trust (i.e. perception, interpretation, suspension, and expectation) is 
also another possible direction for future research. 
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6.5 Conclusion 
Since 1995, B2C e-commerce has become the main method to purchase products and 
services for many people, especially Internet users. Although its popularity is increasing 
and Internet security is being enhanced, consumer trust in online shopping has not 
improved proportionately. A lack of trust in B2C e-commerce subsequently discourages 
many consumers from making purchases over the Internet. Hence, it is crucial for e-
vendors to fully understand and address trust issues concerning consumers to be able to 
operate successful e-businesses. 
To date, trust models proposed in prior research for addressing trust issues in B2C e-
commerce (Table 4 on page 27) largely lack underpinning theories that can clearly 
explain the phenomenon of trust, especially how trust is established. Therefore, one of 
the contributions of this research is to provide researchers a trust theory, the rhombus of 
trust (Figure 9 on page 46), which distinctly illustrates the components, the process, and 
their relationships in the topic. Although the rhombus of trust is not directly confirmed in 
this research, part of the findings in the analysis of the focus groups supports that it can 
be used to describe the phenomenon of trust. In particular, it opens a new direction for 
future research in this topic to further understand how consumers trust e-vendors. The 
researcher also demonstrates how future research can utilise the rhombus of trust by 
focusing the research question on one dimension: representamen. 
The above contribution led this research to a key contribution which is to develop a new 
framework for e-vendors to practically promote consumer trust and intention to shop 
online. In fact, prior trust research (Table 4 on page 27) mainly focused on consumer 
demographics, personality, attitude, knowledge, and online experience impacting trust in 
online shopping. While academia may benefit from the findings of the previous studies, it 
is difficult to see how e-vendors can adopt such solutions for their own e-businesses. In 
reality, e-vendors cannot choose or control what types of consumers will be their 
potential customers since e-commerce is conducted in a global scale. As a result, this 
created the gap between the trust research and applications for practitioners. In 
contrast, the findings of this research supply e-vendors with guideline about what should 
be addressed precisely in B2C e-commerce since it is based on the viewpoints of 
consumers identifying a set of issues considered to be an indicator of e-vendor’s 
trustworthiness in the quantitative and qualitative studies. While the quantitative study 
utilised a sophisticated statistical technique (i.e. SEM) to analyse and validate the current 
trends related to trust in online shopping, the qualitative study adopted the focus group 
analysis to confirm the findings of the quantitative study by providing rich explanations 
for the quantitative results. Moreover, the qualitative study also provided the researcher 
an opportunity to further explore unforseen or missing trust issues which were not 
addressed in the extant literature. In fact, another contribution of this research is to 
identify a new issue, proof of real business, impacting trust in B2C e-commerce. By 
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combining the quantitative and qualitative techniques, this research obtains critical 
findings that provide convincing, information-rich guideline for e-vendors to foster 
consumer trust in online shopping (Figure 24 on page 168).  
The contribution of this research is also a new, multi-dimensional trust model (Figure 23 
on page 164). It depicts the factors that directly enhance consumer trust in B2C e-
commerce and the relationships between them. This generates new insight into how 
some factors affect trust indirectly. The findings of this research thus enable researchers 
to understand how to improve the factors impacting trust in B2C e-commerce. 
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A.1 Letter of Invitation (English) 
 
Dear Colleague, 
 
I am Siddhi Pittayachawan, a PhD candidate in School of Business IT. My research is 
about consumer trust and intention to shop online. I assume you have some 
experience in shopping online and will be extremely grateful to you if you will help me 
complete my research by responding to the online survey on 
https://e40196.bf.rmit.edu.au/survey 
The survey will take approximately 8 minutes of your time. 
Since this survey is hosted on a RMIT server, it is inside the firewall aimed at the RMIT 
population only. Accordingly, to respond to the survey you are required to register with 
your student email address to be recognised as a valid user. 
Please note that your student email address will give you access, and is not recorded 
anywhere on the system. Your responses will be anonymous. Each student email is 
allowed only one opportunity to respond to the questionnaire. 
Within this e-mail, you will also find attached a detailed statement that describes this 
research. 
Thank you very much for your help. You can make a difference to my PhD by responding. 
I wish you all the best with your final assignments and exams.  
 
Siddhi 
 
Siddhi Pittayachawan 
 
PhD Candidate 
School of Business IT 
Business Portfolio 
RMIT University 
E-mail: x02672@ems.rmit.edu.au 
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A.2 Letter of Invitation (Thai) 
 
เรียน นกัศึกษาท่ีนับถือ 
 
ผมช่ือนายสิทธิ พิทยชวาล ปจจุบันกาํลังศึกษาในระดับปริญญาเอก ณ School of Business 
Information Technology, RMIT University นครเมลเบอรน ประเทศออสเตรเลีย ขณะน้ีกําลังดําเนนิงาน
โครงการวิจัย หัวขอ การศกึษาเกีย่วกับผูบริโภคในเร่ืองของความไววางใจ และความต้ังใจในการซ้ือสินคา
หรือบริการดวยวิธีออนไลน ซ่ึงสวนหนึ่งของโครงการวิจยัเร่ืองดังกลาวมีความจําเปนตองเก็บรวบรวมขอมูล
จากนกัศึกษาในประเทศไทยดวยวิธีออนไลนบนคอมพิวเตอร 
 
ดังนั้น ผมจึงใครขอความอนุเคราะหจากนักศึกษาของมหาวิทยาลัยราชภัฏจันทรเกษม ไดโปรดเขา
รวมโครงการวิจัยดังนี ้
1. กรุณาคลิกไปท่ี https://e40196.bf.rmit.edu.au/survey/thai จะปรากฏหนาแรกของแบบสอบถาม 
2. โปรด log in ขอมูลดวยการใสรหัสนักศึกษา ลงบนแถบสีเหลือง ในรูปแบบของ รหัส
นักศึกษา@chandra.ac.th แลวคลิกท่ี Start นักศึกษาจะพบรายการในแบบสอบถาม 
3. ท้ังนี้ ใครขอเรียนวารหัสนักศึกษาใชเฉพาะเพื่อ log in เทานั้น และจะไมปรากฏ ณ ท่ีใด ซ่ึง
ผูวิจัยก็จะไมทราบรหัสนักศึกษาดวย สวนขอมูลท่ีตอบ ลงบนแบบสอบถามจะปรากฏใน server 
ท่ีติดต้ังไวเปนการเฉพาะสําหรับโครงการวิจัยเพื่อใชในการวิเคราะห ซ่ึงขอมูลท้ังหมดจะปด
เปนความลับ 
 
ผมขอขอบพระคุณเปนอยางยิ่งมา ณ โอกาสนี้ ท่ีทุกทานมีสวนกรุณาชวยดาํเนินการในเร่ืองของการ
ตอบแบบสอบถาม ฉบับนี้ และผมขอต้ังจิตอธิษฐานใหทุกทานประสบผลสําเร็จตามท่ีปรารถนา และขอให
นักศึกษาทุกทานไดรับผลการศึกษาดีท่ีสุดตลอดภาคการศึกษาและตลอดไป 
 
ขอแสดงความนับถือ 
 
 
สิทธิ   พิทยชวาล 
 
 
- 204 - 
 
A.3 Plain Language Statement (English) 
 
Invitation to Participate in a Research Project 
Project Information Statement 
 
Project Title: 
? A Study on Consumers’ Trust and Intention to Shop Online 
 
Investigators: 
? Mr. Siddhi Pittayachawan (Business IT PhD candidate, Business Portfolio, RMIT 
University, x02672@ems.rmit.edu.au, (03) 9925 1685) 
? Dr. Mohini Singh (Research Senior Supervisor: Associate Professor of Information 
Technology and E-Business, Business Portfolio, RMIT University, 
mohini.singh@rmit.edu.au, (03) 9925 1355) 
? Dr. France Cheong (Research Second Supervisor: Senior Lecturer, Business 
Portfolio, RMIT University, france.cheong@rmit.edu.au, (03) 9925 5929) 
 
 
Dear Participant, 
 
You are invited to participate in a research project being conducted by Mr. Siddhi 
Pittayachawan, a PhD candidate in School of Business Information Technology at RMIT 
University. This information sheet describes the project in straightforward language, or 
‘plain English’. Please read this e-mail carefully and be confident that you understand its 
contents before deciding whether to participate.  If you have any questions about the 
project, please contact Mr. Siddhi Pittayachawan via e-mail or phone as mentioned 
above.   
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Who is involved in this research project? Why is it being conducted? 
? People involved in this project are: 
? Mr. Siddhi Pittayachawan is a PhD student of RMIT University.  
? Assoc. Prof. Mohini Singh is the senior supervisor of this project. 
? Dr. France Cheong is the second supervisor of this project. 
? This project is being conducted as part of a degree: Doctor of Philosophy 
? This project has been approved by the RMIT Human Research Ethics Committee 
(HREC). 
 
Why have you been approached? 
? You have been approached with this questionnaire invitation because you are a 
student of RMIT University. This invitation is randomly sent to postgraduate 
students who are currently enrolled in School of Business Information Technology 
and have access to an RMIT e-mail system. This invitation e-mail has been 
approved by RMIT University and is sent via an RMIT internal mailing list system. 
 
What is the project about? What are the questions being addressed? 
? This project is to investigate what factors in online shops are considered to be 
trustworthy and able to convince consumers to shop online. The primary focus of 
the project is how consumers trust and shop online based on what they see and 
know. 
 
If I agree to participate, what will I be required to do? 
? If you agree to participate in this survey, you will be required to do an online 
questionnaire, which is hosted by RMIT University. This survey will take about 8 
minutes to complete. You will only have to click your answers regarding your 
experience and attitude towards shopping online. You will be given a tracking 
number that allows you to come back and complete the questionnaire in case you 
do not have enough time to answer all questions or you accidentally close your 
web browser. This tracking number will not identify you in any way, and 
therefore, you can be sure that no individual involved in this project will be able to 
identify you. 
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What are the risks or disadvantages associated with participation? 
? There are no anticipated risks associated with participation in this project. You will 
be entirely anonymous since no data collected in this survey can be used to 
identify you. Your questionnaire data will be confidential since the questionnaire 
server supports a secure connection. 
 
What are the benefits associated with participation? 
? You will receive no direct benefit from participating in this project. However, your 
participation will help us to analyse consumers’ opinions regarding online 
shopping. 
 
What will happen to the information I provide? 
? You can be absolutely sure that all information you provide will be kept strictly 
confidential. Your information will be seen by only the investigators of this project 
as mentioned previously. 
? Any information that you provide can be disclosed only if (1) it is to protect you or 
others from harm, (2) a court order is produced, or (3) you provide the 
researchers with written permission. 
? Your information will be combined with those of other participants, and will only 
be used for statistical analysis. The results will be disseminated in conference 
proceedings, journals, and the thesis. Your and other participants’ information will 
be kept securely at RMIT University for a period of 5 years upon completion of the 
project. 
 
What are my rights as a participant?  YOU HAVE… 
? The right to withdraw their participation at any time, without prejudice. 
? The right to have any unprocessed data withdrawn and destroyed, provided it can 
be reliably identified, and provided that so doing does not increase the risk for the 
participant. 
? The right to have any questions answered at any time. 
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Whom should I contact if I have any questions? 
? If you have any question about this survey, please contact Mr. Siddhi 
Pittayachawan on (03) 9925 1685 or e-mail at x02672@ems.rmit.edu.au. 
Alternatively, you can contact Dr. Mohini Singh on (03) 9925 1355 or e-mail at 
mohini.singh@rmit.edu.au. 
 
 
Yours faithfully, 
 
 
Siddhi Pittayachawan 
PhD Candidate (M. Eng., B. Eng.) 
School of Business Information Technology 
Business Portfolio 
RMIT University 
 
Any complaints about your participation in this project may be directed to the Secretary, Portfolio Human Research Ethics Sub Committee, Business 
Portfolio, RMIT, GPO Box 2476V, Melbourne, 3001.  The telephone number is (03) 9925 5594 or email address rdu@rmit.edu.au. Details of the 
complaints procedure are available from the above address or http://ww.rmit.edu.au/council/hrec 
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A.4 Plain Language Statement (Thai) 
 
ขอชี้แจงท่ัวไปเก่ียวกับโครงการวิจัย 
หัวขอวิจัย การศึกษาเกี่ยวกับผูบริโภคในเร่ืองของความไววางใจและความต้ังใจในการซ้ือสินคา หรือ
บริการดวยวิธีออนไลน 
สถานท่ีวิจัย School of Business Information Technology, RMIT University, Australia 
บุคลากร นายสิทธิ พิทยชวาล  นักศึกษาระดับปริญญาเอก (ผูดําเนินการวจิัย) 
      E-mail: x02672@ems.rmit.edu.au 
      Tel: +61 3 9925 1685 
รองศาสตราจารย Mohini Singh อาจารยท่ีปรึกษา (นกัวจิัยระดับอาวุธโส) 
      E-mail: mohini.singh@rmit.edu.au 
      Tel: +61 3 9925 1355 
ดร. France Cheong  อาจารยท่ีปรึกษา (นกัวจิัยระดบักลาง) 
      E-mail: france.cheong@rmit.edu.au 
      Tel: +61 3 9925 5929 
 
โครงการวิจัย เปนไปตามท่ีกาํหนดในหลักสูตร Doctor of Philosophy ซ่ึงไดรับความเห็นชอบให
ดําเนินการวิจยัได และแบบสอบถามไดรับการรับรองใหใชได จากคณะกรรมการวจิัย
จริยธรรมมนุษย (Human Research Ethics Committee—HREC) ณ สํานักงาน RMIT 
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เรียน   ผูตอบแบบสอบถามที่นับถือ 
ผมนายสิทธิ พิทยชวาล นกัศึกษาปริญญาเอกของมหาวิทยาลัย RMIT ณ นครเมลเบอรน ประเทศ
ออสเตรเลีย ใครขอเรียนเชิญทานไดโปรดใหความอนุเคราะหตอบแบบสอบถามเพ่ือโครงการวิจัย หวัขอ 
การศึกษาเกี่ยวกับผูบริโภคในเร่ืองของความไววางใจ และความตั้งใจในการซ้ือสินคาหรือบริการดวยวิธี
ออนไลน 
 ขอความท่ีปรากฎในเอกสารฉบับนี้ ถูกเรียบเรียงข้ึน ดวยภาษาท่ีอานเขาใจงาย โปรดอานเอกสาร
ฉบับนี้ อยางรอบคอบ และเช่ือม่ันในตนเองวา ทานเขาใจรายละเอียดเกี่ยวกับโครงการวิจยันี้อยางถองแท
กอนท่ีจะเขารวมโครงการวจิัยนี้ ถาทานมีคําถามเพ่ิมเติม โปรดติดตอผมทางอีเมลหรือโทรศัพทท่ีปรากฏ
ขางตน 
 
การเรียนเชิญเขารวมโครงการวิจัย 
 ทานไดรับการเรียนเชิญเขารวมโครงการวจิัยนี้ เพราะวาทานเปนนกัศึกษาของมหาวทิยาลัยราชภัฏ
จันทรเกษม การเรียนเชิญนีถู้กสงทางอีเมลไปท่ีนักศึกษาโดยตรง และไดรับการเหน็ชอบจากคณะกรรมการ 
HREC และมหาวิทยาลัย RMIT เปนท่ีเรียบรอยแลว 
 
สาระสําคัญของโครงการวิจัย 
 เปนโครงการสํารวจและคนควาหาเหตุผลวามีปจจยัอะไรท่ีทําใหผูบริโภคไวใจ และตัดสินใจซ้ือ
สินคาและบริการดวยวิธีออนไลน 
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เม่ือทานตองการตอบแบบสอบถาม 
 ถาทานตัดสินใจจะตอบแบบสอบถาม ทานตองใชวิธีตอบแบบสอบถามออนไลนบนคอมพิวเตอร
ไปยังมหาวิทยาลัย RMIT การตอบแบบสอบถามน้ีจะใชเวลาของทานประมาณ ๘ นาที โดยทานตองคลิก
หนึ่งคําตอบตอหนึ่งคําถาม ซ่ึงเกี่ยวกับประสบการณและเจตคตใินการซ้ือสินคาหรือบริการโดยวธีิออนไลน 
 แบบสอบถามออนไลนนี้อยูท่ี https://e40196.bf.rmit.edu.au/survey/thai เม่ือทานเขาไปยังหนาแรก
ของแบบสอบถามนี้แลว โปรดใสรหัสนักศึกษาของทานในรูปแบบของ รหัสนักศึกษา@chandra.ac.th 
 
ผูตอบแบบสอบถามจะมีความเสี่ยงหรือขอเสียหายหรือไม 
 ผูตอบแบบสอบถามจะไมมีความเส่ียงหรือขอเสียหายใด ๆ  เนื่องจากไมมีการเก็บรายระเอียด
เกี่ยวกับขอมูลสวนตัว และขอความท้ังหมดในแบบสอบถามจะถูกเก็บเปนความลับ ซ่ึงไดมีการติดต้ังระบบ
รักษาความปลอดภัยสําหรับขอมูลท้ังหมดบน server ณ มหาวิทยาลัย RMIT ผูดําเนนิการวจิัยจะไมสามารถ
เห็นอีเมลหรือรหัสนักศึกษา จะใชไดเฉพาะขอมูลบนแบบสอบถามเพ่ือการวิเคราะหและทําวิทยานพินธ
เทานั้น 
 
ประโยชนท่ีทานใหกับสังคม 
 ความเหน็ของทานท่ีตอบในแบบสอบถามจะเปนประโยชนตอการวิเคราะหในโครงการวิจยันี้ ซ่ึงจะ
เอ้ือประโยชนโดยตรงตอผูบริโภคจากการตัดสินใจซ้ือสินคาและบริการดวยวิธีออนไลน 
 
 
การนําขอมูลจากแบบสอบถามไปใชในโครงการวิจัย 
? ขอใหทานม่ันใจไดวาขอมูลในแบบสอบถามทั้งหมดจะถูกเก็บเปนความลับอยางเครงครัด ขอมูลจะ
ปรากฏเห็นไดเฉพาะผูดําเนนิการวจิัย และอาจารยท่ีปรึกษาเทานั้น 
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? ขอมูลของทานจะถูกเปดเผยในกรณีท่ีตองการปกปองคุณจากอันตรายที่เกี่ยวของ หรืออยูในคําส่ัง
ของศาลใหเปดเผย หรือทานอนุญาตโดยการเขียนเปนลายลักษณอักษรใหนกัวจิัยทานอ่ืน ๆ ไดใช
ขอมูล 
? ขอมูลในแบบสอบถามท้ังหมดจะถูกนํามาวิเคราะหรวมกันตามหลักการทางสถิติวิเคราะห และ
ผลลัพธในภาพรวมท่ีไดจะถูกนําไปเผยแพรในท่ีตาง ๆ เชน การประชุม ลงบทความใน
หนังสือพิมพ/วารสาร และวทิยานิพนธ 
? ขอมูลท้ังหมดในแบบสอบถามของทุกทานจะเก็บไวดวยการรักษาความปลอดภัยขอมูลขาวสาร ณ  
มหาวิทยาลัย RMIT เปนเวลา ๕ ป  หลังจากการดําเนินการโครงการวิจัยแลวเสร็จ 
 
สิทธิของทานตอการตอบแบบสอบถาม 
? ทานมีสิทธิเพิกถอนท่ีจะไมรวมตอบแบบสอบถามไดทุกเวลา โดยปราศจากอคติ 
? ทานมีสิทธิท่ีจะเพิกถอนไดทุกเวลา กรณีท่ีมีหลักฐานวาทานมีความเส่ียงในการใหขอมูล 
? ทานมีสิทธิท่ีจะไดรับคําตอบทุกเวลาเม่ือทานมีขอสงสัย 
 
หากทานมีขอสงสัยโปรดติดตอ 
 ติดตอโดยตรงที่ นายสิทธิ  พทิยชวาล หรืออาจารยท่ีปรึกษาตามอีเมลและโทรศัพทท่ีปรากฏขางตน 
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A.5 Questionnaire for Online Shoppers (English) 
 
Section A—Experience 
1. How long have you been shopping online? 
? Never but plan to do so 
? Less than a year 
? 1–2 years 
? 2–3 years 
? 3–5 years 
? More than 5 years 
Section B—Attitudes 
Please click one option on each line to show how much you agree or disagree with each 
statement while you are shopping online. If you have never shopped online but plan to 
do so, please answer in a way that you think you would do. 
 S
tr
o
n
g
ly
 d
is
ag
re
e 
D
is
ag
re
e 
N
eu
tr
al
 
A
g
re
e 
S
tr
o
n
g
ly
 a
g
re
e 
Trust & Intention 
How these influence your shopping decision 
     
2. I shop online when transactions are 
trustworthy. 
1 2 3 4 5 
3. I shop online with trustworthy companies. 1 2 3 4 5 
4. I shop online with trustworthy shopping 
websites. 
1 2 3 4 5 
Cybercrime & Trust 
How risk on the Internet affects your trust in e-commerce 
5. I don’t trust online transactions because of 
identity theft problems. 
1 2 3 4 5 
6. I don’t trust e-commerce websites because of 1 2 3 4 5 
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identity theft problems. 
7. I don’t trust online transactions because of 
fraud problems. 
1 2 3 4 5 
8. I don’t trust e-commerce websites because of 
fraud problems. 
1 2 3 4 5 
Cybercrime & Intention 
How risk on the Internet discourages you to shop online 
9. I don’t shop online because I’m afraid of 
identity theft problems. 
1 2 3 4 5 
10. I don’t shop online because I’m afraid of fraud 
problems. 
1 2 3 4 5 
Cybercrime & Control of Shopping Environment 
How risk on the Internet makes you want to have control over the e-commerce 
environment 
11. I want online sellers to ask for my consent 
before sending shopping e-mails to my 
mailbox because I’m worried about spam e-
mails. 
1 2 3 4 5 
12. I want online sellers to give me choices how 
often I will receive shopping e-mails because 
I’m worried about spam e-mails. 
1 2 3 4 5 
13. I want online sellers to allow me to 
unsubscribe from their shopping mailing lists 
because I’m worried about spam e-mails. 
1 2 3 4 5 
Cybercrime & Control of Information 
How risk on the Internet makes you want to have control over your personal 
information 
14. I want online sellers to allow me to control 
how my personal information will be used 
because I’m worried about my information 
being abused. 
1 2 3 4 5 
15. I want online sellers to allow me to close my 
shopping account because I’m worried about 
my information being abused. 
1 2 3 4 5 
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Security 
How the existence of security affect the way you trust and your shopping 
behaviour 
16. I trust online transactions because there are 
security systems. 
1 2 3 4 5 
17. I trust online sellers because they support 
security systems. 
1 2 3 4 5 
18. I trust e-commerce websites because there 
are security systems. 
1 2 3 4 5 
19. I shop online with e-commerce websites that 
have security systems. 
1 2 3 4 5 
Control & Trust 
How control given to you by online sellers affect the way you trust them 
20. I trust online sellers that ask for my consent 
before sending shopping e-mails. 
1 2 3 4 5 
21. I trust online sellers that give me choices how 
often I will receive shopping e-mails. 
1 2 3 4 5 
22. I trust online sellers that allow me to 
unsubscribe from their shopping mailing lists. 
1 2 3 4 5 
23. I trust online sellers that allow me to control 
how my personal information will be used. 
1 2 3 4 5 
24. I trust online sellers that allow me to close my 
shopping account. 
1 2 3 4 5 
Web Interface & Intention 
How the website interface influences your intention to shop online 
25. I shop online with websites that have good 
graphic design. 
1 2 3 4 5 
26. I shop online with websites that have easy-to-
use navigation. 
1 2 3 4 5 
27. I shop online with websites that have no 
broken link or missing picture. 
1 2 3 4 5 
28. I shop online with websites that have guide 
how to use their websites. 
1 2 3 4 5 
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29. I shop online with websites that display their 
logos and/or slogans. 
1 2 3 4 5 
30. I shop online with websites that show their 
security and privacy statements. 
1 2 3 4 5 
31. I shop online with websites that display 
trusted seals. 
1 2 3 4 5 
32. I shop online with websites that give me 
credible product information. 
1 2 3 4 5 
33. I shop online with websites that use relevant 
web addresses. 
1 2 3 4 5 
34. I shop online with websites that display 
photographs and/or video clips. 
1 2 3 4 5 
35. I shop online with websites that support 
instant messaging. 
1 2 3 4 5 
Web Interface & Trust in Online Sellers 
How the website interface affects the way you trust online sellers 
36. I believe that good graphic design on e-
commerce websites indicate sellers’ 
competence. 
1 2 3 4 5 
37. I believe that easy-to-use navigation on e-
commerce websites indicate sellers’ 
competence. 
1 2 3 4 5 
38. I believe that no broken link or missing 
picture on e-commerce websites indicates 
sellers’ competence. 
1 2 3 4 5 
39. I believe that guidelines on e-commerce 
websites telling how to shop indicate sellers’ 
benevolence. 
1 2 3 4 5 
40. I believe that logos and/or slogans on e-
commerce websites indicate sellers’ 
competence. 
1 2 3 4 5 
41. I believe that security and privacy statements 
on e-commerce websites indicate sellers’ 
integrity. 
1 2 3 4 5 
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42. I believe that trusted seals on e-commerce 
websites indicate sellers’ competence. 
1 2 3 4 5 
43. I believe that trusted seals on e-commerce 
websites indicate sellers’ integrity. 
1 2 3 4 5 
44. I believe that credible product information on 
e-commerce websites indicates sellers’ 
integrity. 
1 2 3 4 5 
45. I believe that using relevant web addresses 
for e-commerce websites indicate sellers’ 
competence. 
1 2 3 4 5 
46. I believe that putting photographs and/or 
video clips on e-commerce websites indicates 
sellers’ competence. 
1 2 3 4 5 
47. I believe that supporting instant messaging 
on e-commerce websites indicate sellers’ 
competence. 
1 2 3 4 5 
Web Interface & Trust in Shopping Websites 
How the website interface affects the way you trust e-commerce websites 
48. I believe that e-commerce websites that have 
good graphic design are trustworthy. 
1 2 3 4 5 
49. I believe that e-commerce websites that have 
easy-to-use navigation are trustworthy. 
1 2 3 4 5 
50. I believe that e-commerce websites that have 
no broken link or missing picture are 
trustworthy. 
1 2 3 4 5 
51. I believe that e-commerce websites that have 
guides how to shop are trustworthy. 
1 2 3 4 5 
52. I believe that e-commerce websites that 
display logos and/or slogans are trustworthy. 
1 2 3 4 5 
53. I believe that e-commerce websites that have 
security and privacy statements are 
trustworthy. 
1 2 3 4 5 
54. I believe that e-commerce websites that 
display trusted seals are trustworthy. 
1 2 3 4 5 
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55. I believe that e-commerce websites that 
provide credible product information are 
trustworthy. 
1 2 3 4 5 
56. I believe that e-commerce websites that use 
relevant web addresses are trustworthy. 
1 2 3 4 5 
57. I believe that e-commerce websites that show 
photographs and/or video clips are 
trustworthy. 
1 2 3 4 5 
58. I believe that e-commerce websites that 
support instant messaging are trustworthy. 
1 2 3 4 5 
Web Interface & Security 
How the website interface affects the way you think about security 
59. I believe that e-commerce websites that 
display logos and/or slogans are secure. 
1 2 3 4 5 
60. I believe that e-commerce websites that have 
security and privacy statements are secure. 
1 2 3 4 5 
61. I believe that e-commerce websites that 
display trusted seals are secure. 
1 2 3 4 5 
62. I believe that e-commerce websites that 
provide credible product information are 
secure. 
1 2 3 4 5 
63. I believe that e-commerce websites that use 
relevant web addresses are secure. 
1 2 3 4 5 
Web Interface & Control 
How the website interface affects your ability to control the e-commerce 
environment and your personal information 
64. I believe that ease-to-use navigation provides 
me the ability to control the e-commerce 
websites. 
1 2 3 4 5 
65. I believe that security and privacy statements 
on e-commerce websites make me 
understanding more how I can control my 
shopping information. 
 
1 2 3 4 5 
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Trusted Third Party & Web Interface 
How the identity of a trusted third party influences the way you think about the 
interface of e-commerce websites 
66. I believe that trustworthiness of a seal on an 
e-commerce website depends on who issued 
it. 
1 2 3 4 5 
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A.6 Questionnaire for Online Shoppers (Thai) 
 
หมวด ๑ - ประสบการณ 
๑. ทานซ้ือสินคาหรือบริการออนไลนมานานเทาไหรแลว 
o ไมเคยแตคาดวาจะซ้ือในอนาคต 
o นอยกวาหนื่งป 
o ๑-๒ ป 
o ๒-๓ ป 
o ๓-๕ ป 
o มากกวา ๕ ป 
หมวด ๒ - เจตคติ (Attitude) 
กรุณาเลือกระดับของ การเหน็ดวย หรือ การไมเห็นดวย เกี่ยวกับการซ้ือสินคาหรือบริการออนไลน 
ตามขอความตอไปนี ้
ในกรณีท่ีทานไมเคย แตคาดวาจะซ้ือสินคาหรือบริการออนไลน โปรดตอบคําถามในทางท่ีทานคาด
วา ทานจะคิดหรือจะทํา 
 
 
- 221 - 
 
 ไม
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วย
 
เฉย
 ๆ 
เห็
นด
วย
 
เห็
นด
วย
 อย
างย
ิ่ง 
ความไววางใจ และ ความตั้งใจ 
สิ่งเหลาน้ีสงผลกระทบตอการตัดสินใจ ในการซื้อสินคาหรือบริการออนไลน ของทานอยางไร 
๒. ทานซ้ือสินคาหรือบริการออนไลน เมื่อการติดตอทางธุรกิจบนอินเทอรเน็ต
ไววางใจได 
๑ ๒ ๓ ๔ ๕ 
๓. ทานซ้ือสินคาหรือบริการออนไลน กับบริษัทที่ไววางใจได ๑ ๒ ๓ ๔ ๕ 
๔. ทานซ้ือสินคาหรือบริการออนไลน กับเว็บไซตที่ไววางใจได ๑ ๒ ๓ ๔ ๕ 
อาชญากรรมทางอเิลคทรอนิคส และ ความไววางใจ 
อาชญากรรมทางอิเลคทรอนิคส สงผลกระทบตอความไววางใจของทาน เก่ียวกับ e-commerce อยางไร 
๕. ทานไมไววางใจการติดตอทางธุรกิจออนไลน เพราะวา ปญหาเก่ียวกับการ
ขโมยขอมูลสวนตัว (identity theft) บนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๖. ทานไมไววางใจ e-commerce เว็บไซต เพราะวา ปญหาเก่ียวกับการ
ขโมยขอมูลสวนตัว (identity theft) บนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๗. ทานไมไววางใจการติดตอทางธุรกิจออนไลน เพราะ การหลอกลวง 
(fraud) บนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๘. ทานไมไววางใจ e-commerce เว็บไซต เพราะ การหลอกลวง 
(fraud) บนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
อาชญากรรมทางอเิลคทรอนิคส และ ความตั้งใจ 
อาชญากรรมทางอิเลคทรอนิคส สงผลกระทบคอความต้ังใจของทาน ในการซื้อสินคาหรือบริการออนไลนอยางไร 
๙. ทานไมซื้อออนไลน เพราะวาทานกลวั ปญหาการขโมยขอมูลสวนตัว 
(identity theft) บนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๑๐. ทานไมซื้อออนไลน เพราะวาทานกลวั ปญหาการหลอกลวง (fraud) ๑ ๒ ๓ ๔ ๕ 
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บนอินเทอรเน็ต 
อาชญากรรมทางอเิลคทรอนิคส และ การควบคุมสภาพแวดลอมออนไลน 
อาชญากรรมทางอิเลคทรอนิคส สงผลกระทบคอความตองการ ในการควบคุมสภาพแวดลอมออนไลนอยางไร 
๑๑. ทานตองการใหผูขายบนอินเทอรเน็ตถามทาน เพื่อการยนิยอมในการสง
อีเมลเก่ียวกับสินคาหรือบริการไปใหทาน เพราะวาทานกังวลเก่ียวกับ 
spam อีเมล 
๑ ๒ ๓ ๔ ๕ 
๑๒. ทานตองการใหผูขายบนอินเทอรเน็ตเสนอทางเลือกวา ทานจะรับอีเมลบอย
เพียงไร เพราะวาทานกังวลเก่ียวกับ spam อีเมล 
๑ ๒ ๓ ๔ ๕ 
๑๓. ทานตองการใหผูขายบนอินเทอรเน็ตใหสิทธิทาน ในการยกเลิกการรับอีเมล
จากผูขาย 
๑ ๒ ๓ ๔ ๕ 
อาชญากรรมทางอเิลคทรอนิคส และ การควบคุมขอมูลสวนตัว 
อาชญากรรมทางอิเลคทรอนิคส สงผลกระทบคอความตองการ ในการควบคุมขอมูลสวนตัวของทานอยางไร 
๑๔. ทานตองการใหผูขายบนอินเทอรเน็ตใหสิทธิทาน ในการควบคุมขอมูล
สวนตัวของทาน วาจะนําขอมูลเหลาน้ันไปใชอยางไร เพราะวาทานกังวล
เก่ียวกับปญหา ในการใชขอมูลของผูบริโภคในทางที่ผิด 
๑ ๒ ๓ ๔ ๕ 
๑๕. ทานตองการใหผูขายบนอินเทอรเน็ตใหสิทธิทาน ในการยกเลิก ฐานขอมูล
สวนตัวของทาน (account) เพราะวาทานกังวลเก่ียวกับปญหา ในการ
ใชขอมูลของผูบริโภคในทางที่ผิด 
๑ ๒ ๓ ๔ ๕ 
ระบบปองกันความปลอดภัย (Security) 
ระบบปองกันความปลอดภัย สงผลกระทบตอความไววางใจ และการตัดสินใจในการซื้อสินคาหรือบริการออนไลนของทานอยางไร 
๑๖. ทานไววางใจการติดตอทางธุรกิจบนอินเทอรเน็ต เพราะวามีระบบปองกัน
ความปลอดภัย 
๑ ๒ ๓ ๔ ๕ 
๑๗. ทานไววางใจผูขายบนอินเทอรเน็ต เพราะวามีระบบปองกันความปลอดภัย 
 
 
๑ ๒ ๓ ๔ ๕ 
๑๘. ทานไววางใจ e-commerce เว็บไซต เพราะวามีระบบปองกันความ ๑ ๒ ๓ ๔ ๕ 
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ปลอดภัย 
๑๙. ทานซ้ือสินคาหรือบริการออนไลนจาก e-commerce เว็บไซต ที่มี
การใชระบบปองกันความปลอดภัย 
๑ ๒ ๓ ๔ ๕ 
การควบคุม และ ความไววางใจ 
การควบคุมสภาพแวดลอมออนไลนและขอมูลสวนตัว สงผลกระทบตอความไววางใจของทานอยางไร 
๒๐. ทานไววางใจผูขายบนอินเทอรเน็ต ทีส่อบถามทาน เก่ียวกับการยินยอมใน
การรับอีเมล กอนที่จะสงอีเมลเก่ียวกับสินคาหรือบริการไปใหทาน 
๑ ๒ ๓ ๔ ๕ 
๒๑. ทานไววางใจผูขายบนอินเทอรเน็ต ที่ใหทางเลือกวา ทานอยากรับอีเมล
เก่ียวกับสินคาหรือบริการบอยเพียงไร 
๑ ๒ ๓ ๔ ๕ 
๒๒. ทานไววางใจผูขายบนอินเทอรเน็ต ที่ใหสิทธิทาน ในการยกเลิกการรับอีเมล
จากผูขาย 
๑ ๒ ๓ ๔ ๕ 
๒๓. ทานไววางใจผูขายบนอินเทอรเน็ต ที่ใหสิทธิทานในการควบคุมขอมูล
สวนตัวของทาน วาจะนําขอมูลเหลาน้ันไปใชอยางไร 
๑ ๒ ๓ ๔ ๕ 
๒๔. ทานไววางใจผูขายบนอินเทอรเน็ต ที่ใหสิทธิทานในการยกเลิก ฐานขอมูล
สวนตัวของทาน (account) 
๑ ๒ ๓ ๔ ๕ 
ลักษณะของเว็บไซต และ ความตัง้ใจ 
ลักษณะของเวบ็ไซต สงผลกระทบตอความต้ังใจของทาน ในการซื้อสินคาหรือบริการออนไลนอยางไร 
๒๕. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่มีการออกแบบกราฟฟ
คท่ีดี 
๑ ๒ ๓ ๔ ๕ 
๒๖. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่มีระบบงายตอการใช ๑ ๒ ๓ ๔ ๕ 
๒๗. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่ไมมีปญหา การขาดการ
เชื่อมตอ (broken link) หรือรูปภาพขาดหาย 
๑ ๒ ๓ ๔ ๕ 
๒๘. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่มีคําแนะนําในการใช
เว็บไซตนั้น ๆ 
๑ ๒ ๓ ๔ ๕ 
๒๙. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่แสดง สัญลักษณ ๑ ๒ ๓ ๔ ๕ 
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(logo) หรือคําโฆษณา (slogan) 
๓๐. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่เปดเผยรายละเอยีด
เก่ียวกับ ระบบการปองกันความปลอดภัย (security) และความ
สวนตัวของผูบริโภค (privacy) 
๑ ๒ ๓ ๔ ๕ 
๓๑. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่แสดง ตราประทับการ
รับประกันจากบุคคลที่สาม (trusted seal) 
๑ ๒ ๓ ๔ ๕ 
๓๒. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่ใหขอมูลเก่ียวกับสินคา
หรือบริการท่ีเชื่อถือได 
๑ ๒ ๓ ๔ ๕ 
๓๓. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่ใช ชื่อที่อยูของเว็บไซต 
(URL) ที่เก่ียวของกับผูขายน้ัน ๆ 
๑ ๒ ๓ ๔ ๕ 
๓๔. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่แสดงภาพถายหรือ หนัง
สั้น (video clip) 
๑ ๒ ๓ ๔ ๕ 
๓๕. ทานซ้ือสินคาหรือบริการออนไลนจากเว็บไซต ที่สนับสนุนการติดตอ การ
สนทนาออนไลน (instant messaging) 
๑ ๒ ๓ ๔ ๕ 
ลักษณะของเว็บไซต และ ความไววางใจเกี่ยวกับผูขายบนอินเทอรเน็ต 
ลักษณะของเวไ็ซต สงผลกระทบตอความไววางใจของทานเก่ียวกับผูขายบนอินเทอรเน็ตอยางไร 
๓๖. ทานเช่ือวา การออกแบบกราฟฟคท่ีดี แสดงถึงความสามารถของผูขายบน
อินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๓๗. ทานเช่ือวา e-commerce เว็บไซต ที่ใชงาย แสดงถึงความสามารถ
ของผูขายบนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๓๘. ทานเช่ือวา e-commerce เว็บไซต ที่ไมมีปญหา การขาดการเช่ือมตอ 
(broken link) หรือรูปภาพขาดหาย แสดงถึงความสามารถของผูขาย
บนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๓๙. ทานเช่ือวา e-commerce เว็บไซต ที่มีคําแนะนําในการใชเว็บไซต
นั้น ๆ แสดงถึงความเจตนาดีของผูขายบนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๔๐. ทานเช่ือวา e-commerce เว็บไซต ที่แสดงสัญลักษณ (logo) หรือ ๑ ๒ ๓ ๔ ๕ 
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คําโฆษณา (slogan) แสดงถึงความสามารถของผูขายบนอินเทอรเน็ต 
๔๑. ทานเช่ือวา e-commerce เว็บไซต ที่เปดเผยรายละเอียดเก่ียวกับ 
ระบบการปองกันความปลอดภัย (security) และความสวนตัวของ
ผูบริโภค (privacy) แสดงถึงความซ่ือสัตยของผูขายบนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๔๒. ทานเช่ือวา ตราประทับการรับประกันจากบุคคลท่ีสาม (trusted 
seal) ที่แสดงบน e-commerce เว็บไซต แสดงถึงความสามารถ
ของผูขายบนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๔๓. ทานเช่ือวา ตราประทับการรับประกันจากบุคคลท่ีสาม (trusted 
seal) ที่แสดงบน e-commerce เว็บไซต แสดงถึงความซ่ือสัตย
ของผูขายบนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๔๔. ทานเช่ือวา การใหขอมูลที่เชื่อถือไดเก่ียวกับสินคาหรือบริการบน e-
commerce เว็บไซต แสดงถึงความซื่อสัตยของผูขายบนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๔๕. ทานเช่ือวา การใชชื่อ ที่อยูของเว็บไซต (URL) ที่เก่ียวของกับผูขาย แสดง
ถึงความสามารถของผูขายบนอินเทอรเน็ต 
๑ ๒ ๓ ๔ ๕ 
๔๖. ทานเช่ือวา การแสดงภาพถายหรือ หนังส้ัน (video clip) บน e-
commerce เว็บไซต แสดงถึงความสามารถของผูขายบนอินเทอรเนต็ 
๑ ๒ ๓ ๔ ๕ 
๔๗. ทานเช่ือวา การสนับสนุนการติดตอ การสนทนาออนไลน (instant 
messaging) บน e-commerce เว็บไซต แสดงถึง
ความสามารถของผูขายบนอินเทอรเน็ต 
 
 
๑ ๒ ๓ ๔ ๕ 
ลักษณะของเว็บไซต และ ความไววางใจใน e-commerce เว็บไซต 
ลักษณะของเวบ็ไซต สงผลกระทบตอความไววางใจของทานใน e-commerce เว็บไซตอยางไร 
๔๘. ทานเช่ือวา e-commerce เว็บไซต ที่มีการออกแบบกราฟฟคท่ีดีนั้น 
ไวใจได 
๑ ๒ ๓ ๔ ๕ 
๔๙. ทานเช่ือวา e-commerce เว็บไซต ที่มีระบบการใชงายน้ัน ไวใจได ๑ ๒ ๓ ๔ ๕ 
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๕๐. ทานเช่ือวา e-commerce เว็บไซต ที่ไมมีปญหา การขาดการเช่ือมตอ 
(broken link) หรือรูปภาพขาดหายนั้น ไวใจได 
๑ ๒ ๓ ๔ ๕ 
๕๑. ทานเช่ือวา e-commerce เว็บไซต ที่มีคําแนะนําในการใชเว็บไซต
นั้น ไวใจได 
๑ ๒ ๓ ๔ ๕ 
๕๒. ทานเช่ือวา e-commerce เว็บไซต ที่แสดงสัญลักษณ (logo) หรือ
คําโฆษณา (slogan) นั้น ไวใจได 
๑ ๒ ๓ ๔ ๕ 
๕๓. ทานเช่ือวา e-commerce เว็บไซต ที่เปดเผยรายละเอียดเก่ียวกับ 
ระบบการปองกันความปลอดภัย (security) และความสวนตัวของ
ผูบริโภค (privacy) นั้น ไวใจได 
๑ ๒ ๓ ๔ ๕ 
๕๔. ทานเช่ือวา e-commerce เว็บไซต ที่มีตราประทับการรับประกันจาก
บุคคลท่ีสาม (trusted seal) นั้น ไวใจได 
๑ ๒ ๓ ๔ ๕ 
๕๕. ทานเช่ือวา e-commerce เว็บไซต ที่ใหขอมูลที่เช่ือถือไดเก่ียวกับ
สินคาหรือบริการนั้น ไวใจได 
๑ ๒ ๓ ๔ ๕ 
๕๖. ทานเช่ือวา e-commerce เว็บไซต ที่ใช ช่ือที่อยูของเว็บไซต 
(URL) ที่เก่ียวของกับผูขายน้ัน ไวใจได 
๑ ๒ ๓ ๔ ๕ 
๕๗. ทานเช่ือวา e-commerce เว็บไซต ที่แสดงภาพถายหรือ หนังส้ัน 
(video clip) นั้น ไวใจได 
๑ ๒ ๓ ๔ ๕ 
๕๘. ทานเช่ือวา e-commerce เว็บไซต ที่สนับสนุนการติดตอ การ
สนทนาออนไลน (instant messaging) นั้น ไวใจได 
 
๑ ๒ ๓ ๔ ๕ 
ลักษณะของเว็บไซต และ ระบบปองกนัความปลอดภัย 
ลักษณะของเวบ็ไซต สงผลกระทบตอความคิดของทานเกี่ยวกับ ระบบปองกันความปลอดภัยอยางไร 
๕๙. ทานเช่ือวา e-commerce เว็บไซต ที่แสดงสัญลักษณ (logo) หรือ
คําโฆษณา (slogan) นั้นปลอดภัย 
๑ ๒ ๓ ๔ ๕ 
๖๐. ทานเช่ือวา e-commerce เว็บไซต ที่เปดเผยรายละเอียดเก่ียวกับ 
ระบบการปองกันความปลอดภัย (security) และความสวนตัวของ
๑ ๒ ๓ ๔ ๕ 
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ผูบริโภค (privacy) นั้นปลอดภัย 
๖๑. ทานเช่ือวา e-commerce เว็บไซต ที่มีตราประทับการรับประกันจาก
บุคคลท่ีสาม (trusted seal) นั้นปลอดภัย 
๑ ๒ ๓ ๔ ๕ 
๖๒. ทานเช่ือวา e-commerce เว็บไซต ที่ใหขอมูลที่เช่ือถือไดเก่ียวกับ
สินคาหรือบริการนั้นปลอดภัย 
๑ ๒ ๓ ๔ ๕ 
๖๓. ทานเช่ือวา e-commerce เว็บไซต ที่ใช ช่ือที่อยูของเว็บไซต 
(URL) ที่เก่ียวของกับผูขายน้ันปลอดภัย 
๑ ๒ ๓ ๔ ๕ 
ลักษณะของเว็บไซต และ การควบคุม 
ลักษณะของเวบ็ไซต สงผลกระทบตอความสามารถของทานในการควบคุม สภาพแวดลอมออนไลนและขอมูลสวนตัวของทาน
อยางไร 
๖๔. ทานเช่ือวา e-commerce เว็บไซต ที่มีระบบการใชงายน้ัน ทําใหทาน
มีความสามารถในการควบคุมเว็บไซตนั้น ๆ 
๑ ๒ ๓ ๔ ๕ 
๖๕. ทานเช่ือวา e-commerce เว็บไซต ที่เปดเผยรายละเอียดเก่ียวกับ 
ระบบการปองกันความปลอดภัย (security) และความสวนตัวของ
ผูบริโภค (privacy) สามารถทําใหทานเขาใจมากขึน้เก่ียวกับ สิทธิ
ของทานในการควบคุมขอมูลสวนตัวของทาน 
๑ ๒ ๓ ๔ ๕ 
บุคคลท่ีสาม และ ลกัษณะของเว็บไซต 
สถานะของบคุคลท่ีสาม สงผลกระทบตอความคิดของทาน เก่ียวกับลักษณะของ e-commerce เว็บไซตอยางไร 
๖๖. ทานเช่ือวา ระดับของความไววางใจของทาน เก่ียวกับตราประทับการ
รับประกันจากบุคคลที่สาม (trusted seal) ที่แสดงบน e-
commerce เว็บไซตนั้น ขึ้นอยูกับวา ใครเปนคนรับรอง 
๑ ๒ ๓ ๔ ๕ 
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A.7 Questionnaire for Non-online Shoppers (English) 
 
1. What is your reason not to shop online? 
? I'm concerned about my privacy. 
? I believe it's too risky to shop online. 
? I don't believe security is good enough. 
? I feel anxious whenever I shop online. 
? I feel shopping online is too complicated. 
? I have no credit card or other payment methods. 
? I can't touch and feel real products. 
- 229 - 
 
A.8 Questionnaire for Non-online Shoppers (Thai) 
 
๑. เหตุผลอะไรท่ีทําใหทานไมซ้ือสินคาหรือบริการออนไลน 
o คํานึงถึงความปลอดภัยของขอมูลสวนตัว 
o การซ้ือสินคาหรือบริการออนไลนมีความเส่ียงสูงมาก 
o ไมเช่ือวาระบบปองกันความปลอดภัยดพีอ 
o กังวลที่จะซ้ือสินคาหรือบริการออนไลน 
o การซ้ือสินคาหรือบริการออนไลนมีความยุงยากมาก 
o ไมมีบัตรเครดิตหรือวิธีการจายชําระเงินในระบบออนไลน 
o สินคาไมสามารถจับตองได 
 
  
Appendix  B 
FOCUS GROUPS 
 
- 231 - 
 
B.1 Plain Language Statement (Experienced Shoppers) 
 
Invitation to Participate in a Research Project 
Project Information Statement 
 
Project Title: 
? A Study on Consumers’ Trust and Intention to Shop Online 
 
Investigators: 
? Mr. Siddhi Pittayachawan (Business IT PhD candidate, Business Portfolio, RMIT 
University, x02672@ems.rmit.edu.au, (03) 9925 1685) 
? Dr. Mohini Singh (Research Senior Supervisor: Associate Professor of Information 
Technology and E-Business, Business Portfolio, RMIT University, 
mohini.singh@rmit.edu.au, (03) 9925 1355) 
? Dr. France Cheong (Research Second Supervisor: Senior Lecturer, Business 
Portfolio, RMIT University, france.cheong@rmit.edu.au, (03) 9925 5929) 
 
 
Dear Participant, 
 
You are invited to participate in a research project being conducted by Mr. Siddhi 
Pittayachawan, a PhD candidate in School of Business Information Technology at RMIT 
University. This information sheet describes the project in straightforward language, or 
‘plain English’. Please read this e-mail carefully and be confident that you understand its 
contents before deciding whether to participate.  If you have any questions about the 
project, please contact Mr. Siddhi Pittayachawan via e-mail or phone as mentioned 
above.   
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Who is involved in this research project? Why is it being conducted? 
? People involved in this project are: 
? Mr. Siddhi Pittayachawan is a PhD student of RMIT University.  
? Assoc. Prof. Mohini Singh is the senior supervisor of this project. 
? Dr. France Cheong is the second supervisor of this project. 
? This project is being conducted as part of a degree: Doctor of Philosophy 
? This project has been approved by the RMIT Human Research Ethics Committee 
(HREC). 
 
Why have you been approached? 
? You have been approached for focus group participation because you meet the 
criteria of our project. This invitation is sent to people who have experiences in 
online shopping 
 
What is the project about? What are the questions being addressed? 
? This project is to investigate what factors in online shops are considered to be 
trustworthy and able to convince consumers to shop online. The primary focus of 
the project is how consumers trust and shop online based on what they see and 
know, and perceive. 
? There will be approximately 8 participants involved in this project. 
 
If I agree to participate, what will I be required to do? 
? If you agree to participate in this focus group, you will be invited to come to a 
focus group to discuss and share your opinions about trust in online shopping. 
? The focus group will take approximately 45 minutes. You will be asked to share 
your opinions regarding shopping online. Specifically, you will be asked to discuss 
what makes you shop online based on what you see via a web browser. The 
venue will be at the city campus of RMIT University. Once you have expressed 
your interest in participation, we will arrange the venue and time for discussion. 
Please note that the discussion will be audio recorded and that participants have 
the right to request that taping cease at any time. The record of this focus group 
will not be given to any other party or disclosed to the public. The record of this 
focus group will be analysed into summary form and published as a result of this 
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project. However, no individual will be able to use this summary to identify you or 
other participants. 
 
What are the risks or disadvantages associated with participation? 
? There will be no risks associated with participation in this project as your identity 
will not be disclosed. Therefore, you can be sure that you will remain entirely 
anonymous. 
 
What are the benefits associated with participation? 
? You will receive no direct benefit from participating in this project. However, your 
participation will be used to analyse consumers’ opinions regarding online 
shopping. 
 
What will happen to the information I provide? 
? You can be absolutely sure that all information you provide will be kept strictly 
confidential. Your information will be seen by only the investigators of this project 
as mentioned previously. 
? Any information that you provide can be disclosed only if (1) it is to protect you or 
others from harm, (2) a court order is produced, or (3) you provide the 
researchers with written permission. 
? Your information will be combined with those of other participants, and will only 
be used for statistical analysis. The results will be disseminated in conference 
proceedings, journals, and the thesis. Your and other participants’ information will 
be kept securely at RMIT University for a period of 5 years upon completion of the 
project. 
 
What are my rights as a participant?  YOU HAVE… 
? The right to withdraw their participation at any time, without prejudice. 
? The right to have any unprocessed data withdrawn and destroyed, provided it can 
be reliably identified, and provided that so doing does not increase the risk for the 
participant. 
? The right to have any questions answered at any time. 
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Whom should I contact if I have any questions? 
? If you have any question about this survey, please contact Mr. Siddhi 
Pittayachawan on (03) 9925 1685 or e-mail at x02672@ems.rmit.edu.au. 
Alternatively, you can contact Dr. Mohini Singh on (03) 9925 1355 or e-mail at 
mohini.singh@rmit.edu.au. 
 
 
Yours faithfully, 
 
 
Siddhi Pittayachawan 
PhD Candidate (M. Eng., B. Eng.) 
School of Business Information Technology 
Business Portfolio 
RMIT University 
 
Any complaints about your participation in this project may be directed to the Secretary, Portfolio Human Research Ethics Sub Committee, Business 
Portfolio, RMIT, GPO Box 2476V, Melbourne, 3001.  The telephone number is (03) 9925 5594 or email address rdu@rmit.edu.au. Details of the 
complaints procedure are available from the above address or http://ww.rmit.edu.au/council/hrec 
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B.2 Plain Language Statement (Non-experienced Shoppers) 
 
Invitation to Participate in a Research Project 
Project Information Statement 
 
Project Title: 
? A Study on Consumers’ Trust and Intention to Shop Online 
 
Investigators: 
? Mr. Siddhi Pittayachawan (Business IT PhD candidate, Business Portfolio, RMIT 
University, x02672@ems.rmit.edu.au, (03) 9925 1685) 
? Dr. Mohini Singh (Research Senior Supervisor: Associate Professor of Information 
Technology and E-Business, Business Portfolio, RMIT University, 
mohini.singh@rmit.edu.au, (03) 9925 1355) 
? Dr. France Cheong (Research Second Supervisor: Senior Lecturer, Business 
Portfolio, RMIT University, france.cheong@rmit.edu.au, (03) 9925 5929) 
 
 
Dear Participant, 
 
You are invited to participate in a research project being conducted by Mr. Siddhi 
Pittayachawan, a PhD candidate in School of Business Information Technology at RMIT 
University. This information sheet describes the project in straightforward language, or 
‘plain English’. Please read this e-mail carefully and be confident that you understand its 
contents before deciding whether to participate.  If you have any questions about the 
project, please contact Mr. Siddhi Pittayachawan via e-mail or phone as mentioned 
above.   
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Who is involved in this research project? Why is it being conducted? 
? People involved in this project are: 
? Mr. Siddhi Pittayachawan is a PhD student of RMIT University.  
? Assoc. Prof. Mohini Singh is the senior supervisor of this project. 
? Dr. France Cheong is the second supervisor of this project. 
? This project is being conducted as part of a degree: Doctor of Philosophy 
? This project has been approved by the RMIT Human Research Ethics Committee 
(HREC). 
 
Why have you been approached? 
? You have been approached for focus group participation because you meet the 
criteria of our project. This invitation is sent to people who have no experience in 
online shopping 
 
What is the project about? What are the questions being addressed? 
? This project is to investigate what factors in online shops are considered to be 
trustworthy and able to convince consumers to shop online. The primary focus of 
the project is how non-experienced consumers will trust and shop online based on 
what they see, know, and perceived. 
? There will be approximately 8 participants involved in this project. 
 
If I agree to participate, what will I be required to do? 
? If you agree to participate in this focus group, you will be invited to come to a 
focus group to discuss and share your opinions about trust in online shopping. 
? The focus group will take approximately 45 minutes. You will be asked to share 
your opinions regarding shopping online. Specifically, you will be asked to discuss 
what will make you shop online based on what you see via a web browser. The 
venue will be at the city campus of RMIT University. Once you have expressed 
your interest in participation, we will arrange the venue and time for discussion. 
Please note that the discussion will be audio recorded and that participants have 
the right to request that taping cease at any time. The record of this focus group 
will not be given to any other party or disclosed to the public. The record of this 
focus group will be analysed into summary form and published as a result of this 
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project. However, no individual will be able to use this summary to identify you or 
other participants. 
 
What are the risks or disadvantages associated with participation? 
? There will be no risks associated with participation in this project as your identity 
will not be disclosed. Therefore, you can be sure that you will remain entirely 
anonymous. 
 
What are the benefits associated with participation? 
? You will receive no direct benefit from participating in this project. However, your 
participation will be used to analyse consumers’ opinions regarding online 
shopping. 
 
What will happen to the information I provide? 
? You can be absolutely sure that all information you provide will be kept strictly 
confidential. Your information will be seen by only the investigators of this project 
as mentioned previously. 
? Any information that you provide can be disclosed only if (1) it is to protect you or 
others from harm, (2) a court order is produced, or (3) you provide the 
researchers with written permission. 
? Your information will be combined with those of other participants, and will only 
be used for statistical analysis. The results will be disseminated in conference 
proceedings, journals, and the thesis. Your and other participants’ information will 
be kept securely at RMIT University for a period of 5 years upon completion of the 
project. 
 
What are my rights as a participant?  YOU HAVE… 
? The right to withdraw their participation at any time, without prejudice. 
? The right to have any unprocessed data withdrawn and destroyed, provided it can 
be reliably identified, and provided that so doing does not increase the risk for the 
participant. 
? The right to have any questions answered at any time. 
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Whom should I contact if I have any questions? 
? If you have any question about this survey, please contact Mr. Siddhi 
Pittayachawan on (03) 9925 1685 or e-mail at x02672@ems.rmit.edu.au. 
Alternatively, you can contact Dr. Mohini Singh on (03) 9925 1355 or e-mail at 
mohini.singh@rmit.edu.au. 
 
 
Yours faithfully, 
 
 
Siddhi Pittayachawan 
PhD Candidate (M. Eng., B. Eng.) 
School of Business Information Technology 
Business Portfolio 
RMIT University 
 
Any complaints about your participation in this project may be directed to the Secretary, Portfolio Human Research Ethics Sub Committee, Business 
Portfolio, RMIT, GPO Box 2476V, Melbourne, 3001.  The telephone number is (03) 9925 5594 or email address rdu@rmit.edu.au. Details of the 
complaints procedure are available from the above address or http://ww.rmit.edu.au/council/hrec 
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B.3 Questions of Interview 
 
1. How often do you purchase goods online? 
2. What do you normally buy from the Internet? 
3. Let’s talk about online trust. Suppose that you are about to shop online from an 
unknown website. Based on your opinion, what criteria do you use to judge that 
the website is trustworthy? 
Trust 
LISTEN FOR (FOLLOW UP AND PROBE IF NECESSARY): 
How important are _________ to you in forming trust in online shopping? 
a. Privacy 
i. spam concern 
ii. concerns of personal information abuse 
b. Security 
i. secure connection (encrypted data) 
ii. digital certificate 
c. Control 
i. consent/frequency of receiving shopping e-mail 
ii. unsubscribe from mailing list 
iii. consent to use personal information by sellers 
iv. close shopping account 
d. Web design 
i. good graphic design 
ii. easy-to-use navigation 
iii. no broken link/missing picture 
iv. shopping guide 
v. presence of logo/slogan 
vi. credibility of product information 
vii. photo/video clip 
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viii. instant messaging system 
Security 
4. Imagine that you are about to buy a product over the Internet from an unknown 
website, how do you ensure that it is safe to do so? 
LISTEN FOR (FOLLOW UP AND PROBE IF NECESSARY): 
How important is _________ to you in ensuring your safety in online shopping? 
a. Security 
i. secure connection 
ii. digital certificate 
b. Web design 
i. good graphic design 
ii. easy-to-use navigation 
iii. no broken link/missing picture 
iv. shopping guide 
v. presence of logo/slogan 
vi. credibility of product information 
vii. photo/video clip 
viii. instant messaging system 
c. Warranty 
i. trusted seal 
ii. privacy statement 
Risk 
5. What possible risks do you face while shopping online? 
LISTEN FOR (FOLLOW UP AND PROBE IF NECESSARY): 
How important is _________ to you in perceiving insecurity in online shopping? 
a. Identity theft 
i. name 
ii. credit card number 
iii. phishing e-mail/websites 
b. Fraud 
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i. scam e-mail or messages 
ii. wrong invoices in the credit card bill 
Privacy 
6. What are your concerns related to privacy in online shopping? 
LISTEN FOR (FOLLOW UP AND PROBE IF NECESSARY): 
How important is _________ to you in forming trust in online shopping? 
How important to reduce these circumstances happening to you? 
a. spam e-mails 
b. abusing or leaking customers’ information 
Control 
7. What on the shopping website assures you that your privacy will be protected? 
LISTEN FOR (FOLLOW UP AND PROBE IF NECESSARY): 
How important is _________ to you in assuring your privacy  in online shopping? 
a. a trusted seal 
b. privacy statement 
Others 
8. Of all the issues we discussed, which one is most important to you? 
a. privacy 
b. security 
c. web design 
d. control 
e. warranty 
f. fraud 
9. Is there anything more specific regarding online trust to you? 
  
Appendix  C  
FREQUENCY STATISTICS 
 
Q1 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 200 38.0 38.0 38.0 
2 100 19.0 19.0 57.0 
3 100 19.0 19.0 76.0 
4 61 11.6 11.6 87.6 
5 40 7.6 7.6 95.2 
6 25 4.8 4.8 100.0 
Total 526 100.0 100.0   
 
Q2 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 6 1.1 1.1 1.1 
2 32 6.1 6.1 7.2 
3 123 23.4 23.4 30.6 
4 232 44.1 44.1 74.7 
5 133 25.3 25.3 100.0 
Total 526 100.0 100.0   
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Q3 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 4 .8 .8 .8 
2 16 3.0 3.0 3.8 
3 65 12.4 12.4 16.2 
4 269 51.1 51.1 67.3 
5 172 32.7 32.7 100.0 
Total 526 100.0 100.0   
 
Q4 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 4 .8 .8 .8 
2 21 4.0 4.0 4.8 
3 60 11.4 11.4 16.2 
4 258 49.0 49.0 65.2 
5 183 34.8 34.8 100.0 
Total 526 100.0 100.0   
 
Q5 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 12 2.3 2.3 2.3 
2 71 13.5 13.5 15.8 
3 111 21.1 21.1 36.9 
4 230 43.7 43.7 80.6 
5 102 19.4 19.4 100.0 
Total 526 100.0 100.0   
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Q6 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 11 2.1 2.1 2.1 
2 68 12.9 12.9 15.0 
3 130 24.7 24.7 39.7 
4 251 47.7 47.7 87.5 
5 66 12.5 12.5 100.0 
Total 526 100.0 100.0   
 
Q7 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 8 1.5 1.5 1.5 
2 73 13.9 13.9 15.4 
3 94 17.9 17.9 33.3 
4 239 45.4 45.4 78.7 
5 112 21.3 21.3 100.0 
Total 526 100.0 100.0   
 
Q8 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 10 1.9 1.9 1.9 
2 72 13.7 13.7 15.6 
3 114 21.7 21.7 37.3 
4 244 46.4 46.4 83.7 
5 86 16.3 16.3 100.0 
Total 526 100.0 100.0   
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Q9 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 16 3.0 3.0 3.0 
2 84 16.0 16.0 19.0 
3 135 25.7 25.7 44.7 
4 208 39.5 39.5 84.2 
5 83 15.8 15.8 100.0 
Total 526 100.0 100.0   
 
Q10 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 15 2.9 2.9 2.9 
2 77 14.6 14.6 17.5 
3 113 21.5 21.5 39.0 
4 218 41.4 41.4 80.4 
5 103 19.6 19.6 100.0 
Total 526 100.0 100.0   
 
Q11 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 4 .8 .8 .8 
2 22 4.2 4.2 4.9 
3 105 20.0 20.0 24.9 
4 260 49.4 49.4 74.3 
5 135 25.7 25.7 100.0 
Total 526 100.0 100.0   
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Q12 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 6 1.1 1.1 1.1 
2 14 2.7 2.7 3.8 
3 124 23.6 23.6 27.4 
4 258 49.0 49.0 76.4 
5 124 23.6 23.6 100.0 
Total 526 100.0 100.0   
 
Q13 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 7 1.3 1.3 1.3 
2 19 3.6 3.6 4.9 
3 76 14.4 14.4 19.4 
4 230 43.7 43.7 63.1 
5 194 36.9 36.9 100.0 
Total 526 100.0 100.0   
 
Q14 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 2 .4 .4 .4 
2 13 2.5 2.5 2.9 
3 46 8.7 8.7 11.6 
4 233 44.3 44.3 55.9 
5 232 44.1 44.1 100.0 
Total 526 100.0 100.0   
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Q15 Frequency Percent Valid Percent Cumulative Percent 
Valid 
2 14 2.7 2.7 2.7 
3 67 12.7 12.7 15.4 
4 221 42.0 42.0 57.4 
5 224 42.6 42.6 100.0 
Total 526 100.0 100.0   
 
Q16 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 7 1.3 1.3 1.3 
2 86 16.3 16.3 17.7 
3 185 35.2 35.2 52.9 
4 198 37.6 37.6 90.5 
5 50 9.5 9.5 100.0 
Total 526 100.0 100.0   
 
Q17 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 8 1.5 1.5 1.5 
2 114 21.7 21.7 23.2 
3 173 32.9 32.9 56.1 
4 189 35.9 35.9 92.0 
5 42 8.0 8.0 100.0 
Total 526 100.0 100.0   
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Q18 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 6 1.1 1.1 1.1 
2 84 16.0 16.0 17.1 
3 178 33.8 33.8 51.0 
4 212 40.3 40.3 91.3 
5 46 8.7 8.7 100.0 
Total 526 100.0 100.0   
 
Q19 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 4 .8 .8 .8 
2 39 7.4 7.4 8.2 
3 123 23.4 23.4 31.6 
4 248 47.1 47.1 78.7 
5 112 21.3 21.3 100.0 
Total 526 100.0 100.0   
 
Q20 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 5 1.0 1.0 1.0 
2 34 6.5 6.5 7.4 
3 132 25.1 25.1 32.5 
4 290 55.1 55.1 87.6 
5 65 12.4 12.4 100.0 
Total 526 100.0 100.0   
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Q21 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 4 .8 .8 .8 
2 45 8.6 8.6 9.3 
3 146 27.8 27.8 37.1 
4 257 48.9 48.9 85.9 
5 74 14.1 14.1 100.0 
Total 526 100.0 100.0   
 
Q22 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 2 .4 .4 .4 
2 33 6.3 6.3 6.7 
3 132 25.1 25.1 31.7 
4 255 48.5 48.5 80.2 
5 104 19.8 19.8 100.0 
Total 526 100.0 100.0   
 
Q23 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 9 1.7 1.7 1.7 
2 38 7.2 7.2 8.9 
3 93 17.7 17.7 26.6 
4 268 51.0 51.0 77.6 
5 118 22.4 22.4 100.0 
Total 526 100.0 100.0   
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Q24 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 4 .8 .8 .8 
2 41 7.8 7.8 8.6 
3 98 18.6 18.6 27.2 
4 250 47.5 47.5 74.7 
5 133 25.3 25.3 100.0 
Total 526 100.0 100.0   
 
Q25 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 2 .4 .4 .4 
2 52 9.9 9.9 10.3 
3 191 36.3 36.3 46.6 
4 222 42.2 42.2 88.8 
5 59 11.2 11.2 100.0 
Total 526 100.0 100.0   
 
Q26 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 2 .4 .4 .4 
2 32 6.1 6.1 6.5 
3 102 19.4 19.4 25.9 
4 267 50.8 50.8 76.6 
5 123 23.4 23.4 100.0 
Total 526 100.0 100.0   
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Q27 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 18 3.4 3.4 3.4 
2 45 8.6 8.6 12.0 
3 118 22.4 22.4 34.4 
4 230 43.7 43.7 78.1 
5 115 21.9 21.9 100.0 
Total 526 100.0 100.0   
 
Q28 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 3 .6 .6 .6 
2 43 8.2 8.2 8.7 
3 139 26.4 26.4 35.2 
4 246 46.8 46.8 81.9 
5 95 18.1 18.1 100.0 
Total 526 100.0 100.0   
 
Q29 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 1 .2 .2 .2 
2 44 8.4 8.4 8.6 
3 197 37.5 37.5 46.0 
4 214 40.7 40.7 86.7 
5 70 13.3 13.3 100.0 
Total 526 100.0 100.0   
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Q30 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 12 2.3 2.3 2.3 
2 34 6.5 6.5 8.7 
3 88 16.7 16.7 25.5 
4 250 47.5 47.5 73.0 
5 142 27.0 27.0 100.0 
Total 526 100.0 100.0   
 
Q31 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 3 .6 .6 .6 
2 44 8.4 8.4 8.9 
3 134 25.5 25.5 34.4 
4 238 45.2 45.2 79.7 
5 107 20.3 20.3 100.0 
Total 526 100.0 100.0   
 
Q32 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 2 .4 .4 .4 
2 17 3.2 3.2 3.6 
3 70 13.3 13.3 16.9 
4 274 52.1 52.1 69.0 
5 163 31.0 31.0 100.0 
Total 526 100.0 100.0   
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Q33 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 5 1.0 1.0 1.0 
2 23 4.4 4.4 5.3 
3 127 24.1 24.1 29.5 
4 274 52.1 52.1 81.6 
5 97 18.4 18.4 100.0 
Total 526 100.0 100.0   
 
Q34 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 6 1.1 1.1 1.1 
2 66 12.5 12.5 13.7 
3 197 37.5 37.5 51.1 
4 195 37.1 37.1 88.2 
5 62 11.8 11.8 100.0 
Total 526 100.0 100.0   
 
Q35 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 14 2.7 2.7 2.7 
2 75 14.3 14.3 16.9 
3 211 40.1 40.1 57.0 
4 174 33.1 33.1 90.1 
5 52 9.9 9.9 100.0 
Total 526 100.0 100.0   
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Q36 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 13 2.5 2.5 2.5 
2 62 11.8 11.8 14.3 
3 169 32.1 32.1 46.4 
4 208 39.5 39.5 85.9 
5 74 14.1 14.1 100.0 
Total 526 100.0 100.0   
 
Q37 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 7 1.3 1.3 1.3 
2 44 8.4 8.4 9.7 
3 141 26.8 26.8 36.5 
4 260 49.4 49.4 85.9 
5 74 14.1 14.1 100.0 
Total 526 100.0 100.0   
 
Q38 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 7 1.3 1.3 1.3 
2 52 9.9 9.9 11.2 
3 155 29.5 29.5 40.7 
4 223 42.4 42.4 83.1 
5 89 16.9 16.9 100.0 
Total 526 100.0 100.0   
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Q39 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 3 .6 .6 .6 
2 44 8.4 8.4 8.9 
3 147 27.9 27.9 36.9 
4 260 49.4 49.4 86.3 
5 72 13.7 13.7 100.0 
Total 526 100.0 100.0   
 
Q40 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 6 1.1 1.1 1.1 
2 62 11.8 11.8 12.9 
3 204 38.8 38.8 51.7 
4 206 39.2 39.2 90.9 
5 48 9.1 9.1 100.0 
Total 526 100.0 100.0   
 
Q41 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 6 1.1 1.1 1.1 
2 46 8.7 8.7 9.9 
3 124 23.6 23.6 33.5 
4 233 44.3 44.3 77.8 
5 117 22.2 22.2 100.0 
Total 526 100.0 100.0   
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Q42 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 4 .8 .8 .8 
2 51 9.7 9.7 10.5 
3 169 32.1 32.1 42.6 
4 228 43.3 43.3 85.9 
5 74 14.1 14.1 100.0 
Total 526 100.0 100.0   
 
Q43 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 2 .4 .4 .4 
2 51 9.7 9.7 10.1 
3 155 29.5 29.5 39.5 
4 242 46.0 46.0 85.6 
5 76 14.4 14.4 100.0 
Total 526 100.0 100.0   
 
Q44 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 1 .2 .2 .2 
2 26 4.9 4.9 5.1 
3 154 29.3 29.3 34.4 
4 261 49.6 49.6 84.0 
5 84 16.0 16.0 100.0 
Total 526 100.0 100.0   
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Q45 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 5 1.0 1.0 1.0 
2 41 7.8 7.8 8.7 
3 186 35.4 35.4 44.1 
4 237 45.1 45.1 89.2 
5 57 10.8 10.8 100.0 
Total 526 100.0 100.0   
 
Q46 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 10 1.9 1.9 1.9 
2 71 13.5 13.5 15.4 
3 208 39.5 39.5 54.9 
4 195 37.1 37.1 92.0 
5 42 8.0 8.0 100.0 
Total 526 100.0 100.0   
 
Q47 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 15 2.9 2.9 2.9 
2 65 12.4 12.4 15.2 
3 197 37.5 37.5 52.7 
4 197 37.5 37.5 90.1 
5 52 9.9 9.9 100.0 
Total 526 100.0 100.0   
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Q48 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 21 4.0 4.0 4.0 
2 128 24.3 24.3 28.3 
3 195 37.1 37.1 65.4 
4 140 26.6 26.6 92.0 
5 42 8.0 8.0 100.0 
Total 526 100.0 100.0   
 
Q49 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 17 3.2 3.2 3.2 
2 116 22.1 22.1 25.3 
3 206 39.2 39.2 64.4 
4 141 26.8 26.8 91.3 
5 46 8.7 8.7 100.0 
Total 526 100.0 100.0   
 
Q50  Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 20 3.8 3.8 3.8 
2 107 20.3 20.3 24.1 
3 181 34.4 34.4 58.6 
4 173 32.9 32.9 91.4 
5 45 8.6 8.6 100.0 
Total 526 100.0 100.0   
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Q51 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 11 2.1 2.1 2.1 
2 76 14.4 14.4 16.5 
3 178 33.8 33.8 50.4 
4 217 41.3 41.3 91.6 
5 44 8.4 8.4 100.0 
Total 526 100.0 100.0   
 
Q52 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 14 2.7 2.7 2.7 
2 93 17.7 17.7 20.3 
3 209 39.7 39.7 60.1 
4 170 32.3 32.3 92.4 
5 40 7.6 7.6 100.0 
Total 526 100.0 100.0   
 
Q53 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 9 1.7 1.7 1.7 
2 66 12.5 12.5 14.3 
3 130 24.7 24.7 39.0 
4 235 44.7 44.7 83.7 
5 86 16.3 16.3 100.0 
Total 526 100.0 100.0   
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Q54 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 4 .8 .8 .8 
2 63 12.0 12.0 12.7 
3 171 32.5 32.5 45.2 
4 230 43.7 43.7 89.0 
5 58 11.0 11.0 100.0 
Total 526 100.0 100.0   
 
Q55 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 3 .6 .6 .6 
2 56 10.6 10.6 11.2 
3 160 30.4 30.4 41.6 
4 259 49.2 49.2 90.9 
5 48 9.1 9.1 100.0 
Total 526 100.0 100.0   
 
Q56 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 4 .8 .8 .8 
2 71 13.5 13.5 14.3 
3 190 36.1 36.1 50.4 
4 213 40.5 40.5 90.9 
5 48 9.1 9.1 100.0 
Total 526 100.0 100.0   
 
 
 
 
 
- 261 - 
 
 
 
 
 
 
Q57 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 14 2.7 2.7 2.7 
2 112 21.3 21.3 24.0 
3 221 42.0 42.0 66.0 
4 153 29.1 29.1 95.1 
5 26 4.9 4.9 100.0 
Total 526 100.0 100.0   
 
Q58 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 20 3.8 3.8 3.8 
2 95 18.1 18.1 21.9 
3 213 40.5 40.5 62.4 
4 163 31.0 31.0 93.3 
5 35 6.7 6.7 100.0 
Total 526 100.0 100.0   
 
Q59 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 18 3.4 3.4 3.4 
2 117 22.2 22.2 25.7 
3 215 40.9 40.9 66.5 
4 143 27.2 27.2 93.7 
5 33 6.3 6.3 100.0 
Total 526 100.0 100.0   
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Q60 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 19 3.6 3.6 3.6 
2 83 15.8 15.8 19.4 
3 141 26.8 26.8 46.2 
4 234 44.5 44.5 90.7 
5 49 9.3 9.3 100.0 
Total 526 100.0 100.0   
 
Q61 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 7 1.3 1.3 1.3 
2 74 14.1 14.1 15.4 
3 180 34.2 34.2 49.6 
4 222 42.2 42.2 91.8 
5 43 8.2 8.2 100.0 
Total 526 100.0 100.0   
 
Q62 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 10 1.9 1.9 1.9 
2 79 15.0 15.0 16.9 
3 179 34.0 34.0 51.0 
4 214 40.7 40.7 91.6 
5 44 8.4 8.4 100.0 
Total 526 100.0 100.0   
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Q63 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 13 2.5 2.5 2.5 
2 78 14.8 14.8 17.3 
3 188 35.7 35.7 53.0 
4 204 38.8 38.8 91.8 
5 43 8.2 8.2 100.0 
Total 526 100.0 100.0   
 
Q64 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 7 1.3 1.3 1.3 
2 53 10.1 10.1 11.4 
3 149 28.3 28.3 39.7 
4 268 51.0 51.0 90.7 
5 49 9.3 9.3 100.0 
Total 526 100.0 100.0   
 
Q65 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 6 1.1 1.1 1.1 
2 43 8.2 8.2 9.3 
3 117 22.2 22.2 31.6 
4 286 54.4 54.4 85.9 
5 74 14.1 14.1 100.0 
Total 526 100.0 100.0   
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Q66 Frequency Percent Valid Percent Cumulative Percent 
Valid 
1 7 1.3 1.3 1.3 
2 34 6.5 6.5 7.8 
3 131 24.9 24.9 32.7 
4 243 46.2 46.2 78.9 
5 111 21.1 21.1 100.0 
Total 526 100.0 100.0   
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HISTOGRAMS OF THE NORMALITY 
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Appendix  E  
STATISTICAL TESTS OF THE NORMALITY 
Item  
Kolmogorov-Smirnov Shapiro-Wilk 
Statistic n Sig. Statistic n Sig. 
Q2 .257 540 .000 .862 540 .000 
Q3 .280 540 .000 .802 540 .000 
Q4 .276 540 .000 .801 540 .000 
Q5 .270 540 .000 .875 540 .000 
Q6 .287 540 .000 .867 540 .000 
Q7 .280 540 .000 .864 540 .000 
Q8 .281 540 .000 .872 540 .000 
Q9 .242 540 .000 .894 540 .000 
Q10 .257 540 .000 .883 540 .000 
Q11 .278 540 .000 .841 540 .000 
Q12 .269 540 .000 .843 540 .000 
Q13 .259 540 .000 .812 540 .000 
Q14 .265 540 .000 .767 540 .000 
Q15 .256 540 .000 .798 540 .000 
Q16 .219 540 .000 .892 540 .000 
Q17 .217 540 .000 .892 540 .000 
Q18 .239 540 .000 .885 540 .000 
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Q19 .270 540 .000 .865 540 .000 
Q20 .315 540 .000 .835 540 .000 
Q21 .281 540 .000 .864 540 .000 
Q22 .276 540 .000 .860 540 .000 
Q23 .300 540 .000 .840 540 .000 
Q24 .280 540 .000 .851 540 .000 
Q25 .244 540 .000 .875 540 .000 
Q26 .288 540 .000 .846 540 .000 
Q27 .268 540 .000 .866 540 .000 
Q28 .270 540 .000 .869 540 .000 
Q29 .235 540 .000 .874 540 .000 
Q30 .284 540 .000 .840 540 .000 
Q31 .259 540 .000 .873 540 .000 
Q32 .282 540 .000 .810 540 .000 
Q33 .292 540 .000 .845 540 .000 
Q34 .216 540 .000 .890 540 .000 
Q35 .210 540 .000 .897 540 .000 
Q36 .232 540 .000 .892 540 .000 
Q37 .283 540 .000 .863 540 .000 
Q38 .247 540 .000 .884 540 .000 
Q39 .284 540 .000 .862 540 .000 
Q40 .231 540 .000 .881 540 .000 
Q41 .261 540 .000 .871 540 .000 
Q42 .248 540 .000 .880 540 .000 
Q43 .265 540 .000 .873 540 .000 
Q44 .275 540 .000 .856 540 .000 
Q45 .260 540 .000 .867 540 .000 
Q46 .218 540 .000 .886 540 .000 
Q47 .218 540 .000 .891 540 .000 
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Q48 .195 540 .000 .906 540 .000 
Q49 .209 540 .000 .905 540 .000 
Q50 .199 540 .000 .905 540 .000 
Q51 .243 540 .000 .885 540 .000 
Q52 .204 540 .000 .897 540 .000 
Q53 .262 540 .000 .881 540 .000 
Q54 .256 540 .000 .877 540 .000 
Q55 .288 540 .000 .857 540 .000 
Q56 .241 540 .000 .880 540 .000 
Q57 .215 540 .000 .893 540 .000 
Q58 .205 540 .000 .899 540 .000 
Q59 .206 540 .000 .901 540 .000 
Q60 .266 540 .000 .879 540 .000 
Q61 .249 540 .000 .880 540 .000 
Q62 .242 540 .000 .885 540 .000 
Q63 .230 540 .000 .890 540 .000 
Q64 .300 540 .000 .850 540 .000 
Q65 .315 540 .000 .840 540 .000 
Q66 .266 540 .000 .865 540 .000 
  
Appendix  F  
DESCRIPTIVE STATISTICS 
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Item  
n Mean Std. Deviation Variance Skewness Kurtosis 
Statistic Statistic S.E. Statistic Statistic Statistic S.E. Statistic S.E. 
Q2 540 3.86 .039 .899 .808 -.597 .105 .121 .210 
Q3 540 4.12 .034 .786 .618 -.951 .105 1.458 .210 
Q4 540 4.13 .035 .821 .673 -1.012 .105 1.299 .210 
Q5 540 3.65 .044 1.013 1.026 -.580 .105 -.271 .210 
Q6 540 3.56 .040 .939 .881 -.590 .105 -.045 .210 
Q7 540 3.71 .044 1.012 1.024 -.619 .105 -.303 .210 
Q8 540 3.61 .042 .978 .957 -.563 .105 -.238 .210 
Q9 540 3.49 .045 1.040 1.082 -.397 .105 -.530 .210 
Q10 540 3.59 .045 1.050 1.103 -.511 .105 -.452 .210 
Q11 540 3.94 .036 .833 .694 -.706 .105 .656 .210 
Q12 540 3.90 .036 .826 .682 -.643 .105 .791 .210 
Q13 540 4.10 .038 .878 .771 -1.042 .105 1.258 .210 
Q14 540 4.29 .033 .768 .590 -1.174 .105 1.850 .210 
Q15 540 4.24 .034 .789 .622 -.875 .105 .482 .210 
Q16 540 3.36 .039 .917 .840 -.157 .105 -.468 .210 
Q17 540 3.26 .041 .948 .898 -.109 .105 -.672 .210 
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Q18 540 3.39 .039 .902 .813 -.231 .105 -.455 .210 
Q19 540 3.80 .038 .891 .793 -.554 .105 .034 .210 
Q20 540 3.71 .035 .805 .648 -.689 .105 .741 .210 
Q21 540 3.66 .037 .854 .728 -.480 .105 .077 .210 
Q22 540 3.80 .037 .849 .721 -.519 .105 .146 .210 
Q23 540 3.85 .039 .917 .840 -.859 .105 .678 .210 
Q24 540 3.88 .039 .906 .821 -.698 .105 .174 .210 
Q25 540 3.53 .036 .836 .698 -.186 .105 -.264 .210 
Q26 540 3.89 .036 .842 .708 -.638 .105 .295 .210 
Q27 540 3.71 .044 1.013 1.027 -.747 .105 .225 .210 
Q28 540 3.73 .038 .874 .764 -.459 .105 -.082 .210 
Q29 540 3.59 .036 .836 .699 -.121 .105 -.358 .210 
Q30 540 3.89 .041 .958 .918 -.911 .105 .677 .210 
Q31 540 3.75 .039 .903 .815 -.474 .105 -.138 .210 
Q32 540 4.09 .034 .785 .616 -.861 .105 1.111 .210 
Q33 540 3.83 .035 .819 .671 -.645 .105 .731 .210 
Q34 540 3.45 .039 .897 .805 -.165 .105 -.313 .210 
Q35 540 3.32 .040 .930 .865 -.173 .105 -.199 .210 
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Q36 540 3.50 .041 .958 .918 -.381 .105 -.192 .210 
Q37 540 3.66 .038 .872 .761 -.568 .105 .265 .210 
Q38 540 3.63 .040 .924 .853 -.405 .105 -.174 .210 
Q39 540 3.67 .036 .840 .705 -.459 .105 .053 .210 
Q40 540 3.43 .037 .858 .736 -.229 .105 -.141 .210 
Q41 540 3.77 .040 .936 .876 -.560 .105 -.083 .210 
Q42 540 3.59 .038 .879 .773 -.303 .105 -.227 .210 
Q43 540 3.64 .037 .865 .748 -.344 .105 -.263 .210 
Q44 540 3.76 .034 .792 .627 -.325 .105 -.004 .210 
Q45 540 3.57 .036 .826 .683 -.356 .105 .152 .210 
Q46 540 3.36 .038 .884 .781 -.243 .105 -.122 .210 
Q47 540 3.39 .040 .926 .858 -.326 .105 -.068 .210 
Q48 540 3.11 .043 .988 .975 .038 .105 -.542 .210 
Q49 540 3.16 .042 .972 .945 .033 .105 -.463 .210 
Q50 540 3.22 .043 .992 .985 -.144 .105 -.556 .210 
Q51 540 3.39 .039 .912 .831 -.350 .105 -.243 .210 
Q52 540 3.25 .040 .922 .849 -.134 .105 -.331 .210 
Q53 540 3.62 .042 .968 .938 -.491 .105 -.265 .210 
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Q54 540 3.52 .037 .871 .758 -.286 .105 -.331 .210 
Q55 540 3.55 .036 .828 .685 -.447 .105 -.051 .210 
Q56 540 3.44 .037 .865 .748 -.222 .105 -.327 .210 
Q57 540 3.12 .039 .896 .804 -.068 .105 -.310 .210 
Q58 540 3.18 .040 .940 .884 -.181 .105 -.244 .210 
Q59 540 3.11 .040 .939 .882 -.021 .105 -.395 .210 
Q60 540 3.40 .043 .991 .983 -.513 .105 -.299 .210 
Q61 540 3.41 .038 .888 .789 -.339 .105 -.233 .210 
Q62 540 3.39 .039 .910 .828 -.327 .105 -.279 .210 
Q63 540 3.36 .040 .922 .849 -.320 .105 -.235 .210 
Q64 540 3.56 .036 .847 .717 -.618 .105 .275 .210 
Q65 540 3.72 .037 .852 .726 -.728 .105 .561 .210 
Q66 540 3.79 .039 .898 .806 -.603 .105 .263 .210 
  
Appendix  G 
STRUCTURE MATRICES 
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G.1 EFA-1 
Item 
Factor 
1 2 3 4 5 6 7 8 
Q49 .839     .497 .439  
Q48 .813     .496 .379  
Q52 .746     .489 .572  
Q51 .728     .466 .538  
Q59 .712     .408 .573  
Q57 .676     .577 .491  
Q50 .661     .434 .421  
Q58 .660     .518 .551  
Q56 .597     .483 .596  
Q22  .833      .356 
Q24  .765      .371 
Q21  .736       
Q20  .732  -.334     
Q23  .731   .349    
Q8   .873      
Q7   .872      
Q6   .784      
Q5   .750      
Q17    -.916     
Q16    -.835     
Q18  .336  -.796     
Q4     .862    
Q3     .858    
Q2     .697    
Q37    -.333  .730   
Q40 .421     .727 .405  
Q36 .338     .695   
Q46 .451     .685 .359  
Q38      .676 .344  
Q39 .331     .634 .462  
Q47 .471     .631 .409  
Q45 .389     .618 .435  
Q42      .616 .570  
Q44  .420   .346 .548 .516  
Q61 .342     .362 .771  
Q54 .367   -.379  .457 .725  
Q53 .364     .373 .707  
Q62 .511     .403 .690  
Q60 .374      .690  
Q55 .438 .400    .430 .670  
Q63 .595     .413 .660  
Q43  .335  -.353 .359 .555 .599  
Q65       .593  
Q41  .344    .477 .565  
Q64 .357     .376 .516  
Q12        .787 
Q13  .365      .753 
Q11        .683 
Q14     .363   .534 
Q15  .351      .486 
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G.2 EFA-2 
Item 
Factor 
1 2 3 4 5 6 7 
Q40 .740     -.448  
Q37 .727       
Q36 .697       
Q46 .692     -.411  
Q38 .678     -.334  
Q39 .649     -.470  
Q47 .645     -.457  
Q45 .642     -.466  
Q42 .608     -.466  
Q44 .564  -.406   -.453  
Q43 .557   -.335 -.339 -.491  
Q41 .476  -.337   -.430  
Q7  .872      
Q8  .870      
Q6  .786      
Q5  .755      
Q22   -.839    .359 
Q24   -.764    .394 
Q21   -.734     
Q23   -.731  -.344  .346 
Q20   -.727   -.331  
Q17    -.913    
Q16    -.837    
Q18    -.796    
Q3     -.866   
Q4     -.856   
Q2     -.698   
Q62 .460     -.790  
Q63 .473     -.767  
Q61 .406     -.750  
Q59 .470     -.705  
Q60 .358     -.704  
Q65 .337     -.569  
Q64 .408     -.569  
Q13   -.366    .750 
Q12       .731 
Q11       .672 
Q14     -.361  .565 
Q15   -.354    .523 
 
 
  
Appendix  H 
COMMUNALITIES 
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H.1 EFA-1 
Item Initial Extraction 
Q2 .490 .508 
Q3 .654 .746 
Q4 .647 .746 
Q5 .654 .566 
Q6 .687 .621 
Q7 .736 .766 
Q8 .732 .773 
Q11 .500 .476 
Q12 .567 .645 
Q13 .520 .578 
Q14 .537 .352 
Q15 .499 .310 
Q16 .655 .699 
Q17 .709 .846 
Q18 .637 .647 
Q20 .595 .555 
Q21 .591 .557 
Q22 .636 .706 
Q23 .604 .559 
Q24 .653 .605 
Q36 .597 .517 
Q37 .597 .565 
Q38 .551 .477 
Q39 .500 .458 
Q40 .568 .565 
Q41 .495 .473 
Q42 .644 .504 
Q43 .657 .511 
Q44 .539 .470 
Q45 .534 .424 
Q46 .600 .511 
Q47 .596 .483 
Q48 .725 .707 
Q49 .744 .745 
Q50 .583 .496 
Q51 .672 .612 
Q52 .689 .648 
Q53 .591 .529 
Q54 .692 .576 
Q55 .649 .533 
Q56 .647 .537 
Q57 .663 .594 
Q58 .665 .566 
Q59 .668 .629 
Q60 .605 .498 
Q61 .673 .616 
Q62 .637 .563 
Q63 .679 .590 
Q64 .472 .308 
Q65 .517 .356 
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H.2 EFA-2 
Item Initial Extraction 
Q2 .480 .511 
Q3 .644 .759 
Q4 .643 .736 
Q5 .646 .574 
Q6 .666 .624 
Q7 .728 .763 
Q8 .718 .771 
Q11 .488 .459 
Q12 .549 .539 
Q13 .507 .573 
Q14 .511 .370 
Q15 .489 .333 
Q16 .647 .703 
Q17 .701 .841 
Q18 .627 .651 
Q20 .587 .556 
Q21 .571 .545 
Q22 .625 .711 
Q23 .599 .557 
Q24 .637 .600 
Q36 .555 .510 
Q37 .587 .568 
Q38 .515 .482 
Q39 .480 .460 
Q40 .560 .572 
Q41 .475 .350 
Q42 .630 .432 
Q43 .648 .434 
Q44 .499 .444 
Q45 .509 .435 
Q46 .552 .494 
Q47 .514 .467 
Q59 .600 .574 
Q60 .538 .514 
Q61 .603 .598 
Q62 .603 .639 
Q63 .617 .617 
Q64 .459 .347 
Q65 .477 .344 
 
 
 
 
  
Appendix  I  
RECTIFICATION OF STRUCTURAL MODELS 
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I.1 SEM-1 
Order MI Value Cause of Error 
GOF Tests 
χ2 df χ2/df p RMSEA IFI CFI PCFI 
0 - - 1455.808 1156 1.259 .002 .073 .798 .797 .752 
1 141.386 Q42↔(Q43) 1396.169 1108 1.260 .002 .071 .811 .810 .763 
2 131.300 (Q48)↔Q49 1334.582 1061 1.258 .002 .071 .815 .814 .766 
3 131.087 Q14↔(Q15) 1272.518 1015 1.254 .002 .070 .824 .823 .773 
4 115.922 (Q5)↔Q6 1218.004 970 1.256 .002 .069 .829 .828 .776 
5 99.819 (Q36)↔Q37 1165.533 926 1.259 .002 .069 .834 .834 .780 
6 73.536 (Q64)↔Q65 1113.475 883 1.261 .002 .068 .840 .839 .783 
7 70.796 (Q23)↔Q24 1059.891 841 1.260 .002 .068 .842 .841 .783 
8 61.478 (Q41)↔Warranty 1006.469 800 1.258 .002 .067 .851 .850 .790 
9 60.785 (Q42)↔Q54 954.022 760 1.255 .002 .067 .856 .855 .792 
10 66.064 (Q44)↔Warranty 904.992 721 1.255 .002 .066 .864 .863 .798 
11 61.152 (Q47)↔Q58 853.927 683 1.250 .002 .065 .871 .870 .802 
12 46.146 (Q54)↔Q61 805.831 646 1.247 .002 .062 .884 .884 .812 
13 47.198 (Q55)↔Q56 759.051 610 1.244 .002 .060 .892 .891 .816 
14 42.533 (Q56)→Q63 711.066 575 1.237 .002 .060 .896 .895 .817 
15 38.551 (Q53)↔Q60 669.144 541 1.237 .002 .058 .904 .904 .822 
16 37.374 (Q59)↔Warranty 623.790 508 1.228 .002 .056 .911 .910 .824 
17 35.981 (Q46)↔Q57 585.438 476 1.230 .002 .055 .916 .915 .825 
18 35.754 Q57↔(Q58) 546.874 445 1.229 .002 .055 .919 .918 .824 
19 30.363 Control↔Security 545.691 444 1.229 .002 .054 .922 .922 .825 
20 24.705 (Q45)↔Q63 509.943 414 1.232 .002 .053 .927 .926 .825 
21 23.112 (Q14)↔Trust 474.280 385 1.232 .002 .053 .933 .932 .825 
22 21.103 (Q63)↔Fraud 435.181 357 1.219 .002 .053 .935 .935 .822 
23 19.560 Q7→(Q62) 400.801 330 1.215 .002 .052 .937 .937 .818 
24 18.558 Q20↔(Q21) 367.433 304 1.209 .002 .049 .944 .944 .817 
25 22.395 (Q37)→Q22 337.696 279 1.210 .002 .048 .949 .949 .815 
26 17.190 Privacy↔Warranty 336.692 278 1.211 .002 .047 .952 .952 .814 
27 13.341 (Q57)↔Design-V 308.603 254 1.215 .002 .046 .955 .954 .808 
28 13.059 Fraud→Security 307.733 253 1.216 .002 .045 .957 .957 .807 
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I.2 SEM-2 
Order MI Value Cause of Error 
GOF Tests 
χ2 df χ2/df p RMSEA IFI CFI PCFI 
0 - - 950.520 762 1.247 .002 .074 .815 .814 .757 
1 131.262 Q42↔(Q43) 902.719 723 1.249 .002 .071 .832 .831 .771 
2 129.182 Q14↔(Q15) 850.910 685 1.242 .002 .069 .844 .843 .779 
3 115.682 (Q5)↔Q6 805.419 648 1.243 .002 .068 .851 .850 .783 
4 95.151 (Q36)↔Q37 762.738 612 1.246 .002 .067 .858 .857 .788 
5 71.866 (Q64)↔Q65 720.824 577 1.249 .002 .066 .866 .865 .792 
6 72.164 Q62↔(Q63) 672.415 543 1.238 .002 .064 .875 .874 .798 
7 69.921 (Q23)↔Q24 630.999 510 1.237 .002 .064 .880 .879 .799 
8 56.270 Q46↔(Q47) 588.726 478 1.232 .002 .063 .884 .883 .799 
9 44.214 Q54→(Q42) 548.706 447 1.228 .002 .061 .894 .894 .805 
10 42.690 Q22→(Q44) 511.246 417 1.226 .002 .059 .905 .904 .811 
11 33.086 Q54↔(Q60) 473.232 388 1.220 .002 .057 .912 .911 .813 
12 36.800 Q54↔(Q62) 438.331 360 1.218 .002 .054 .925 .924 .820 
13 24.031 (Q14)↔Trust 405.208 333 1.217 .002 .053 .931 .931 .820 
14 22.490 Q53↔(Q65) 372.651 307 1.214 .002 .052 .936 .936 .818 
15 20.220 (Q20)↔Q21 340.900 282 1.209 .002 .049 .944 .943 .818 
16 17.121 Q37↔(Q38) 310.625 258 1.204 .002 .047 .951 .951 .817 
17 15.291 (Q37)↔Fraud 283.478 235 1.206 .002 .046 .956 .955 .813 
18 14.800 Q6→(Q55) 256.616 213 1.205 .002 .044 .961 .960 .809 
19 13.775 Fraud↔Warranty 229.121 192 1.206 .002 .043 .963 .963 .807 
20 12.521 Control→(Q41) 227.885 191 1.193 .004 .041 .969 .968 .801 
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I.3 SEM-3 
Order MI Value Cause of Error 
GOF Tests 
χ2 df χ2/df p RMSEA IFI CFI PCFI 
0 - - 855.349 685 1.249 .002 .073 .826 .825 .762 
1 163.265 Q42↔(Q43) 809.064 648 1.249 .002 .070 .843 .842 .776 
2 128.139 Q14↔(Q15) 759.616 612 1.241 .002 .068 .855 .855 .785 
3 115.735 (Q5)↔Q6 716.602 577 1.242 .002 .066 .864 .864 .791 
4 99.731 (Q36)↔Q37 676.621 543 1.246 .002 .065 .873 .872 .796 
5 73.940 Q64↔(Q65) 635.664 510 1.246 .002 .063 .884 .883 .803 
6 72.036 (Q23)↔Q24 594.921 478 1.245 .002 .062 .889 .889 .805 
7 61.290 Q46↔(Q47) 554.280 447 1.240 .002 .061 .896 895 .807 
8 51.250 (Q42)↔Q61 515.808 417 1.237 .002 .059 .904 .904 .810 
9 37.743 (Q40)↔Q59 481.139 388 1.240 .002 .059 .908 .908 .809 
10 33.321 Q22→(Q44) 445.020 360 1.236 .002 .058 .913 .913 .810 
11 30.114 (Q41)↔Q61 409.677 333 1.230 .002 .056 .923 .923 .813 
12 24.405 (Q14)↔Trust 377.419 307 1.229 .002 .055 .929 .929 .812 
13 23.731 (Q61)↔Fraud 346.735 282 1.230 .002 .054 .935 .934 .811 
14 20.544 (Q45)↔Q63 318.825 258 1.236 .002 .052 .942 .941 .809 
15 24.702 (Q46)↔Q59 292.385 235 1.244 .002 .051 .946 .946 .806 
16 18.658 Q22↔(Q24) 263.763 213 1.238 .002 .048 .954 .954 .803 
17 14.351 (Q60)↔Privacy 236.663 192 1.233 .002 .047 .958 .958 .794 
18 11.166 Design↔Privacy 234.947 191 1.230 .004 .046 .960 .960 .796 
19 9.719 Fraud↔Warranty 233.796 190 1.230 .004 .045 .962 .962 .794 
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I.4 SEM-4 
Order MI Value Cause of Error 
GOF Tests 
χ2 df χ2/df p RMSEA IFI CFI PCFI 
0 - - 857.158 687 1.248 .002 .073 .827 .826 .766 
1 161.659 Q42↔(Q43) 810.852 650 1.247 .002 .070 .844 .843 .780 
2 127.127 Q14↔(Q15) 761.362 614 1.240 .002 .068 .857 .856 .789 
3 116.376 (Q5)↔Q6 718.355 579 1.241 .002 .066 .866 .865 .795 
4 99.220 (Q36)↔Q37 678.516 545 1.245 .002 .064 .875 .874 .801 
5 73.956 Q64↔(Q65) 637.597 512 1.245 .002 .062 .885 .885 .807 
6 73.086 (Q23)↔Q24 596.928 480 1.244 .002 .061 .891 .891 .810 
7 63.634 Q46↔(Q47) 556.313 449 1.239 .002 .060 .898 .898 .813 
8 50.310 (Q42)↔Q61 517.759 419 1.236 .002 .058 .906 .906 .816 
9 38.772 (Q40)↔Q59 483.067 390 1.239 .002 .057 .911 .910 .816 
10 32.577 Q22→(Q44) 446.868 362 1.234 .002 .057 .916 .916 .816 
11 29.477 (Q41)↔Q61 411.476 335 1.228 .002 .055 .925 .925 .820 
12 28.741 (Q61)↔Fraud 379.469 309 1.228 .002 .053 .931 .931 .819 
13 24.576 (Q14)↔Trust 348.739 284 1.228 .002 .052 .938 .938 .819 
14 21.328 (Q45)↔Q63 320.781 260 1.234 .002 .050 .945 .944 .819 
15 25.624 (Q46)↔Q59 294.385 237 1.242 .002 .049 .950 .950 .816 
 
  
Appendix  J  
STANDARDISED RESIDUAL COVARIANCES 
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J.1 SEM-1 
 
Item Q18 Q17 Q16 Q4 Q3 Q2 Q13 Q12 Q11 Q24 Q22 Q20 Q8 Q7 Q6 Q40 Q39 Q38 Q52 Q51 Q50 Q49 Q65 Q61 Q60 
Q18 -0.032                          
Q17 -0.019 -0.04                         
Q16 -0.269 0.049 -0.035                        
Q4 0.262 0.387 0.365 0.166                       
Q3 0.138 -0.583 -1.042 0.259 0.168                      
Q2 2.599 1.954 1.88 -0.084 0.216 0.107                     
Q13 2.378 0.881 2.129 1.002 1.114 1.595 -0.048                    
Q12 1.685 -0.023 1.228 0.384 -0.694 0.074 -0.018 -0.059                   
Q11 2.056 0.792 1.351 0.607 0.384 1.295 -0.723 0.309 -0.047                  
Q24 1.53 -0.373 0.828 1.053 0.597 0.836 2.582 0.155 0.18 0.193                 
Q22 0.648 -1.295 -0.682 -0.355 -0.354 -0.685 1.696 -0.257 0.19 0.491 0.228                
Q20 2.436 2.095 2.135 0.25 0.948 1.732 0.803 -1.402 0.533 -0.534 0.449 0.169               
Q8 1.266 0.652 0.182 0.042 0.776 -2.54 0.18 -0.194 0.569 -0.119 1.048 -1.488 0              
Q7 1.163 -0.429 -0.977 0.121 1.023 -3.308 -0.446 -1.299 -0.463 0.431 0.277 -1.862 0 0             
Q6 0.006 0.435 0.309 2.085 1.81 -1.288 -0.248 -0.47 0.009 0.432 0.761 -1.972 0.011 -0.014 0            
Q40 1.106 -0.856 0.31 -0.463 -0.934 -0.824 -0.042 1.259 0.899 0.157 -0.794 1.248 2.657 2.292 2.421 0           
Q39 0.638 -1.554 -0.437 1.593 0.824 1.183 1.537 2.584 2.889 1.701 0.029 1.564 2.866 2.704 3.06 -0.093 0          
Q38 0.913 0.215 0.317 1.392 0.433 1.239 3.838 3.362 1.726 2.496 0.682 2.375 -0.192 -1.084 -0.635 -0.231 0.343 0         
Q52 0.205 -1.284 -0.635 0.27 -0.757 -0.427 0.008 1.63 -0.137 0.374 -0.682 2.004 1.356 1.007 1.08 1.269 -0.933 -0.576 0        
Q51 0.577 -0.701 -0.291 1.064 -0.321 -0.002 -0.01 2.239 0.371 0.534 0.502 1.322 1.696 0.881 2.984 0.065 0.726 -0.829 0.425 0       
Q50 1.061 0.042 0.853 0.369 -1.033 0.885 0.833 1.161 -0.644 -0.726 -0.262 2.157 -0.007 -0.994 -1.377 0.262 -0.957 1.804 -0.364 -0.51 0      
Q49 1.173 0.123 0.152 1.055 0.373 0.487 -0.386 1.053 -0.439 -0.947 -0.834 1.847 1.392 0.695 1.336 0.866 -0.847 -0.672 -0.227 -0.187 0.89 0     
Q65 1.222 -1.374 -0.16 -0.287 -0.43 0.725 0.699 0.594 0.576 0.376 -1.066 1.586 0.179 -0.374 -0.902 -0.011 1.691 2.506 -0.294 0.574 0.856 -1.4 0.08    
Q61 2.48 0.335 1.285 1.538 0.979 1.538 0.076 -0.694 0.844 0.565 -0.615 2.938 -1.23 -2.235 -2.266 0.158 0.739 -0.725 1.161 -0.008 -0.493 0.362 -0.444 0.12   
Q60 0.411 -0.768 -0.399 -1.022 -0.288 -0.339 0.925 0.814 0.424 -0.558 -0.87 1.496 0.767 -1.156 -0.613 -0.963 0.562 -0.186 -0.391 0.245 0.56 -0.423 0.555 0.202 0.13 
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J.2 SEM-2 
 
Item Q46 Q45 Q40 Q39 Q8 Q7 Q6 Q24 Q22 Q21 Q4 Q3 Q2 Q18 Q17 Q16 Q13 Q12 Q11 Q61 Q54 Q53 
Q46 0                       
Q45 1.245 0                      
Q40 0.096 -0.495 0                     
Q39 -1.112 -1.309 1.054 0                    
Q8 0.224 0.768 2.657 2.866 0                   
Q7 0.45 -0.015 2.292 2.704 0.008 0                  
Q6 1.507 0.447 2.421 3.06 0.025 -0.057 0                 
Q24 0.601 1.542 0.655 2.735 -0.062 0.479 0.47 0.155                
Q22 -0.378 0.631 -0.561 0.89 0.911 0.134 0.646 0.258 0.226               
Q21 1.074 1.852 1.387 1.645 -0.544 -0.018 -0.695 -0.734 0.537 0.145              
Q4 1.208 1.731 -0.515 2.132 0.219 0.296 2.223 1.743 -0.124 0.308 0.113             
Q3 -0.719 -0.058 -0.954 1.392 0.95 1.195 1.947 1.336 -0.067 -0.98 0.195 0.112            
Q2 -0.26 0.889 -0.851 1.628 -2.397 -3.165 -1.174 1.414 -0.473 0.088 -0.192 0.233 0.072           
Q18 -0.152 0.938 0.718 1.209 1.527 1.434 0.226 2.218 0.911 2.767 0.125 0.049 2.503 -0.085          
Q17 -1.127 0.469 -1.269 -0.924 0.94 -0.126 0.676 0.388 -1 0.628 0.24 -0.674 1.853 -0.089 -0.105         
Q16 -0.482 1.081 -0.086 0.157 0.455 -0.69 0.536 1.546 -0.405 0.508 0.226 -1.126 1.785 -0.339 -0.013 -0.092        
Q13 -0.387 0.916 -0.042 1.539 0.534 -0.108 0.026 2.902 1.422 0.57 0.899 1.056 1.534 2.12 0.595 1.861 0       
Q12 1.179 1.93 1.261 2.589 0.163 -0.961 -0.194 0.406 -0.663 0.222 0.195 -0.831 -0.055 1.392 -0.349 0.922 -0.055 0      
Q11 2.275 3.329 0.901 2.893 0.931 -0.118 0.29 0.522 -0.034 -0.595 0.537 0.358 1.259 1.806 0.514 1.09 -0.51 0.359 0     
Q61 -0.955 0.481 -0.807 1.197 1.443 0.416 -0.125 1.831 0.332 2.152 0.336 -0.181 0.589 1.369 -0.85 0.153 0.305 -0.477 1.084 -0.011    
Q54 -0.37 0.667 -1.232 1.105 1.208 0.98 0.791 2.01 -0.967 0.408 0.908 -0.835 1.878 0.684 -0.364 0.12 0.901 0.839 0.699 0.081 -0.014   
Q53 0.589 1.526 -0.399 1.08 0.692 -0.283 0.038 0.725 -0.322 0.092 -0.417 -0.647 0.493 0.412 -1.032 -0.75 0.523 1.667 1.369 -0.188 -0.049 -0.009 
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J.3 SEM-3 
 
Item Q64 Q63 Q62 Q59 Q8 Q7 Q6 Q22 Q21 Q20 Q4 Q3 Q2 Q18 Q17 Q16 Q13 Q12 Q11 Q39 Q38 Q37 
Q64 0.001                       
Q63 0.156 0.002                      
Q62 -0.258 -0.008 0.002                     
Q59 -0.445 0.093 0.084 0.002                    
Q8 -1.316 0.18 0.067 0.685 0                   
Q7 -1.411 -0.224 -0.042 0.285 0 0                  
Q6 -1.115 0.265 0.667 0.67 0.011 -0.015 0                 
Q22 -1.859 -0.896 -0.497 -1.245 1.805 1.024 1.361 0.057                
Q21 -0.952 -0.125 0.107 0.13 -0.108 0.417 -0.343 0.289 0.064               
Q20 0.005 0.961 1.326 0.563 -1.03 -1.411 -1.606 -0.216 0.118 0.062              
Q4 0.623 0.549 0.845 -1.734 -0.092 -0.011 1.971 0.54 -0.318 0.203 0.039             
Q3 1.099 0.197 0.505 -1.507 0.638 0.887 1.696 0.568 -1.618 0.918 0.115 0.039            
Q2 1.576 -0.563 0.04 -2.24 -2.641 -3.406 -1.37 0.047 -0.429 1.694 -0.237 0.119 0.025           
Q18 2.81 1.438 0.972 1.059 1.011 0.912 -0.199 0.811 1.403 1.67 0.147 0.045 2.509 -0.002          
Q17 0.65 -0.922 -0.561 -0.578 0.384 -0.696 0.221 -1.142 -0.893 1.217 0.231 -0.712 1.833 -0.008 -0.002         
Q16 1.561 -0.52 0.045 -0.302 -0.09 -1.247 0.093 -0.504 -0.884 1.346 0.251 -1.129 1.793 -0.17 0.078 -0.002        
Q13 0.694 -0.393 0.96 -1.969 0.558 -0.076 0.051 2.69 0.31 0.754 0.771 0.903 1.417 1.961 0.408 1.694 0.001       
Q12 -0.111 -0.214 0.296 -0.435 0.158 -0.956 -0.191 0.647 -0.16 -1.63 -0.024 -1.074 -0.246 1.199 -0.574 0.719 0.01 0.001      
Q11 1.079 0.112 1.815 -1.884 0.927 -0.114 0.292 1.117 -0.923 0.443 0.346 0.143 1.091 1.64 0.321 0.915 -0.449 0.239 0.001     
Q39 2.945 2.106 2.301 1.143 2.866 2.704 3.06 0.325 0.384 1.248 0.632 -0.116 0.419 0.728 -1.486 -0.34 -0.844 -0.142 0.523 0    
Q38 0.877 -0.948 -0.973 -1.245 -0.192 -1.084 -0.635 0.248 0.014 1.387 -0.278 -1.213 -0.098 0.001 -0.82 -0.623 1.3 0.462 -0.782 -0.153 0   
Q37 1.735 -1.712 -0.562 -1.2 -1.699 -2.12 -0.665 -2.406 -2.111 0.798 0.356 0.257 0.668 0.95 0.883 1.361 -0.601 -0.418 -0.024 -0.692 0.72 0 
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J.4 SEM-4 
 
 Item Q39 Q38 Q37 Q64 Q63 Q62 Q60 Q59 Q8 Q7 Q6 Q13 Q12 Q11 Q24 Q22 Q21 Q20 Q18 Q17 Q16 Q4 Q3 Q2 
Q39 0                         
Q38 -0.166 0                        
Q37 -0.702 0.703 0                       
Q64 2.945 0.873 1.733 0.001                      
Q63 2.182 -0.877 -1.64 0.443 0.002                     
Q62 2.089 -1.193 -0.78 -0.354 -0.005 0.002                    
Q60 1.909 -0.279 -0.059 -0.523 -0.642 0.542 0.001                   
Q59 1.07 -1.325 -1.277 -0.376 0.316 -0.17 0.309 0.001                  
Q8 2.866 -0.192 -1.699 -1.111 0.515 0.305 -0.901 0.936 0                 
Q7 2.704 -1.084 -2.12 -1.209 0.107 0.195 -2.782 0.534 -0.001 0                
Q6 3.06 -0.635 -0.665 -0.952 0.532 0.858 -1.929 0.871 0.007 -0.006 0               
Q13 -0.881 1.259 -0.641 0.469 -0.72 0.59 2.368 -2.281 0.536 -0.096 0.034 0              
Q12 -0.154 0.447 -0.432 -0.357 -0.571 -0.11 2.39 -0.777 0.156 -0.957 -0.192 -0.003 0.001             
Q11 0.503 -0.805 -0.046 0.862 -0.203 1.457 1.841 -2.184 0.918 -0.121 0.286 -0.502 0.309 0            
Q24 1.979 2.092 0.572 -1.047 0.381 0.665 0.814 -1.818 0.328 0.87 0.785 3.068 0.568 0.646 0.049           
Q22 0.097 0.003 -2.645 -2.071 -1.158 -0.96 0.312 -1.577 1.424 0.651 1.06 1.8 -0.273 0.288 1.292 0.067          
Q21 0.567 0.205 -1.923 -0.726 0.269 0.289 0.108 0.378 -0.321 0.208 -0.511 0.122 -0.306 -1.07 -1.399 0.117 0.059         
Q20 1.376 1.52 0.931 0.172 1.267 1.422 2.213 0.733 -1.263 -1.639 -1.79 0.476 -1.873 0.206 -0.674 -0.591 1.304 0.059        
Q18 0.785 0.056 1.007 2.717 1.345 0.704 1.835 0.89 1.032 0.93 -0.185 1.918 1.158 1.602 1.726 0.487 1.729 1.908 0.012       
Q17 -1.419 -0.752 0.954 0.552 -1.017 -0.85 0.783 -0.759 0.402 -0.681 0.234 0.361 -0.62 0.279 -0.174 -1.488 -0.53 1.489 0.019 0.015      
Q16 -0.285 -0.569 1.417 1.462 -0.618 -0.235 1.081 -0.479 -0.067 -1.228 0.109 1.649 0.676 0.875 1.036 -0.84 -0.555 1.591 -0.171 0.096 0.013     
Q4 0.792 -0.113 0.523 0.153 -0.13 0.064 -0.57 -2.383 -0.232 -0.148 1.861 0.701 -0.048 0.307 1.613 -0.112 -0.353 0.087 0.164 0.256 0.265 0.045    
Q3 0.039 -1.054 0.418 0.625 -0.486 -0.279 0.172 -2.161 0.499 0.749 1.586 0.828 -1.104 0.1 1.177 -0.091 -1.658 0.796 0.056 -0.693 -1.122 0.115 0.045   
Q2 0.549 0.038 0.804 1.199 -1.104 -0.584 0.028 -2.759 -2.753 -3.516 -1.458 1.362 -0.263 1.062 1.298 -0.475 -0.455 1.602 2.526 1.858 1.808 -0.215 0.126 0.029 
 
 
  
Appendix  K  
COMPARISON OF THE FOUR SEM MODELS 
 
- 295 - 
 
K.1 Non-rectified Models 
GOF Test SEM-1 SEM-2 SEM-3 SEM-4 Requirement 
χ2 1455.808 950.520 855.349 857.158 χ2>df 
df 1156 762 685 687 >0 
χ2/df 1.259 1.247 1.249 1.248 <2 
p .002 .002 .002 .002 >.05 
RMSEA .073 .074 .073 .073 <.05 
IFI .798 .815 .826 .827 >.9 
CFI .797 .814 .825 .826 >.9 
PCFI .752 .757 .762 .766 >.8 (with CFI>.9) 
K.2 Rectified Models 
GOF Test SEM-1 SEM-2 SEM-3 SEM-4 Requirement 
χ2 307.733 227.885 233.796 294.385 χ2>df 
df 253 191 190 237 >0 
χ2/df 1.216 1.193 1.230 1.242 <2 
p .002 .004 .004 .002 >.05 
RMSEA .045 .041 .045 .049 <.05 
IFI .957 .969 .962 .950 >.9 
CFI .957 .968 .962 .950 >.9 
PCFI .807 .801 .794 .816 >.8 (with CFI>.9) 
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K.3 Standard Errors of Standardised Regression Weights 
Relationship SEM-1 SEM-2 SEM-3 SEM-4 
Fraud→Trust 0.045 0.048 0.045 - 
Privacy→Trust 0.064 0.063 0.060 0.052 
Security→Trust 0.043 0.043 0.044 0.052 
Fraud→Control 0.043 0.048 0.051 - 
Privacy→Control 0.062 0.067 0.066 0.052 
Control→Trust 0.078 0.068 0.064 0.061 
Design-V→Trust 0.103 0.082 0.080 0.058 
Warranty→Trust 0.076 0.069 0.068 - 
Design-W→Trust 0.079 - - - 
Design-V→Security 0.120 0.108 0.092 0.067 
Design-W→Security 0.083 - - - 
Warranty→Security 0.085 0.094 0.076 0.066 
Design-V→Control 0.097 0.079 0.088 - 
Design-W→Control 0.069 - - - 
Warranty→Control 0.081 0.073 0.079 0.053 
Fraud→Security 0.055 0.056 0.056 0.045 
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K.4 Hypothesis Validation 
Hypothesis(s) Relationship SEM-1 SEM-2 SEM-3 SEM-4 
2a + 2b 
Fraud→Trust Unsupported Unsupported Unsupported - 
Privacy→Trust Supported Supported Supported Supported 
4a + 4b + 4c Security→Trust Supported Supported Supported Supported 
6a + 6b 
Fraud→Control Unsupported Supported Unsupported - 
Privacy→Control Supported Supported Supported Supported 
7 Control→Trust Supported Supported Supported Supported 
9a 
Design-V→Trust Supported Unsupported Supported Supported 
Warranty→Trust Unsupported Unsupported Unsupported - 
9b 
Design-W→Trust Unsupported - - - 
10 
Design-V→Security Supported Supported Supported Supported 
Design-W→Security Unsupported - - - 
Warranty→Security Supported Supported Supported Supported 
11 
Design-V→Control Unsupported Unsupported Unsupported - 
Design-W→Control Unsupported - - - 
Warranty→Control Supported Supported Supported Supported 
- Fraud→Security Supported Supported Supported Supported 
 
